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About Rick Weible

• Born and Raised in Minnesota
• B.A. Political Science – University of Minnesota
• 14 Years Elected Office 4 Years City Council, 10 Years Mayor St. Bonifacius
• 8 Years MN GOP CD3 Co-Chair and State Exec.
• Certified Network Engineer
• Worked at Help/Systems, the first ISO 9000 Software Company in USA.
• 28 Years of Cyber Security Consulting Experience
• CEO for D3Defense
• Moved to South Dakota 2018
• Manage clients DOD CMMC 2.0 Level 3 Certifications and Audits



Election Integrity – The Gold Standard

Transparency
is the inoculation to all conspiracy theories 



2022 Case – Test Deck Fail?







2023 – ES&S – NICE TEST DECK

https://www.post-gazette.com/news/politics-state/2023/11/07/pennsylvania-voting-machine-error-
judge/stories/202311070112 

https://www.post-gazette.com/news/politics-state/2023/11/07/pennsylvania-voting-machine-error-judge/stories/202311070112
https://www.post-gazette.com/news/politics-state/2023/11/07/pennsylvania-voting-machine-error-judge/stories/202311070112


ES&S Issues
1.2022 Rhode Island settlement with ES&S, programming errors - https://whatsupnewp.com/2022/12/rhode-island-
reaches-settlement-with-voting-machine-vendor-over-primary-election-errors/

2.2023 Northampton County  - Errors not caught earlier - https://www.penncapital-star.com/blog/voting-rights-groups-
call-for-investigation-of-election-day-problems-in-northampton-county/

3.2019 article ES&S Systems found on-line by Motherboard - https://www.vice.com/en/article/3kxzk9/exclusive-critical-
us-election-systems-have-been-left-exposed-online-despite-official-denials

4.2022 Monmouth County Election double count of votes, the fact they tried installing software like this is a violation -
https://www.nj.gov/oag/newsreleases23/2023-0906-Monmouth-County-Investigation-Investigative-Facts-Report-(8-

31-2023)-(With%20Exhibits).pdf

5.2023 Hinds County (published Aug 31st) - Missing tapes from machines, starting at video 20:00 minutes... 26 
precincts, DS200, 3 components to verify the vote...1) paper ballot 26/26 of precincts have ballots, machine tapes 
26/26 did not include the tapes, media stick (thumb drive) 26/26 precincts did not include the media sticks in the ballot 
box....DS200 also has another measure, digital imaging, a picture of the ballot, not one digital image...ES&S turned it 
off....
https://www.wlbt.com/2023/08/31/archie-calls-hinds-co-democratic-chair-step-down-alleging-fraud-party-primary/

6.2023 Hinds County - Ransomware Attack did happen, $300,000 paid https://www.wlbt.com/2023/10/03/against-
advice-board-attorney-feds-david-archie-reveals-how-much-hinds-county-paid-hackers-after-cyberattack/

7.2023 Hinds County start of Ransomware est - (early Sept, story is Sept 11th ) https://www.wapt.com/article/hinds-
county-computer-system-remains-under-ransomware-attack/45053213

8.2023 ES&S Vote flips and poor test decks - https://www.post-gazette.com/news/politics-
state/2023/11/07/pennsylvania-voting-machine-error-judge/stories/202311070112

9.Remote Access software illegally installed on systems (2018)- (oldie but goodie) -
https://www.vice.com/en/article/mb4ezy/top-voting-machine-vendor-admits-it-installed-remote-access-software-on-

systems-sold-to-states

10.Modems in 33,000 machines but didn't disclose where they are - 
(2020) https://www.politico.com/news/2020/08/13/election-voting-machine-misleading-claims-394891
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SD ES&S Security
EVS 6.1.1.0
Electionware 6.0.1.0



ES&S Electionware – We Are At HIGH Risk



ES&S Risks & EAC Response



ES&S Engineering Change Orders



ES&S Change Orders Jan 1st 2022-Dec 31st 2022



ES&S Change Orders Jan 1st 2023-March 31st 2024



ES&S Electionware 6.1.1.0
We Are At HIGH Risk

What’s 
not 

detected 
or 

covered



See the Difference

Public Counting – Voter Intent Decided, 
Can ascertain how they counted ballots

Machine Counting – Voter Intent Lost, 
Unable to ascertain how it counted ballots

Public Counting – Can observe with our 
own eyes and ears. 

Machine Counting – Supposed to audit 
programing by reviewing test decks, ballot 
images and Cast Vote Records (CVRs)

INSTANT TRUST INSTANT DOUBT



Voters Vote on 
Paper

Ballots Inserted 
into Tabulators Election Results, 

Reports, Cast Vote 
Records, Ballot 

Images

Expanded Election 
Results & Reporting 

Export & Review Cast 
Vote Records, Ballot 

Images

Expanded Election Reporting 
Exports & Cast Vote Records, 

Ballot Images









They Do Exist….

https://www.eac.gov/sites/default/files/voting_system/files/ES%26S%20EVS6110%20Certificate%20and%20S
cope%20of%20Conformance%2007-27-2020.pdf.pdf

https://www.eac.gov/sites/default/files/voting_system/files/ES%26S%20EVS6110%20Certificate%20and%20Scope%20of%20Conformance%2007-27-2020.pdf.pdf
https://www.eac.gov/sites/default/files/voting_system/files/ES%26S%20EVS6110%20Certificate%20and%20Scope%20of%20Conformance%2007-27-2020.pdf.pdf


https://csrc.nist.gov/csrc/media/events/future-of-voting-systems-symposium-
2013/documents/presentations/piper_fov2013.pdf 

https://csrc.nist.gov/csrc/media/events/future-of-voting-systems-symposium-2013/documents/presentations/piper_fov2013.pdf
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2013/documents/presentations/piper_fov2013.pdf 
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Cast Vote Records

https://www.eac.gov/sites/default/files/eac
_assets/1/28/VVSG.1.0_Volume_1.PDF

https://www.eac.gov/sites/default/files/eac_assets/1/28/VVSG.1.0_Volume_1.PDF
https://www.eac.gov/sites/default/files/eac_assets/1/28/VVSG.1.0_Volume_1.PDF


Ballot ID 18399i.pdf has a small mark in the oval for “write-
in:” for the County Sheriff race causing the race to be an over 
vote, and the voter’s vote to be lost.



Ballot image 34195i.pdf is a case of the worst possible outcome, to where a 
voter who voted absentee by mail, or strictly by mail, voted on a poorly 
designed ballot, that invalidated a voter’s intent on a race in an election.  
Better design of the ballot could have prevented this from happening.  









Voters Vote on 
Paper

Ballots Inserted 
into Tabulators Election Results, 

Reports, Cast Vote 
Records, Ballot 

Images

Expanded Election 
Results & Reporting 

Export & Review Cast 
Vote Records, Ballot 

Images

Expanded Election Reporting 
Exports & Cast Vote Records, 

Ballot Images



See the Difference

Public Counting – Voter Intent Decided, 
Can ascertain how they counted ballots

Machine Counting – Voter Intent Lost, 
Unable to ascertain how it counted ballots

Public Counting – Can observe with eyes 
and ears. 

Machine Counting – Supposed to audit 
programing by test decks and be able to 
review Cast Vote Records (CVRs)

INSTANT TRUST INSTANT DOUBT



Ballots anyone



Making Copies

3,000 Dodge County Ballots printed
6 precincts, 2 copiers, 4 hours.

Copiers did not stop them from printing.



10,000 Blank Ballots - Not secure



What is our backup plan?



www.uscase.org   Election Research 
       501c3

http://www.uscase.org/


The Folds





Over-Vote





Public CVRS

• Dodge County WI
https://www.co.dodge.wi.gov/departments/departments-a-
d/county-clerk/election-information 

• Sauk County WI
https://www.co.sauk.wi.us/countyclerk/election-information-cast-
vote-record-cvr-reports

https://www.co.dodge.wi.gov/departments/departments-a-d/county-clerk/election-information
https://www.co.dodge.wi.gov/departments/departments-a-d/county-clerk/election-information
https://www.co.sauk.wi.us/countyclerk/election-information-cast-vote-record-cvr-reports
https://www.co.sauk.wi.us/countyclerk/election-information-cast-vote-record-cvr-reports


Cast Vote Records (CVRs)

•Transparency is the inoculation 
to all conspiracy theories 



Building the Evidence 2024
During Public Accuracy Tests, ask for Ballot Images and CVRs, since there is no 
identifying information of a voter issue here…so privacy is not an issue at all. 
(Voters do not fill out ballots for the test decks)

1) Get sample ballots from every precinct

2) Get test decks copies, and review where the folds may impact elections

3) Evaluate if they tested enough ballots with folds for each test deck

4) Get Test Deck Report(s) for each tabulator

5) Get the Cast Vote Records

6) Get the Ballot Images (there is no Personal Identifying Information)

7) Get the log files (system and election)

If they can not provide this, they have not proven they know how to use the 
election equipment, nor have they proven the systems are secure.



Voter Expectations Meter



www.uscase.org   Election Research

http://www.uscase.org/


Disability Statutes - SD



So the counting is supposed to be at the 
precinct, if appointed….



No where does it say we have to use it…



No where does it say we have to use it…



No where does it say we have to use it…



South Dakota Laws/Rules



South Dakota Laws/Rules









Materials at US CASE

• www.uscase.org 

http://www.uscase.org/


https://www.eac.gov/sites/default/files/electionofficials/EMG/EAC_Election_Management_Guidelines_508.pdf

https://www.eac.gov/sites/default/files/electionofficials/EMG/EAC_Election_Management_Guidelines_508.pdf


https://www.eac.gov/sites/default/files/electionofficials/EMG/EAC_Election_Management_Guidelines_508.pdf

https://www.eac.gov/sites/default/files/electionofficials/EMG/EAC_Election_Management_Guidelines_508.pdf


www.uscase.org   Election Research

http://www.uscase.org/
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