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Instructions:
Please keep your microphones on mute during the entire session

Type in your questions in chat window, it will be answered towards the end of
our session
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Global Data Distribution

Cosmos DB transparently replicates the data to all the regions associated with your
Cosmos account. It provides a single system image of your globally distributed
Azure Cosmos database and containers that your application can read and write to
locally.

With Azure Cosmos DB, you can add or remove the regions associated with your
account at any time. Your application doesn't need to be paused or redeployed to
add or remove a region.

Benefits

*  Unlimited elastic write and read scalability.

*  99.999% read and write availability all around the world.

*  Guaranteed reads and writes served in less than 10 milliseconds at the 99th
percentile.
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Consistency Level

I Introduction
Section 1 Azure Cosmos DB approaches data consistency as a spectrum of choices instead of
: two extremes. Developers can use these options to make precise choices and
granular tradeoffs with respect to high availability and performance.

Welcome to Azure

c o8 You can configure the default consistency level on your Azure Cosmos account at
osmos

any time. The default consistency level configured on your account applies to all

T Azure Cosmos databases and containers under that account. All reads and queries
Global Data Distribution

issued against a container or a database use the specified consistency level by
Consistency Level default.
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https://docs.microsoft.com/en-us/azure/cosmos-db/how-to-custom-synchronization
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High Availability

Azure Cosmos DB transparently replicates your data across all the Azure regions
associated with your Cosmos account

* The data within Cosmos containers is horizontally partitioned.
*  Within each region, every partition is protected by a replica-set with all writes
replicated and durably committed by most replicas. Replicas are distributed

across as many as 10-20 fault domains.

*  Each partition across all the regions is replicated. Each region contains all the
data partitions of a Cosmos container and can accept writes and serve reads.

If your Cosmos account is distributed across N Azure regions, there will be at least
N x 4 copies of all your data.

In addition to cross region resiliency, you can now enable zone redundancy when
selecting a region to associate with your Azure Cosmos database.
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Regional Presence

I Introduction

Section 1 Azure Cosmos DB is a foundational service in Azure, and, by default, is always
available in all regions, where Azure is available. Currently, Azure is available in 54
regions worldwide.
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Cosmos DB is available in all five distinct Azure cloud environments available to
customers:

Global Data Distribution
*  Azure public cloud, which is available globally.

Consistency Level

Choose the right * Azure China 21Vianet is available through a unique partnership between
consistency level Microsoft and 21Vianet, one of the country’s largest internet providers in
China.

High Availability

Regional Presence *  Azure Germany provides services under a data trustee model, which ensures

Partitioning that customer data remains in Germany under the control of T-Systems
International GmbH, a subsidiary of Deutsche Telecom, acting as the German
data trustee.

Provisioned Throughput

*  Azure Government is available in four regions in the United States to US
government agencies and their partners.

*  Azure Government for Department of Defense (DoD) is available in two
regions in the United States to the US Department of Defense.
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Partitioning

Azure Cosmos DB uses partitioning to scale individual containers in a database to
meet the performance needs of your application. In partitioning, the itemsin a
container are divided into distinct subsets called logical partitions. Logical
partitions are formed based on the value of a partition key that is associated with
each item in a container. All items in a logical partition have the same partition key
value.

For all containers, your partition key should:

* Be a property that has a value which does not change. If a property is your
partition key, you can't update that property's value.

* Have a high cardinality. In other words, the property should have a wide range
of possible values.

* Spread request unit (RU) consumption and data storage evenly across all
logical partitions. This ensures even RU consumption and storage distribution
across your physical partitions.

There is no limit to the number of logical partitions in your container. Each logical
partition can store up to 20GB of data.

The number of physical partitions in your Cosmos container depends on the
following:

*  Amount of provisioned throughput (each individual physical partition can
provide a throughput of up to 10,000 request units per second)
* Total data storage (each individual physical partition can store up to 50GB)
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Security

Data Encryption

Encryption at rest is implemented by using several security technologies, including
secure key storage systems, encrypted networks, and cryptographic APIs. Systems
that decrypt and process data must communicate with systems that manage keys.

There is no impact or changes to the performance SLAs now that encryption at rest
is enabled for all existing and new accounts.

There is no additional cost if Storage Service Encryption is enabled
Secret Store

Stores Sy

Deploy S

Azure Cosmos DB Management Service (RP)
Unwraps S [Encryption key,] --> Encryption key,

Sy[Encryption keyy] Encryption keyy
HTTPS/

TLS 1.2
Storage Processing

Azure Cosmos DB Back End Server
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