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What does it mean to innovate?

Workshop Facilitators
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Okta at a Glance

Founded 
in 2009

Pionee red 
Identity 
Management in 
the  Cloud

NASDAQ Listed 
April, 2017

4700+ 
Customers

SMB to Fortune  
500 ,
eve ry industry, 
eve ry geography

4M+
Daily Users

People  use  Okta 
to secure ly 
connect to the  
tools they need 
to be  productive

5,500+
Integrations

Industry’s 
broadest, 
deepest ne twork 
of integrations

4X Gartner 
MQ Leader

Only vendor in 
the  industry to 
achieve  this
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Enable any organization to use any technology
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Learn
Ramp & certify 

your team.
Continuous product 

education.

Deploy
Design your 
architecture.
Integrate applications.
Go live.

Adopt
Use your 
subscriptions.
Success planning.
Strategic consultation.

Grow
Expand your architecture.

Grow business value.

Driving Customer Success by Leading with Learning
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Okta is on a mission to become an iconic company…

• and we want partners to drive sales and services market share 

• and customers to confidently use licensed features 

• and employees to consistently reference, implement, and support 
the capabilities of the platform

Why certification?
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Program criteria…
build a program aligned with Okta’s brand

8

Secure User 
Centric Flexible

Cost 
Effective

• Strict PII security 
requirements

• Exam integrity – no 
items for sale on the 
internet

• 100% Cloud
• Always On

365 x 24 x 7
• Easy exam sign-up 

& delivery

• Easy item refresh
• Full exam publishing 

control to production
• Keep up with 48 Okta 

product releases a 
year

• Remote item 
development

• 100% digital
• Pass savings to 

test takers
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Conducted Extensive Research
• Program framework / levels
• Exam costs
• Cert maintenance 
• Program policies
• Exam length & duration
• Vendors in play

Consulted with Experts
• Phil Konneman @ Autodesk
• Dave Foster @ Caveon

Contacted top tier cert vendors
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Learnings
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PROS
• Web-based proctoring was becoming more mainstream

CONS
• Compromised item banks due to cheating
• Lengthy exam publishing cycles (involving ‘taxation’ payments for every publishing 

event)
• Test development and delivery services were consolidated and cost prohibitive
• Aging test driver technology that wasn’t able to keep pace with modern methods of 

testing ---little innovation happening



We had to make a decision



So, how did the project unfold?
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State-of-the-art test exam 
development and monitoring 

services dedicated to 
detecting, correcting, and 

preventing test fraud

Remote proctoring services 
to improve security and 

efficiency in online testing 
without sacrificing exam 

integrity

Experts in the development 
and delivery of secure, 100% 

cloud-based technology 
solutions that deliver an 

excellent user experience.

• Exam development experts
• DOMC patent holding 

pioneers

• Web proctoring experts
• High-volume capacity
• 24 x 7 in all geographies

• CTO, CSO, CCO support
• Modest budget in place

Three innovators with deep domain expertise…
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❌

• Test driver unproven in 
external programs 

• SEI test driver not 
integrated w/proctoring tool

• No commercial tool 
licensing, support, or 
documentation

• Shed ‘University’ 
paradigm (professors & 
classes)

• Website exam 
registration

• Integration with SEI test 
driver

• Eliminate PII capture 
and storage protocol

• Cert website
• Logos & branding
• Candidate agreement
• Program policy guide
• Security audit

…but there was a lot to do…
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… and an aggressive timeline.

15

MAR APR MAY JUN JUL AUG

Cert research

Caveon partnership & item development work

Examity partnership

Design & build website

Exam beta

Author program guide & certification candidate agreement; secure legal approval

Caveon SEI test driver development

Security reviews

26

Security signoff

Launch

Platform integration & web registration
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Believers in the power of technology as a disrupter

• Commercialize SEI and 
Scorpion toolsets

• Take DOMC mainstream
• Inspire a paradigm shift for 

incumbent vendors

• Strengthen a toe-hold in the 
hi-tech certification market

• Launch a secure program 
that meets industry 
recognized standards and 
offers an accurate measure 
of candidate performance

A unified team with synergistic goals



Discrete Option Multiple Choice (DOMC)
is at the  core  of our innovation

Dave  Foste r

Ph.D., Chairman and 
CEO, Caveon

DOMC Patent Holder



© Okta and/or its affiliates. All rights reserved.   Okta Confidential

How DOMC Works
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How DOMC Works (Continued)
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DOMC Item Scoring

1. Selecting the Yes button for the  correct option = correct score . 
2. Se lecting the  Yes button for an incorrect option = incorrect score
3. Se lecting the  No button for the  correct option = incorrect score
4. Se lecting the  No button for an incorrect option postpones 

scoring, and anothe r answer option(s) is presented
5. An additional, un-scored answer option may be  presented under 

special circumstances at the  conclusion of a te st item, afte r both 
incorrect or correct re sponses to disrupt item feedback loop



Why DOMC?
DOMC items are  easie r to read. 

The  DOMC format increases the  validity 
of te st scores.

Reduces the  probability of ge tting the  
correct answer simply by e limination.

The  DOMC item format he lps prevent 
item the ft and cheating. 



Core Technologies



Scorpion - Item Authoring and Item Banking

Discre te  Option 
Multiple -Choice  
(DOMC)

SEI



• Secure Platform – SOC2 Certified
• 100% Web Based
• Individual User Access Management
• Secure Access

Scorpion features



SEI - Test Drive r

Discre te  Option 
Multiple -Choice  
(DOMC)

SEI



• Secure Platform – SOC2 Certified
• Rapid, self-publishing and re-publishing
• Integrated with remote proctor
• Emulates lockdown browser functionality
• On-screen watermarking, as well as content/presentation 

based search tools for exposed content (if discovered)
• Secure Access

SEI features



SEI - Live  Demo



Test Registration & Proctoring

Discre te  Option 
Multiple -Choice  
(DOMC)

SEI



Testing session review & flags

Discre te  Option 
Multiple -Choice  
(DOMC)

SEI



Outcomes and achievements
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Okta Certification Program

KNOWS & SUPPORTS ADMINISTERS & 
MANAGES

IMPLEMENTS & 
CONFIGURES

* BUILDS CUSTOM 
INTEGRATIONS

* ARCHITECTS 
SOLUTIONS

…is responsible for daily 
operational support; Okta 

champion

…is responsible for 
administration and 

management of Okta

…is responsible for 
implementation and 
configuration of Okta

… is responsible for Okta 
platform development

… is responsible for 
design of secure IAM 
strategies using Okta

* Availability TBD
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We didn’t get DOMC right on the first go
• All DOMC item answers were simultaneously visible to the SMEs when 

conducting reviews ---UGH!
• Item clarity was a big issue

• stems have to be succinct to minimize superfluous reading yet descriptive 
enough to prevent misinterpretation of the question

• answers must be unequivocally right or wrong because there is no notion of 
‘best answer’

• parallelism in item answers is critical for consistency
• Users didn’t understand scoring and grew frustrated when answers 

continued to be displayed after they got something ‘correct’
• Testers could not go back and change an answer /flag an item for review
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We adjusted several things in the following 3 months

1. Conducted a full item bank review & refresh for clarity
2. Republished all exam forms
3. Implemented item ‘skip’ feature to allow testers to return to unanswered 

questions
4. Promoted importance of practice tests!
5. Made exam feedback more robust
6. Ensured future exams were authored and reviewed with a “DOMC-first” 

lens
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The final solution met all criteria

38

Secure User 
Centric Flexible

Cost 
Effective

• Rigorous PII handling 
processes  & auditing

• Stringent proctoring to 
prevent cheating

• Security features built into 
test driver + DOMC item 
type

• Scorpion, SEI, and 
Examity are 100% cloud 
based

• 365 x 24 x 7 testing 
window – any geo

• Candidate self-
registration

• Configurable role-based 
access control for SMEs 
& editors

• Free publish /republish 
without vendor 
intervention

• Item version tracking 

• Remote item 
development /review

• No printed score 
reports or paper 
certificates

• Savings from physical 
fulfillment and exam 
maintenance passed 
on to candidates



Promoting the Program...

If you build it, will they come?



No - It is not that simple



Drive  Program Awareness
Drive Program Awareness
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Program promotion is job #1

42

Email signature branding
Certification Logos and 
Badges in Social Media 

Profiles

Certification look -up verification tool
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Use tools like digital badges

43



44





You will see  the  results



Growing # of credentials issued

215% YoY Customer & Partne r Growth

Running Total vs. 
Certifications Granted 
Monthly



© Okta and/or its affiliates. All rights reserved.   Okta Confidential

Industry recognitions are a nice win too
...CEdMA 2017 Innovation Award!

48
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Certification Magazine Salary Survey

Ranked 
• 9th globally
• 18th in U.S

Ranked 
• 8th globally
• 15th in U.S
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What’s next for the Okta certification program?

• Scale beyond people with 100% automation
• Continue brand awareness 
• Bring new advanced certifications to market
• Add some performance-based virtual live lab items to our test 

forms

50



Questions?



kpayah.tamba@okta.com benjamin.hunte r@caveon.com

Thank you
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