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Online Security Challenges
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Online Security Challenges

e Number of test takers and lack of control

* How they access content and

* How they are sharing the content

* Where are they sharing content

< ‘o
- COTS
caveonr- N

) Conference On
Test Security Test Security



Performance

Assessments

Plagiarism
Checker
|

Overall &
Individual

Matchin

Z
Sources

Similarity
Indexes

Origina lity
Review

Metadat

a

Parallel
Thought,

Synonym
Usage

Crediting
Sources,

APA
Format




Originality Report

ot &

ﬂmnl'mlwm HapHEns WhHIEn Yot PROFBCEES < Lcoesstul is that i

Erows in i wumiber of « ra, and that O nds the otk
sowrce lines of code

Cne of the things that happens when yowr project has 1

takes ':|'|E!- and longer to build the whola thing. That brings your prod

crawl, along il those other enginesrs that wrote so much code

This 15 a problem with ar pvious solution: split the projict up inte 5r~1ﬂ'lw projects,

each of which is quicker l'.-1.ll..-l|1 This is Ly ll:-.'-',llJC,"ll' lf'l|f-'.lfltl'.‘fl_1|.l l.lt'-\t J.l""ld-r- 18

miultiple “ps 1'Lk.’|:..f"ﬁ n !|l£ T T SensE] l"'-‘."i r I|'| Qg 1 DIEPO Or acrQss Severd

Mo “' does m "‘1.-" e .hl: Ny Kage | -<—r I'I'l .rl sileh, but now you have a release
ENEIneRrng WK any time you change package A i int o see whether package E
that depends it stdll works. It can bec :I,:Ill\.'_q' (actually asie package ALD Tome
local repository any time you char th or use o trick like npm link, or a whols
workflow tool ke Lerna

We haven't quite solved the problem though. First, an indhadual application shauld
probakly Sy in a sangle |:-.|.I::|..'I_|:"1"_ 0 that vou can guickly terate and test an it As

that application grows, It 2e1s siower to bulld, Also, th

across package boundaries means you don't test betwean th

web developers aré accustormed (o iInstant edit-refresh work W whien thelr source
code i diredlly ierpreted in a browser, and we dont wanl 1o slow this donsm Even a
senallish package can take too long a5 we add tooling

=0 | put forth the requirement; &ven as an applcation grows, most spurce edis




Parallel Thought

The United States healthcare issue has been a main topic of

discussion in the last few years. _
or also known as Obamacare. Obamar’s aim was to provide

insurance coverage for people who didn’t have access to

healthcare, the uninsured and those who needed a cheaper
means to have coverage. _
_ The United States
healthcare system is a regulated heal care market system
that has private insurance companies and government
funded health programs that range from Medicare,

Medicaid, and Veterans Health Program _

In the United States, the available of affordable healthcare
is an issue for many.

- The goal of this act was to provide insurance
coverage for people of America who were uninsured while
regulating the hastily rising costs of healthcare. -

_ The health care system utilized in the United
States is a regulated healthcare market system which
includes private insurance companies and government

funded health programs such as Medicare, Medicaid, and
Veterans Health Program -




Objective Assessments

Multiple Choice, Online Proctoring
High Stakes (OLP)

Recorded Secret

Sessions Shopping




Secret Shopping

Behaviors
* Eye movement
e Cellphone use
* Notes

Security Scorecard

e ID verification

 Proctorattention

* End oftest
procedures




Investigations

 Review students’
performance
assessments

* |nspect students’ OLP

4 videos

OLP violations,
egregious Authenticity
violations, more than
one warning,
anonymous tips



Student Support

Behaviors
e New Orientation-
Academic Authenticity
Module
e Outreach within 24 hours
of origma lity viola tion
e Call, screenshare
*On all originality concerns ° The Student COIldUCt
contact is made to the Mentor
to support remediation. Office contacts the

student ifthere 1s an



Web Patrol

Search
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Plagiarism
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papers
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Web Patrol Sites

Twitter
Facebook Posts.

Groups Reddit




Owlbot, the WGU WebCrawler

Web Patrol WGU

searching Collaborated Owlbot
for to develop a improved

assessment webcrawler efficiency in

items and searching
responses




WGU WEBCRAWLER
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Keyword Text:
*No more than a combined total of 30% of a submission can be directy quoted or closely paraphrased”
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The Web Patrol Team numbers from

September 1,2017 to August 31,
2018

Approximately, how many DMCAs
have been completed?

a. 150 c. 300

b. 200 d. Over400



The Web Patrol Team numbers from

September 1,2017 to August 31,
2018

Approxmately, how many URLs were
taken down from the 436 DMCASs?

a. 436 c. 1,352

b. 932 d. 14,763



Since 2009, how many online

proctored assessments have been
completed by WGU students?

a. Around 1,250,000
b. Around 1.500,000

c. Around 1,750,00C

d. Over2.,000,000



What type of institution is the

highest
OLP userin the world?

a. Abusmess

it’s WGU!



Discovery Challenges in New

Media

* Keywords searches are becoming less effective due
to social media growth and adoption

* Privacy of website/owner information growing
exponentially further hampering takedown efforts

* Typical search methodolgies only uncover a small
percentage of potential infringed content

 Where are they sharing content
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Online Protection Strategies

Why do online Where the threat was found may
protection strategies not mean that’s where it
matter originated geographically

What common processes is it important to explore
decrease the chance of cutting edge technologies
your content appearing Where are the threats and processes to stay ahead

online | find likely to spread of the game

STEP
1 2 3 10
Who should be in your Why should | worry? | found a Who can you recruit
protection hierarchy threat, got it removed; I'm good, online to protect your
right exams
are the best places What is the potential
to use your online security risk of an online threat
resources (no biggie to uh-oh)
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OMLINE UNIVERSITIES

THREAT MITIGATIOMN STRATEGIES

01 DONT RELY OMN KEYWORD SEARCHES

T LEC L MEDI ER
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ONLINE UNIVERSITIES

THREAT MITIGATION STRATEGIES

02 USE MULTIPLE SEARCH METHODOLGIES

SEARCHES ENGINES SUCH AS GOOGLE HAVE ONLINY INDEXED

STEP | RoUGHLY 510 FERCENT OF THE INTERMET AMD ARE MOT WELL
UTILIZED: AR L MEDI&. SEARCH ENGINE INDEXING
MOWVES AT A MUCH SLOWER FACE THAN SOCIAL MEDLA
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OMNLINE UNIVERSITIES

THREAT MITIGATION STRATEGIES

MOVED THRE O EMSURE
RFHED INTO D RENT FORMS

03 TRACK REMOWALS
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OMNLINE UNIVERSITIES

THREAT MITIGATION STRATEGIES

RITY SUFFORT

ExamM CANMDIDATES

1
COTS
\/

Conference Qn
Test Security



OMNLINE UNIVERSITIES

THREAT MITIGATIOMN STRATEGIES

05 EMPLOY THE CUTTING ED

GE TOOLS
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ONLINE UNIVERSITIES

THREAT MITIGATIOM STRATEGIES

% | LUSE OMLINE DATA TO PREDICT TRENDS/LIFESPAN

THERE 5 5008 COMING A FOINT THAT EMPLOYING RESOURCES

STEP| 1o JusT REMOVE THREATS OMLIME WILL BECOME AN
UMSLUSTAINABLE METHOD. A FUTURE PLAN WILL BE TO USE THE
EXPOSURE DWATA FOUMD OMUME TO FREDICT TREMDS, IDEMTIFY
FRIME EXPOSURE LOCATIONS AND O DETERMIMING
LEMGTH OF LIFE OF EXAMS FRIOR TCO EXPOSURE
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OMNLINE UNIVERSITIES

THREAT MITIGATION STRATEGIES

()] |DONT RELY ON KEYWORD SEARCHES 02 | USE MULTIPLE SEARCH METHODOLGIES

SEARCHES ENGIMES SUCH AS GOOGLE HAVE ONLINY INDEXED

STEF | poUGHLY 510 FERCENT OF THE INTERMET AND ARE NOT WELL
UTILIZED T3 SEARCH SOCIAL MEDIA. SEARCH ENGIME IMDEXING
MOVES AT A MUCH SLOWER PACE THAN SOCIAL MEDIA

04 | ENGAGE YOUR CANDIDATES AS SECURITY SUPPORT

% USE ONLINE DATA TO PREDICT TRENDS/LIFESPAN

THERE [ SO0N COMING A POINT THAT EMPLOYING RESOURCES
STEP| 1o JuST REMOVE THREATS ONLIME WILL BECOME AN
UNSLISTAINABLE METHOD. 4 FUTURE PLAM WILL BE TC) LISE THE
EXPOSURE DATAFOUND CMLUINE TC FREDICT TRENDS, IDENTIFY
FRIME EXPOSURE LOCATIONS AND FOCLS ON DETERMINING
LENGTH-OF LIFE OF EXAME PRIOR TO EXPOSURE
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