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ICS-ASWx
192.168.254.xxx

Gi1/0/12

Gi1/2
Gi1/1

ICS-ASWx
192.168.254.xxx

Gi1/4

Gi1/2

Gi1/1

Gi1/3

ICS-ASWx
192.168.254.xxx

Fa1/6

ICS-FW01
192.168.254.xxx

ICS-FW02
192.168.254.xxx

Fa1/13

Fa1/14

ICS-ASWx
192.168.254.xxx

Gi1/1Gi1/2

ICS-ASWx
192.168.254.xxx

Gi1/1Gi1/2

ICS-ASWx 
192.168.254.xxx

Gi1/1Gi1/2

VLAN904

Trunk SM-Fiber

VLAN912

VLAN905

VLAN 901

Fa1/1

VLAN903

VLAN908

ICS-ASWx 
192.168.254.xxx

Gi1/1

Gi1/2
Gi1/1 Gi1/2

SLC 500
192.168.8.xxx

Fa1/3

ICS-ASWx 
192.168.xxx.xxx

Gi1/0/11

Trunk – Cat 6

Gi2/0/11

ICS-ASWx
192.168.254.xxx

Gi2/0/2 Gi2/0/2

Gi1/0/3

Gi2/0/3

ICS-DISTSW
192.168.254.xxx
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Gi1/0/1

Gi2/0/1

ICS-DISTSW 
192.168.254.xxx
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MODE

STAT DUPLX SPEED STACK

SYST ACTV XPS S-PWRUID

Catalyst 3850 12S

1 2 3 4 5 6 7 8 9 10 11 12

Gi2/0/1

Gi1/1

ICS-ASWx 
192.168.254.xxx

Gi1/2

Gi1/1

ICS-ASWx
192.168.254.xxx

Gi1/2

Fa1/1

PLC
192.168.13.xxx

VLAN913

PLC
192.168.13.xxx

Gi1/1

ICS-ASWx
192.168.254.xxx

Gi1/2

PLC
192.168.13.14

Gi1/1

ICS-ASWx
192.168.254.xxx

Gi1/2

 PLC
192.168.14.xxx

VLAN914

Fa1/1

Fa1/7

PLC
192.168.13.xxx

PLC
192.168.13.xxx

Fa1/8

ICS-ASWx
192.168.254.xxx

PLC
192.168.13.xxx

Fa1/1

ICS-ASWx 
192.168.254.xxx

VLAN 100

VLAN 10

VLAN906

Gi1/2
Gi1/1

ICS-ASWx
192.168.254.xxx

Fa1/1

Fa1/11

Fa1/9

ThinClient

ThinClient

Fa1/15

Fa1/2

Fa1/7

Fa1/8

 UPS
192.168.1.xxx

ICS-ASWx
192.168.254.xxx

Fa1/5

Fa1/6
 UPS

192.168.1.xxx

Gi1/2

Gi1/1
Gi2/0/12

Fa1/7

PLC
192.168.12.xxx

PLC
192.168.12.xxx

Fa1/8

VLAN909

Fa1/4

Fa1/6

Fa1/7

Fa1/8

Fa1/16

VFD Drive
192.168.9.xxx

VFD Drive
192.168.9.xxx

VFD Drive
192.168.9.xxx

FlexIO-Remote_IO
192.168.9.xxx

Fa1/9ThinClient

Fa1/10

Fa1/15

PLC
192.168.9.xxx

PLC
192.168.9.xxx

PLC
192.168.9.xxx

ICS-ASWx
192.168.254.xxx

Fa1/4

Fa1/6

Fa1/7

Fa1/8

Fa1/16

VFD Drive
192.168.10.xxx

VFD Drive
192.168.10.xxx

VFD Drive
192.168.10.xxx

FlexIO-Remote_IO
192.168.10.xxx

Fa1/9ThinClient

Fa1/10

Fa1/15

PLC
192.168.10.xxx

PLC
192.168.10.xxx

PLC
192.168.10.xxx

VLAN910

ICS-ASWx 
192.168.254.xxx

Fa1/16

 PLC
 192.168.18.xxx

 HMI
Panelview+ 

192.168.18.xxx

Fa1/10

Fa1/15

PLC
192.168.12.xxx

PLC
192.168.12.xxx

VLAN918

VLAN920

Fa1/5
 PLC

 192.168.20.xxx

Fa1/6

 HMI
Panelview+ 

192.168.20.xxx

VLAN907

PLC
 192.168.17.xxx

PLC
 192.168.17.xxx 

PLC
 192.168.17.xxx 

VLAN917

Fa1/1

Fa1/2

Fa1/3

Fa1/16Fa1/15

PLC
192.168.7.xxx

PLC
192.168.7.xxx

PLC
192.168.7.xxx

PLC
192.168.7.xxx

PLC
192.168.7.xxx

PLC
192.168.7.xxx

PLC
192.168.7.xxx

PLC
192.168.2.xxx

VLAN 902

Fa1/8

PLC
192.168.2.xxx

PLC
192.168.2.xxx

ETAP A  
192.168.2.xxx

PV+ 
192.168.2.xxx

ETAP B
 192.168.2.xxx

Fa1/16

Fa1/6

ThinClient

Fa1/10

Fa1/15

PLC
192.168.8.xxx

PLC
192.168.8.xxx

PLC
192.168.8.xxx

Fa1/16

Fa1/10

Fa1/15

PLC
192.168.3.xxx

PLC
192.168.3.xxx

PLC
192.168.3.xxx

Fa1/4

VLAN919

Fa1/5

PV+ 
192.168.3.xxx

PLC
192.168.19.xxx

Fa1/16Fa1/15

PV+
192.168.4.xxx

Fa1/4

PLC
192.168.3.xxx

PLC
192.168.3.xxx

PLC
192.168.3.xxx

Fa1/1

Fa1/15

PV+
192.168.6.xxx

Fa1/4

PLC
192.168.6.xxx

PLC
192.168.6.xxx

PLC
192.168.6.xxx

VLAN915

VLAN916

Fa1/5

Fa1/6

PLC
192.168.15.xxx

PV+
192.168.15.xxx

PLC
192.168.16.xxx

 PV+
192.168.16.xxx

Fa1/3

Fa1/8Fa1/7

PV+ 
192.168.5.xxx Fa1/5

PLC
192.168.5.xxx

PLC
192.168.5.xxx

PLC
192.168.5.xxx

PLC
192.168.8.xxx

Fa1/1

PLC
192.168.8.xx

PLC
192.168.8.xxx

Fa1/4

Flex IO
192.168.5.xxx

Fa1/5

PLC
192.168.12.xxx

PLC
192.168.12.xxx

PLC
192.168.12.xxx ICS Network

Fa1/8

 Thinclient 1

 Thinclient 2

 PC 1

 PC 2

 PC 3

 PC 4

Fa1/2

Fa1/3

Fa1/4

Fa1/5

Fa1/6

Fa1/7

Fa1/10

Fa1/9

Fa1/11

Fa1/12Datalink 
192.168.14.xxx

AP2 
192.168.14.xxx

AP3  Exterior
192.168.14.xxx

AP3 Interior
192.168.14.xxx

 PLC
192.168.14.xxx

 PLC
192.168.14.xxx

 AP14
192.168.14.xxx

 AP15
192.168.14.xxx

Gi1/0/1

Eth1

Eth1

To
Corporate

DMZ

Gi1/0/1

Gi1/0/4

Gi1/0/2

Gi1/0/3

Gi1/0/1

Gi1/0/3

Server01
192.168.1.xxx

IDRAC – 192.168.1.xxx
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Gi1/0/10

Gi1/0/10

Server02
192.168.1.xxx

IDRAC – 192.168.1.xxx

WKS01
192.168.1.xxx

WKS02
192.168.1.xxx

 UPS 1
192.168.1.xx

 UPS 2
192.168.1.xxx

Fa1/19

Fa1/20

ICS-ASWx
192.168.254.xxx

Fa1/15

PLC
192.168.12.xxx

PLC
192.168.12.xxx

Fa1/8

Fa1/1 PLC
192.168.7.xxx

Gi2/0/7

Gi1/0/7

Gi1/1

Gi1/2

Gi1/0/10

Gi2/0/10
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Gi2/0/1

Gi1/0/3

Gi2/0/3

Gi1/0/4

Gi2/0/4

Gi1/2

Gi1/1

Gi1/2
Gi1/1
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Gi1/1
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