
Cyber Governance

This discussion is about the 
practical.  No Pie in the Sky theories

This will not be technical.  

No Products or Services.  Just 
Information.
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Cyber Goverance
for Small, Medium, 
Business

Corporate 
Governance

Cyber Security 
Policy

Real World 

INFORMATION 
SECURITY POLICY

FOCUS ON WHAT IS 
MOST IMPORTANT?

NO ONE IS IMMUNE.  

• We all have one.

• Is it High Level?

• Has it been updated?

• Has it been tested?

Real Assets, not just IT.

Is it part of Business 
Continuity Plan?

Is it properly funded? 

No network is secure.  
It’s a matter of time.

Security must be layered, 
monitored, updated.

Incident Response Team 
must be capable and 
ready..
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Corporate Governance

• Information Security is a Business Issue.

• Not to be delegated to IT.

• Requires C level Participation.

• Focus on Real Assets of the Company.

• Includes:

• Information Technology Security Policy

• Cybersecurity Policy

• Business Continuity and Disaster Recovery
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Information
Technology 
Security Policy

Typical Information Security Policy.

• High Level Policy Statement.

• Signed by the CISO and CEO.

• Approved by Board of Directors.

• Employees to sign an 
Acknowledgement Form.

• Reviewed and Updated Annually,
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Cybersecurity 
Policy

Typical High Level Policy.

• General description of 
cybersecurity controls.

• Requires development of Incident 
Response Plan to Detect, Report, 
and Respond.

• Designated Incident Response 
Team trained and ready to 
respond.

• Requires Employee Training.

• Lessons Learned and Continuous 
Improvement.

• No Details.
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Protect what’s most important. 

• Impact of Crisis Grows over 
Time (Business Impact 
Analysis - BIA)

• At some point the company is 
out of business

• Maximum Tolerable Downtime 
should be starting point for 
Information Security Policy.

•  
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• Prioritize Mission Critical 
Services.

• Prioritize Degraded Services. 
(First to Restore).

• Part of Disaster Recovery 
Plan and Business Continuity 
Plan.

• Must also be Part of 
Cybersecurity Policy.

• Cyber Incident Response 
Team must be focused, 
staffed and funded 
accordingly.
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Get an Assessment

Assessment Standards

• NIST

• CMMC

• CIS

• ITIL

Ancers can help.

No Sales Speak, Just 
information.

www.ancers.com
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