and the cords Act



Not t ation

California ed at Cal.
Gov’t Code sectio eq.

The CPRA is not applicable to private companies.

4

The CPRA is not the same as a subpoena to a
non-litigant, civil discovery between the involved

parties, or required sharing of certain information
in criminal cases.



Publi

The eme
impacted h
CPRA requests

Emails, digital storage, the ability to
instantaneously transmit large volumes of
materials is a significant change since inception

Keep in mind, the CPRA generally only requires an
agency to make the information available for
Inspection




“Writing’
police repo

A “writing” means riting, printing,
photostating, photographing, tocopying, transmitting, by

electronic mail or facsimile, and every other means
of recording upon any tangible thing any

form of communication or representation,
including letters, words, pictures, sounds, or symbols, or
combination thereof, and any records thereby created,
regardless of the manner in which the record has been
stored.” (Government Code section 6252(g).)
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A “pub
containi
conduct of the ared, owned,
used, or retained by any state or local agency

regardless of physical form or
characteristics.” (Government Code section 6252(e).)

* Determining whether something is a “writing”
should not turn on how it is stored but rather the
content of the material and why the record was
created.




(f)

— Writ AGENCY

— Criminal investigations e related records and reports
would qualify as an “investigatory file.”

EXAMPLES:

— Police Reports, Witness Statements, Security Files on
suspected Terrorists.



— Endangers
investigation.

— Exempt or prohibited pursuant to federal or state law.
* Pitchess motion
e Attorney-client communications

— Public interest keeping it confidential CLEARLY
OUTWEIGHS public interest in disclosing the info.
(Government Code section 6255.)



record is m

Still requires lo
consent of legal couns

This is the default rule so that most records older than two
years may be destroyed.

Certain exceptions to two year destruction rule apply such
as birth and death certificates, real property transactions,
etc.

California Secretary of State also has a list of other local
government records management guidelines.

— www.sos.ca.gov/archives/admin-programs/local-gov-program/

and written



Not

depart
destroy re onitoring.

After 100 days m cordings of
telephone and radio communications.

Requires approval by legislative body and written
consent of agency attorney

Does not apply to evidence in any claim or
pending litigation.




* Notwithst ns of GC §
34090, routine v Ings may be
destroyed after 90 days provided:

— The agency keeps another record, such as written
minutes.

— The records are no longer required.



IE ave

Benefits c relations

Possible decrease orce incidents and

citizen complaints

Potentially puts everyone on notice to be
more well behaved.



Selec
— Ens

— This is nformation
(CORI) a ions System
(CLETS)

— Ensure the con
Determine what equip
Creating a department policy

— What events are to be recorded

— When can the recordings be reviewed

— When should it be downloaded recording, reviewing, downloading
Storage issues

— Cloud based storage

— Servers and internal networks

of state law
nd functionality



— Downloading fro oud based storage
system

— Establish procedures to prevent tampering, unauthorized use, or
copying

— Specify length of time to store recordings

— Non-evidentiary data must be retained for minimum of 60 days

— Must be keep 2 years if involves use of force, arrest, or
disciplinary proceedings.

— Records or logs of access or deletion should be retained
permanently




occurred
— Costs of stora
— Capacity will be impa
officers

— Consider impacts of on-going criminal investigations, potential
lawsuits, litigation holds

PRA application
— Must be able to have resources to respond to PRA requests
— Develop procedure on how to handle requests

— How will non-privileged information be made available (i.e., send by
email, copy to CD/DVD, upload to website, arrange viewing location,
etc.)

ions recorded/number of



* Wh
— Typi

— Picture is ermine if stolen

or wanted in conn crime
— Generally less than 1% of all scans result in a hit

* Accessibility/storage issues

— Some jurisdictions can generate millions of readings in
a short time

* Public perception/ Privacy concerns



= re

applies to

— Requires th owners if there
has been a brea onal data.

— Must have certain language (i.e., What Happened, What
Information Was Involved, What We Are Doing”)

— Personal information means names, SSN, CDL, credit card
information, medical information, ALPR data

— Specifies how notice to impacted individuals must be
provided

* |Individual has a private cause of action against agency
in the event of a security breach, up to $2500 in
liquidated damages, attorney’s fees, injunctive relief



Agenci
safegua
disclosure.

Implement a
sharing, and diss
rights to privacy.
Policy must be available for inspection to the public.
Policy must include:

— Purpose and use of ALPR system

— Description of those authorized to use and access ALPR system

— Description of measures that ALPR information is accurate and free of
errors

— Length of time data will be retained
— Records of who and when system was accessed

, maintenance,
ith individuals’



pt.
The scan confidential

and restricte

Agencies refuse ion was exempt as part
of an investigative file a aintain the confidentiality of
the records outweighed the public’s interest in disclosure

Due in part to a lack of a targeted inquiry or investigation, the
database was too broad to be considered an investigative file

Court agreed though that providing dates, times, and locations of
unaltered license plates threatened the privacy of the vehicle

Sent back to lower court to determine if there was a way to provide
anonymity to private information

Court failed to make any reference to State’s laws designed to
ensure privacy



How

Data ret
Disclosure/

mpacts of California Personal Electronic
Communications Privacy Act to collecting data

Since 2016, Penal Code § 1546.1 prohibits
access to electronic device information absent
a warrant, wire tap, or court order



Creation of
— Incidental pers

— Authorized IT or departm
pictures

Public agencies must be watchful and not turn social media
site into a public forum

— Balance between opinions contrasted to profane, inflammatory,
off topic comments

Impact of possible PRA request via social media site/no
specified way PRA request must be made

0 access, post, upload



— Length of

Companies that ng topics and
related records (i.e., Geofeedia)

Use of social media sites for investigative
OUrposes

Retention of investigative information

Public perception of how law enforcement uses
social media sites
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