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Trusting Trust
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Ken Thompson
Turing Award Lecture, 1984
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What is trust

trust is seen as qualified reliance on received information…
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https://en.wikipedia.org/wiki/Trusted_system
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Why do we need trust
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Why do we need trust
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Trends on Data
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Evolution of computing
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Trend towards de-centralized trust
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Why trust
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Source - https://www.checkpoint.com/gen-v-cyber-security/
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Where are we?

•
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http://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/

http://www.statewatch.org/news/2014/oct/data-breaches-in-europe.pdf

https://iapp.org/media/images/resource_center/BakerHostetler%202016%20Data%20Security%20Incident%20Response%20Report.pdf
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Trusting Trust
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Ken Thompson
Turing Award Lecture, 1984
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Trusting Trust (+ AI)
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Perhaps it is more important to trust the people and the AI/ML systems who 
wrote the software.
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Countering Trusting Trust 
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David Wheeler, 2010

Counter the “trusting trust trojan attack” using diverse double-compiling (DDC), …

https://dwheeler.com/trusting-trust/wheelerd-trust.pdf
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Countering Trusting Trust (+ de-centralized)  

5/28/19 14

Counter the “trusting trust trojan attack” using diverse double-compiling (DDC), …

de-centralized trust among multiple compilers
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What is a blockchain
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• De-centralized Peers (untrusted)

• Consensus

• Smart contracts

• Immutable ledger for 
chained/hashed data items
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how computers shall be compensated for their work!
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Bitcoin & Virtual Currencies
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Cryptocurrency Virtual/Digital Currency

• Not all bitcoin-type currency need to rely on “crypto”

• Any hard-to-compute/process, but easy to verify can act as PoW

• MIT Digital currency
• https://dci.mit.edu/

• Ethereum Ether
• Memory-hard 
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how de-centralized trust is enabled in computing
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Blockchain platforms
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Blockchain-based support for trust management
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• Consensus management enables 
managing trust

• Each stakeholder has a smart contract 
that implements policies

• Smart contracts verify the state of 
security of data and the systems
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Some of the industry applications

5/28/19

https://www.ibm.com/blockchain/industries

21Ashish Kundu - Keynote on Trust



Ethereum
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https://www.zastrin.com/courses/ethereum-primer/lessons/1-5

Ashish Kundu - Keynote on Trust



5/28/19 23

https://en.bitcoin.it/wiki/Common_Vulnerabilities_and_ExposuresBitcoin Vulnerabilities
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Conclusions

• De-centralized trust – easy to achieve but hard to maintain

• Security risks and threat model

• Privacy and confidentiality challenges
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Thanks and Questions! 
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