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Session: Governing IoT Records in an IG World

 IoT systems (smart cities, smart factories, smart healthcare, smart grids, etc.) are starting to produce 
massive amounts of data that dwarf the amounts produced by business systems:
 IG professionals might tell you that this IoT data is corporate data that must be governed per se
 IoT professionals will tell you… not so fast

 IoT Trustworthiness is a critical property of IoT systems that encompasses the convergence of:
 IT issues like Security and Privacy with
 Physical OT (Operational Technology) issues like Reliability, Resilience and Safety

 Important to look at the governance of IoT data through the prism of IoT Trustworthiness

 Session will describe the concept of IoT Trustworthiness and will cover how developers and operators of IoT 
solutions can:
 Align IoT Trustworthiness objectives with the Information Governance objectives
 Define levels of trustworthiness mandated by various laws and regulations
 Establish levels of trustworthiness in their systems
 Sustain them throughout the lifecycle journey of their IoT systems
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About Bassam Zarkout

 Technology tech executive (25+ years of experience in Canada, US, Europe)
 Focus on IoT, Information Governance (IG) and Data Governance:
 Public speaking, panelist, thought leadership, servant leadership, Twitter
 IG, IoT, Privacy, AI, DL, etc.

 Held executive C-positions at RSD Switzerland (8 years)
 CTO (technology), CSO (strategy)
 Design/build RSD’s Information Governance Platform

 Founded IGnPower in 2016
 IoT consulting practice

• Focused on IoT Trustworthiness related topics: Assessment, Journey, Program
 IIC member since 2016

• IoT Trustworthiness, Data Governance, Data Privacy, Data Residency, Data Protection
• Industrial Digital Transformation and IT-OT convergence
• Other areas: Industrial AI, Industrial DL

bzarkout@ignpower.com

@bzarkout

+1.613.7913033
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Principled Performance  GRC  IG

Principled Performance

Approach to business that helps organizations 
reliably achieve objectives, address uncertainty 
and act with integrity
Information Governance and Governance, Risk 
and Compliance are enablers of Principled 
Performance

Source Open Compliance and Ethics Group (www.oceg.org)

http://www.oceg.org/
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Digitization vs Digitalization vs Digital Transformation

Source of information:

Digitization

• Transition from analog to digital
• Make information available and 

accessible in digital format
• It all began here
• Still going on today

Digitalization

• Make digitized information work 
for you

• Once analog data has been 
digitized, there is enormous 
potential for applications that 
facilitate standard work practices

Digital Transformation

• Build on digitalization to create 
completely new business 
concepts

• Data is easily accessible for use 
across various platforms, devices, 
interfaces

• Process of devising new business 
applications that integrate 
digitized data and digitalized 
applications
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Key enabler for Digital Transformation
• Capture operational data
• Analyze and exploit that data
• Gain insight about the operation of things
• Control them and alter their behavior

Produce
Better

Outcomes

Internet of Things is more than IT for Things

Sensors Actuators

IoT-Enabled Things

 Detect
• Sense events
• Measure
• Collect

 Derive  Decide

 Do

• Aggregate
• Analyze
• Recognize patterns

• Predict
• Prescribe
• Determine actions

• Perform actions
• Report

Principle of operation of IoT systems is straight forward
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Example Benefits of IoT Solutions: Smart Cities
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IoT Trustworthiness

 Convergence of IT and OT
 IT: Security and Privacy
 Physical OT (Operational Technology): 

Reliability, Resilience and Safety

 Distinct and Cross-functional
 Multiple well-established domains
 Interdependence between them*

* Example: Delaying Security updates to maintain Reliability levels can negatively affect Safety.
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Acting badly leads to negative consequences

Inaction, poor awareness, and lack of 
visibility and planning  low levels of IoT 
Trustworthiness  negative consequences

Risks to human life
Long term negative impact on environment
Interruption of critical infrastructure
Unauthorized disclosure of sensitive data
Destruction of equipment
Economic loss
Damage to reputation
Non-compliance with regulations
Liability and litigation
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States of IoT Trustworthiness

*  Eg: OSHA 29 CFR 1910, IEC 61508, EU GDPR, EDRM.net, etc.

Current State

- Actual state as it exists now
- Progresses over time

Minimum State (external drivers*)

- Min non-negotiable and mandated level
- Laws, regulations, standards, best practices, etc.
- Jurisdictional variations

Target State (internal drivers)

- Objective level of Trustworthiness to achieve
- Alignment with corporate vision, ROI, risk, etc.
- Alignment with product strategy and roadmap
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IoT Trustworthiness… is a Journey
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Time (not to scale) years, decades…

Target requirements
Minimum requirements
Current level of trustworthiness

Risky 
Zone

Become
Compliant

Meet Internal 
Mandates

Comply with Upcoming 
Requirements 

Cruise to End
of Lifecycle

Design Build Operate / Maintain Decommission

Intelligent Transportation Systems

Trustworthiness requirements may change during lifecycle 
System structure & architecture may change/evolve

IoT data produced/consumed have their own lifecycle
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IoT Trustworthiness Journey MUST be powered by a Program

Responsibilities?   |   Profile/Role?   |   Reporting?   |   Budget?
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IoT Trustworthiness… MUST deliver real value to the organization

Alignment with corporate vision

Reduced legal risks & litigation costs

Optimized security

Better IT-OT alignment

Better IT-OT alignment Improved risk visibility

Reduced unplanned costs

Alignment with business objectives

Improved QoS
Corporate

Legal

Risk

Finance

SecurityBusiness

IT

OT

Operations



IGnPower Inc.      © Copyright 2019      Page 16

IoT Trustworthiness  Principled Performance in IoT systems

Principled Performance

Approach to business that helps organizations 
reliably achieve objectives, address uncertainty 
and act with integrity
IoT Trustworthiness is an enabler of Principled 
Performance in IoT systems
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Topics related to IoT

Trust
Distributed Ledger

Autonomy
Artificial Intelligence

Protection
Cybersecurity

Confidentiality
Privacy

Connectivity
5G

Immediacy
Edge Computing
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Distributed Ledger (DL)

 Blockchain  type of Distributed Ledger

 Cloud-based database shared by every 
participant in a transaction
 Essentially a peer-to-peer ledger

 Blockchain protects data integrity
 Secure data integrity
 Strengthen chain of custody of data

 Integrated approach
 IoT, Ubiquitous Connectivity (5G), AI, etc.
 Cloud is so 2010’s… welcome to Fog & Edge

Source: Forbes
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Distributed Ledger (DL)

 Smart Cities
 Improve operational efficiency, drive citizen 

engagement, identify new revenue sources, etc.

 Smart Contracts
 Computer protocols that facilitate, verify, or 

enforce negotiation / performance of contract
 Smart Contracts in State Government business

 Supply Chains
 Time Is Right For Disruption (Forbes)
 Government, Aerospace, Automotive, other
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AI in various domains Keeping well
Early detection

Diagnostics
Decision making

Treatment
End of life care

Research
Training
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Various AI Topics: Jobs, Ethics

The Luddites in 1812

AI Ethics
1. Do no harm
2. Generate net benefits
3. Comply with laws and regulations
4. Protect privacy
5. Be fair
6. Be transparent and explainable
7. Be accountable

AI Impact on Jobs
- Fully automate simple and repetitive tasks? or
- Augment workers experience in complex tasks?
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Gavin Newsom (California Governor) at HAI 2019 Stanford CA

 “I read [PricewaterhouseCoopers]: 38 percent of jobs will be automated in the 
next 15 years. Then I relax because Bain comes out and says just 25 percent of 
the jobs in the next 20 years. Then Oxford says, that’s an old study, that 47 
percent is only in 702 job categories, not all job categories. Then I got James 
[Manikya], which says it’s just 60 percent of current jobs that will be just 30 
percent augmented.”

 With that kind of conflicting information flying around, Newsom asked 
rhetorically, “what do you want me to do as a policymaker?”



IGnPower Inc.      © Copyright 2019      Page 24

Cybersecurity… a major concern

Source: Twitter
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Data Protection and the important role of Data Security

IoT Trustworthiness

Security Privacy Reliability Resilience Safety

Data 
Integrity

eDiscovery & 
Holds

Data 
Residency Data 

Lifecycle

Encrypt, 
Anonymize

Control data 
transfers across 

jurisdictions

Enforce holds
and immutability

Enforce integrity 
and immutability

Control 
authorized 

data sources Prevent 
unauthorized 

access

Establish trust 
between end-point 

using Authentication

Data 
Confidentiality

Encrypt, 
Anonymize

Data Protection

Other (tbd)

Enforce integrity 
and immutability
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Information and Data Protection & Privacy

• Aspect of Information Technology that deals with the ability of an Organization 
to determine what Personal Data (data about individuals) can be shared with 3rd

parties
• Privacy Laws in the US
• US Federal Privacy Act
• State-level Privacy Acts, eg CCPA
• HIPAA
• PCI
• Other

Information & Data Privacy



IGnPower Inc.      © Copyright 2019      Page 27

Information and Data Protection & Privacy

Data Subject
Privacy is a Fundamental Right…

Data Controller
Obligations for Data Privacy...

Data Processor
Obligations for Data Privacy...

Supervisory, Enforcement and Audit Controls

Granting of Data Protection Rights

Exchange of Personal Data

National 
Supervisory 
Authority

Exchange of Personal Data

Data Subject

DPO

DPO

Data Minimization
Data Anonymization
Data Pseudonymization

Data Security plays a central role in Data Privacy
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Challenges facing Information Governance

• Lack of maturity in discipline and 
organizations

• Technical complexity
• Organizational complexity
• Moving target… Privacy, IoT, 

Blockchain, etc.

IG practices are 
maturing

• Long on vision
• Short on execution
• Short on effective executive 

sponsorship

Most IG programs 
not well established

• Tighter IT budgets
• Most CIOs focused on 

infrastructure
• RM stuck in the past
• Business Leaders focused on 

business

Unclear who is in 
charge

Despite its short history, Information Governance has had its fair share of challenges…
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More to Information Assets than just Documents

Documents
•E-Documents
•Email
•Audio
•Video
•Paper
•Other

Other Media
• Social Media
•Corporate 

Systems
•Public Systems

•BOTs
•RPA
•Other

Blockchain
• Smart Contracts
• Smart Assets
•Other

IoT Data
• Smart Cities
•Connected Cars
• Smart Factories
•Other

Future
•Tbd

Retention & Disposition, Holds, Cybersecurity, Privacy, Safety & Reliability (apply to some above), other…
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Multiple Governance & Control concerns about Information Assets

 Retention, Disposition, and Holds
 Applies to Information Assets
 Records Management, Information 

Governance, eDiscovery

 Cybersecurity
 Applies to Assets and Information Assets

 Privacy
 Applies to Information Assets that reference 

Data Subjects

 Safety & Reliability
 Applies to Assets

 Other

Notes
- Multidisciplinary effort
- IG and RM are part of it
- Security is part of it
- Privacy is part of it
- In some cases, Safety and Reliability are part of it

Sometimes these requirements 
conflict with each other
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If you think there is lots of corporate information… think again
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Conclusion and Takeaways

IoT Trustworthiness 
and Governance of

IoT data

• Principled 
performance

• KEY to ensuring IoT 
systems can deliver on 
their intended 
objectives

There is no time to 
waste here

• IoT technologies and 
architectures evolving 
fast

• IoT data volumes are 
exploding

AI, DL, 5G, Edge 
Computing

• Play central roles 
within IoT systems

• AI ethics: why did the 
AI make that 
decision?

• Blockchain vs Privacy 
(Right-to-Forget)… 
conflict?

Safety-by-Design 
Security-by-Design 
Privacy-by-Design

• Also “by Default”
• NOT mere catchy 

buzzwords
• Critical for success of 

Digital Transformation
• Must be understood 

and principles behind 
them woven into 
fabric of IoT systems
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Safe to say that the need to govern IoT 
data is real and looming

It is also inescapable!

Issues related the trustworthiness of IoT 
systems will dominate the conversation

IG professionals have an important role to 
play in all this

Conclusion and Takeaways
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Thank You…
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