
21 Knowledge Transfer and Shared Learning among
Armed Groups

James J. F. Forest

Knowledge is a vital resource for anyone or any organization, and can make the differ-
ence between success and failure, right and wrong, or even life and death. Knowledge is
generally defined here to mean information that becomes useful upon human interpreta-
tion. Whether this knowledge is developed from within the organization or acquired by
studying others that have developed useful expertise, organizational leaders must contin-
ually obtain, analyze, assimilate, and operationalize certain kinds of knowledge in order
to effectively achieve the organization’s goals. Thus, in both the private and public sec-
tors, how an organization views knowledge and learning is critical to its success.

Knowledge and learning are also important in the world of armed groups. “No one
is born with the knowledge of how to build bombs, use a pistol, conduct surveillance, or
hijack airplanes,” explains Larry C. Johnson, former deputy director of the State Depart-
ment’s Office of Counterterrorism. “These are skills that must be taught and practiced.”1

All armed groups of many types need to scan their environments and look for ways to
sustain or enhance their operational capabilities. In other words, they need to learn.
Armed-group learning can be facilitated by different means, from key individuals within
the organization to open-source materials and lessons derived from the experiences of
others. Understanding how and where critical knowledge is acquired, and how it is shared
within and between various kinds of armed groups, brings an important level of analysis
to our understanding of the contemporary global security environment. In exploring
these issues of learning in the world of armed groups, this chapter will first describe their
need for certain kinds of knowledge, and then focus on similarities among the sources
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and pathways of knowledge transfer both within and between groups, to include leaders,
training camps, places of conflict, and the Internet. The discussion will conclude with a
review of implications and suggestions for countering the threat to civil societies posed
by armed groups.

ARMED-GROUP LEARNING

The successful employment of violence toward political or criminal objectives requires a
broad range of knowledge that incorporates skills, competency, and creative thinking. An
armed group needs to learn how to evade the efforts of local government authorities to
penetrate the group, gather intelligence, and arrest its members. Leaders must ensure that
the group’s members can use their weapons accurately and effectively, and can reliably
execute particular operations. Armed groups need to conduct their own surveillance and
target identification, gather intelligence, acquire weapons and materiel, move money and
people from one location to another—including across borders—without detection, and
maintain covert communication (for example, changing frequencies when using elec-
tronic communications during a fight with government troops). Their members may
need to learn how to identify the risks and advantages of using certain kinds of vehicles
over others, how to mount rocket launchers in the beds of pickup trucks, how and where
to launder money, how to successfully conduct a kidnapping, how and where to build
camouflage-covered trenches, and how to plan escape routes once an act of violence has
been carried out.2 Without such learning and knowledge, armed groups are more easily
thwarted, apprehended, or otherwise likely to fail.

Of course, within a particular armed group, there are certainly different levels of
knowledge attained and used by different members for different purposes, and the
patterns and pathways of knowledge acquisition and transfer vary significantly among
groups. But in general, an armed group needs to learn in order to be effective, to attract
new recruits, and to avoid stagnation and complacency of the group’s members. They
also recognize the need to learn and adapt in order to be successful against their more
powerful government adversaries. A recent example of learning and adaptation is seen
among the myriad groups in Iraq, whose improvised explosive devices (IEDs) have
evolved over the last several years. According to one account,

The first IEDs were triggered by wires and batteries; insurgents waited on the roadside
and detonated the primitive devices when Americans drove past. After a while, U.S.
troops got good at spotting and killing the triggermen when bombs went off. That led the
insurgents to replace their wires with radio signals. The Pentagon, at frantic speed and high
cost, equipped its forces with jammers to block those signals, accomplishing the task this
spring. The insurgents adapted swiftly by sending a continuous radio signal to the IED;
when the signal stops or is jammed, the bomb explodes. The solution? Track the signal
and make sure it continues. Problem: the signal is encrypted. Now the Americans are grap-
pling with the task of cracking the encryption on the fly and mimicking it—so far, without
success.3

Similarly, authorities in Thailand are growing increasingly concerned about how the
IEDs used by the Muslim insurgents there have grown in size and complexity. According
to Southeast Asian terrorist expert Zachary Abuza,
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It took insurgents almost two years to develop IEDs larger than five kilograms. This year
has already witnessed 15 and 20 kilogram devices used several times a week, causing much
higher casualty rates, especially among police and soldiers. Many of the devices are similar
to the one found and defused on May 28: a 20 kilogram ammonium nitrate bomb con-
structed in a fire extinguisher, stuffed with bolts, nuts and pieces of rebar and hidden on
the side of the road awaiting an army convoy. . . . The bomb was command detonated, but
cell phone detonators are still currently used. Casio watches, which have been used rou-
tinely in Iraq, are now also regularly employed in southern Thailand.4

This phenomenon of adaptation has been a hallmark of the most effective armed
groups in history. For example, the engineering teams of the Provisional Irish Republi-
can Army (PIRA) demonstrated a clear aptitude for learning new ways of employing
technology for violent means. According to one analysis, “A key development in PIRA
timer technology was the adoption of the Memopark timer, a small pocket timer mar-
keted to help people track the time remaining on their meter when they parked their car.
The timers were very accurate, and the group acquired a large number of them. Because
of the suitability and availability of the Memopark timers, PIRA relied on them for an ex-
tended period and was not forced to innovate as dramatically in timer technology.”5

Technological innovation and adaptation were hallmarks of the Irish Republican
Army (IRA) and the splinter groups it spawned, providing an important model for other
groups to follow. In doing so, they demonstrated why organization learning is so impor-
tant to armed groups. A recent study by RAND identified several characteristics that af-
fect a group’s learning abilities:6 group culture, structure and command relationships,
nature of communications mechanisms, absorptive capacity for new knowledge, stability
of membership, group operational environment, connections to knowledge sources, and
resources devoted to learning. Only a few of these characteristics relate to the group’s ex-
ternal environment or relationships, and are addressed later in this chapter, while most
learning-related characteristics are internal to the organization. In fact, armed groups can
become smarter simply by adopting organizational structures that encourage and sustain
learning both within the group and through interactions with other groups.

While some groups are hierarchical and traditional (like the FARC [Revolutionary
Armed Forces of Colombia] in Colombia), others have embraced a more dynamic, net-
worked approach that provides for a faster, more successful sharing of important knowl-
edge. In essence, they form transnational networks unconstrained by state or
geographical boundaries, “living, breathing organisms” that have proved to be enor-
mously resilient despite the post-9/11 efforts of the United States and its allies to change
the global security environment, and demonstrate the type of leadership and organiza-
tional structure that allows for adaptation and absorption of new knowledge.7 They or-
ganize themselves in such a way that encourages broad participation in meeting the
group’s need to scan the operating environment for threats and vulnerabilities, acquire
and process information, and distribute new knowledge to others in the group.8 In doing
so, they provide multiple pathways for knowledge transfer—that is, more individual
nodes can contribute to the collective knowledge base, like a Wikipedia or
CompanyCommand.com sort of approach.9 Further, the web-like structure of com-
munication channels within such organizations allow for faster identification and sharing
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of knowledge that could prove useful for achieving their own and other groups’
objectives.

KNOWLEDGE TRANSFER AMONG ARMED GROUPS

Tactical or strategic innovations developed by one group or within one theater of con-
flict are often adapted by other groups in other theaters of conflict. For example, prior to
the 2006 Israeli-Hezbollah conflict, rockets were rarely used by Palestinian militant
groups against Israel (though mortars and suicide bombers have been common for sev-
eral years). But since late 2006, Hamas has learned from Hezbollah’s example (and per-
haps even teaching or other direct forms of technology transfer from the Lebanese
militants) and is now constructing and deploying rockets against Israel with increasing
frequency and lethality—this despite the expectation that Shiite Muslims and Sunni
Muslims rarely cooperate.

Shared learning is particularly common among armed groups whose members see
themselves as “freedom fighters,” where a common ideological alignment (the struggle
against a perceived oppressor) leads to bonds that facilitate knowledge transfer. For ex-
ample, the IRA is known to have nurtured international links with paramilitary organiza-
tions, including ETA in Spain and Palestinian terrorist groups, and in August 2001
Colombian authorities arrested three members of the Provisional IRA who (a subse-
quent investigation revealed) had spent five weeks in a remote part of the country, where
they were teaching bomb-making techniques and urban guerrilla warfare tactics to mem-
bers of the FARC.10 According to press reports and court records, James Monaghan—a
former member of the Sinn Fein Executive Council—is an explosives expert and the de-
signer of a long-range mortar; Martin McCauley, commander of the IRA’s engineering
department, is an expert in using and producing weapons and mortars; and Niall Con-
nolly, also a weapons expert, is thought to have first made contact with the FARC five
years ago through a Basque terrorist group that specializes in bombings and assassina-
tions of Spanish government officials. All three were convicted in 2004, and in March
2007 their convictions were upheld by the Colombian Supreme Court.11 Meanwhile, ex-
pert testimony at a congressional hearing in April 2002 suggested that as many as 15 IRA
members had visited Colombia within the previous five years, and counterterrorism ex-
perts believe that members of the Northern Irish paramilitary community may have en-
gaged in such knowledge transfer activities in Colombia and elsewhere for decades.12

In the world of armed groups, strategic, tactical, and operational knowledge transfer
activities also transcend a variety of ideological categories. For example, Indonesian radi-
cal groups with links to the Jemaah Islamiyah (JI) terrorist network have been found with
videos documenting how Chechen separatists make and use land mines.13 Trigger
switches developed by the IRA for IEDs have been adapted for use by Hamas and other
military groups in the Palestinian territories, as well as by many insurgent groups in Iraq.
In a June 2005 New York Times article, Lieutenant General John Vines, a senior American
ground commander in Iraq, reported that Iraqi insurgents were probably drawing
on bomb-making experts from outside Iraq and from the old Iraqi Army.14 The IRA’s
instruction manuals on counterforensic activities—extensive advice on how to create a
“clean room” to ensure no DNA or other forensic evidence is left behind—have been
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nearly duplicated in training manuals developed by the Earth Liberation Front, an envi-
ronmental terrorist organization based in the United States.15

Through these and other examples, a pattern emerges of adaptation and emulation
among armed groups, regardless of their specific strategic objectives. The places and
pathways through which this knowledge transfer occurs range from demonstrations of
effective tactics by other groups to an impressive array of training camps, places of active
conflict, prisons, and the Internet. Learning is at its core a human endeavor, thus it
should come as no surprise that one of the most important sources of armed-group
learning is found among a group’s leadership and the knowledge resources it produces
and makes available. Identifying these “learning leaders”—individuals committed to in-
creasing the technical sophistication of their respective organizations—is an important
aspect of our understanding of this knowledge transfer phenomenon. Further, it is
through the global distribution of the materials they author that a primary means of
knowledge transfer between armed groups takes place.

Learning Leaders and the Availability of Open-Source Resources
Most organizations have key individuals who are seen as particularly trustworthy sources
of strategic and tactical guidance. For example, Gabriel Cleary, the director of engineer-
ing in the PIRA, was considered by many within the organization (and among Scotland
Yard detectives) as their most knowledgeable master of homemade weaponry and
bomb-making instruction, including Semtex, long-delay timers, and mortar components.16

Two members of the Earth Liberation Front (and later, its splinter group the Family),
William Rodgers and Stanislas Meyerhoff, collaborated to author “Setting Fires with
Electrical Timers: An Earth Liberation Front Guide,” a widely available guide that con-
tains extensive instructions on creating and placing incendiary devices.

Within the al Qaida terror network, few learning leaders have been more prolific
than Mustafa Setmariam Nasar—also known as Abu Musab al-Suri or Umar Abd
al-Hakim—who is considered the principal architect of the network’s post-9/11 struc-
ture and strategy, transforming al Qaida from a hierarchical organization into a resilient
decentralized movement.17 A warrant for his arrest issued in 2002 by the U.S. govern-
ment accused Nasar of running training camps located in Afghanistan that allegedly spe-
cialized in imparting training and expertise on toxic materials and chemical substances.18

Until his capture in Pakistan in November 2005, Nasar is credited with authoring scores
of books, strategic analyses, guidance documents, and videotaped lectures that signifi-
cantly expanded the network’s base of operational knowledge.19 For example, in a
15-page Arabic-language document titled “Biological Weapons” posted on his Web site
during the summer of 2005, Nasar described “‘how the pneumonic plague could be made
into a biological weapon,’ if a small supply of the virus [sic] could be acquired.” Nasar’s
guide “drew on U.S. and Japanese biological weapons programs from the World War II
era and showed ‘how to inject carrier animals, like rats, with the virus [sic] and how to ex-
tract microbes from infected blood . . . and how to dry them so that they can be used with
an aerosol delivery system.”’20 According to Jarret Brachman, a professor at the Combat-
ing Terrorism Center at West Point, al-Suri also authored “one of the most expansive in-
vestigations of contemporary jihadist thought produced. . . . [A] single ideological
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reference for past, present and future information about how and why Muslims must
wage violent jihad.”21

Another prominent source of knowledge within the al Qaida network was
Muhammed Atef (a.k.a. Abu Hafs al-Misri), an Egyptian national and former Egyptian
police officer who assumed control of al Qaida’s training camps in 1996 after the former
commander, Abu Ubaida al-Banshiri, was drowned in Lake Victoria, Uganda. Atef is
widely believed to have been an operational mastermind behind al Qaida’s terror attacks
of September 11, 2001 (9/11). And a key contributor to the success of the 9/11 attacks
was a Jordanian named Abu Turab al-Urduni, who taught several of the attackers how to
hijack planes and trains, control passengers and crew during a hijacking, neutralize air
marshals, build and use explosives, gain strength by weight lifting, and speak basic Eng-
lish. At one point, his trainees were forced to butcher sheep and camels with
pocketknives to desensitize them to cold-blooded killing and to prepare them for any
contingencies in which passengers needed to be subdued.

More recently, al Qaida operatives have been providing guidance to fighters and new
recruits in Iraq. For example, a participant in one of the hundreds of Web forums used
by extremists to recruit and raise funding for armed groups in Iraq recently inquired
about what sort of materials and equipment he should bring with him when crossing the
border from Syria. Another participant, whose online identity is “Terrorist 11,” re-
sponded by posting a detailed Arabic document from Sheikh Yusuf al-Uyayri, a top al
Qaida strategist who was killed by Saudi authorities in 2003.22 Al-Uyayri recommends a
modest “toolkit” should include a pocket Koran, night-vision goggles, shackles for use in
abductions, a GPS system, and a video camera for casing targets. He also provides some
tactical guidance for conducting the kind of urban warfare that has become all too com-
mon in Iraq, outlining how to move in urban areas; methods for clearing rooms and
buildings, using hand grenades in cities and rooms, and choosing firing positions in ur-
ban centers; and the proper use of camouflage, among other instructions. “The target
should be easy and simple, and the security around it should be weak. The combat action
against the target should be quick and not be based on a complex plan.”23 He goes on to
describe how jihadists should be “like gas or air; present but not seen,” and explains how
to develop competence in various tactics, such as suicide attacks, sniping, booby traps,
improvised explosive devices, poisonings, kidnappings, and assassinations.24

The Role of the Internet
Today, instructional materials produced by “learning leaders” are increasingly made avail-
able via the Internet. For example, as terrorism expert Chris Heffelfinger recently ob-
served, “online training material has been an essential part of advancing the jihadi
movement during the past five years.”25 Further, by publishing these materials online,
they become accessible to a much wider audience, contributing to the global transfer of
knowledge among armed groups as well as individuals motivated to commit violent acts
on their own. Indeed, as Bruce Hoffman aptly observed, “using commercially published
or otherwise readily accessible bomb-making manuals and operational guides to poisons,
assassinations and chemical and biological weapons fabrication . . . the ‘amateur’ terrorist
can be just as deadly and destructive as his more ‘professional’ counterpart.”26
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In addition to manuals full of instructional text and diagrams, today’s multimedia
technologies—including videos, photos, animation, and interactive video games—offer
new and exciting ways to support learning, as seen in many of today’s university class-
rooms in advanced industrial countries, as well as in the rapid rise of distance-learning
programs worldwide. Several armed groups have embraced the use of this technology
for their own purposes. For example, videos posted by insurgents in Iraq to al Qaida’s
primary online media outlet, the As-Sahab Web site, as well as to mainstream online
services like YouTube, demonstrate how to construct and deploy IEDs; how to clean,
assemble, and fire assault rifles; how to develop long-range sniper skills; how to conduct
ambushes and kidnappings; and how to fire mortars from the countryside into crowded
city centers. Further, such videos can be posted online using any number of so-called IP-
masking tools or anonymizers, making it all the more difficult to locate the source of
these materials or prevent their continued distribution.

Some groups have developed their own video games. In February 2003 the Lebanese
militant group Hezbollah launched a new video game called “Special Force,” a game that
gives players a simulated experience of military operations against Israeli soldiers in bat-
tles re-created from actual encounters in the south of Lebanon. The second edition of
this video game, released in late 2007, incorporated video footage of the summer 2006
war between Israel and Hezbollah. This follows the example set earlier by white suprem-
acists in the United States and elsewhere, who in the early years of the Internet developed
“first-person shooter” games with violent graphics, depicting real-life scenarios in which
the player is the central character, killing Jews and other racial minorities.27 All the games
developed by these armed groups can be downloaded from their respective Web sites by
anyone, providing new avenues for the group’s outreach, indoctrination, and (through
virtual combat simulations) some form of knowledge transfer.

Today, there are literally hundreds of gigabytes worth of training manuals, videos,
and other resources available online that provide an important and common form of
knowledge sharing among terrorist groups. A search for the keyword phrase “terrorist
handbook” on the popular Google search engine in June 2007 found over 985,000 Web
pages. Several of these sites offer instructions on how to acquire ammonium nitrate and
firearms without attracting attention, while others provide instructions on how to build
several different kinds of explosives from ordinary household chemicals. As a result of
Internet-based sharing of knowledge, cells affiliated with al Qaida throughout the Mid-
dle East, Southeast Asia, and Europe that have recently carried out or seriously planned
bombings have relied heavily on the Internet.28 Further, loosely organized groups of al
Qaida–inspired (but not necessarily affiliated) individuals have been responsible for re-
cent terrorist attacks in Madrid, London, Istanbul, Riyadh, and elsewhere. Indeed,
according to some Western intelligence agencies and terrorism specialists, the “global jihad
movement” has become a “Web-directed” phenomenon.29

Contemporary armed groups can also acquire a significant amount of strategic and
tactical knowledge via a wide array of open-source materials such as court transcripts, ac-
ademic publications, government training manuals, and media accounts. Overall, security
analysts have grown increasingly concerned about the huge and growing online library of
strategic and tactical resources on everything from creating chemical weapons to
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assembling and firing a surface-to-air missile against an airline, a tactic seen recently in
Kenya and Iraq.30 There are any number of “learning leaders” within the world of armed
groups who have contributed (and continually add) to the expansion of the strategic and
tactical knowledge base on guerrilla warfare and terrorist violence, a knowledge base that
is increasingly being shared among armed groups regardless of ideological or geographic
orientation.

The Demonstrative Dimension of Knowledge Transfer
Imitation and emulation have become honored traditions in the world of armed groups.
From the rash of airplane hijackings of the early 1970s to the modern conflict in Iraq, vi-
olent nonstate actors (VNSAs) have continually shown a willingness to copy the strate-
gies and tactics of others. For example, in 1987 the Tamil Tigers (LTTE) modeled their
attack of Tamil University on the 1983 Hezbollah truck bombing of the U.S. Marine bar-
racks in Beirut. In 1995, this group’s destruction of two Sri Lankan naval vessels, using
small watercraft loaded with explosives, provided a model for al Qaida’s 2001 attack
against the USS Cole in the Yemeni port of Aden. Similarly, Tamil Tiger separatists car-
ried out a coordinated suicide attack in October 2001 against the MV Silk Pride, an oil
tanker that was carrying more than 650 tons of diesel and kerosene to the port of Jaffna,
in northern Sri Lanka. The attackers used five boats in the attack. One rammed the
tanker, triggering an explosion on board, and three sailors died in the attack.31 A year
later, in October 2002, Islamic militants steered an explosive-laden boat into the French
oil tanker MV Limburg in the port of Ash Shihr, off the coast of Yemen, splitting the ves-
sel’s hull, killing one crew member and sending more than 90,000 barrels of Iranian
crude oil pouring into the Gulf of Aden.32

Often, armed groups will carefully monitor the media coverage a particular act of vi-
olence receives and then emulate that act, or attempt to do something even more dra-
matic. Sometimes, these groups may be competing against each other for the attention
and support of a local (or sometimes global) audience, and are therefore compelled to
“outdo” one another in order to grab the spotlight. In a way, the media often provide a
showcase through which armed groups can learn from each other about successful (or
even unsuccessful) attacks and other types of activities.33 When attacks occur, media
companies often compete against each other (and increasingly with Web sites and
bloggers on the Internet) to satisfy the public’s thirst for news, graphic pictures, and titil-
lating details. In doing so, they often provide ample information for armed groups to
learn how to conduct similar attacks in the future. Indeed, as terrorism scholar Cindy
Combs has observed, “Showcasing demonstrably effective terrorist actions for an audi-
ence of potential supporters and/or collaborators has become an effective and essen-
tially cost-free teaching technique for terrorists today.”34 Overall, the media may be
complicit in the demonstrative dimension of knowledge transfer in the world of armed
groups. However, their role pales in comparison to that of other avenues of learning,
such as training camps and places of conflict.

Training Camps
According to a recent report by the U.S. Department of State, Iran and Syria routinely
provide safe haven, substantial resources, and guidance to terrorist organizations.35 In
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particular, Iran has been providing guidance and training to select Iraqi Shia political
groups, and weapons and training to Shia militant groups to enable anticoalition attacks.
The State Department report notes that “Iranian government forces have been responsi-
ble for at least some of the increasing lethality of anticoalition attacks by providing Shia
militants with the capability to build IEDs with explosively formed projectiles similar to
those developed by Iran and Lebanese Hizballah. The Iranian Revolutionary Guard was
linked to armor-piercing explosives that resulted in the deaths of Coalition Forces. The
Revolutionary Guard, along with Lebanese Hizballah, implemented training programs
for Iraqi militants in the construction and use of sophisticated IED technology. These
individuals then passed on this training to additional militants in Iraq.”36

In Syria, Hezbollah militant leaders have provided training to several Palestinian
groups who, in turn, provided training in armed assaults, kidnappings, and demolitions
to western European and Latin American extremists, some of whom later carried out at-
tacks in support of their benefactors’ causes.37 According to the U.S. Department of
State, several radical terrorist groups have maintained training camps or other facilities
on Syrian territory over the last 20 years, including the Popular Front for the Liberation
of Palestine (PFLP), the Abu Nidal Organization, and the Palestinian Islamic Jihad (PIJ).38

One notorious example is the Ayn Tzahab training camp in Syria, allegedly supported by
Iran and used for operational training for Palestinian terrorists, including Hamas and
Palestinian Islamic Jihad operatives.39 Similar training camps have been located in the
Syrian-controlled Bekaa Valley, in eastern Lebanon, where the Turkish separatist group
PKK is also known to have had a training camp.

A state’s participation in transferring lethal knowledge to armed groups is not new.
During the cold war, for example, the United States and the Soviet Union offered military
training—either directly or indirectly through proxies—to a variety of armed groups.40

In Libya, the government provided safe haven and both ideological and logistical support
for a wide variety of groups throughout the 1970s and ’80s. In addition to Palestinian and
Islamist terrorists, groups that have received training in Libya include the Irish Republi-
can Army, the Basque separatist group ETA, Sierra Leone’s Revolutionary United Front,
Colombia’s M-19, the Haitian Liberation Organization, the Chilean Manuel Rodriguez
Patriotic Front, the Secret Army for the Liberation of Armenia, and the Japanese Red
Army.41

Afghanistan and its border region with Pakistan have also been prominent locations
of training camps for armed groups. Government reports and several scholarly books
have already provided ample evidence of how the Taliban facilitated a vast enterprise of
terrorist training camps for al Qaida and other like-minded entities throughout Afghani-
stan.42 Many of these camps existed even before the reign of the Taliban. During the war
against Soviet occupation forces in Afghanistan, the U.S. Central Intelligence Agency
provided funding and weapons to the Pakistani Inter-services Intelligence Directorate,
which distributed them among various resistance groups fighting in Afghanistan. These
national resistance fighters, in turn, trained foreign Islamic militants helping them over-
throw the Soviets. By some estimates, several thousand camps were established through-
out Afghanistan and across the Pakistani border—in and around the city of Peshawar
and the tribal region of Waziristan—between 1980 and 1989, providing military training
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and seminars in Islamic history and theology to Afghans, Arabs, and others. Training
camps in this region have typically been harsh learning environments—mud huts, dusty
classrooms, obstacle courses, mazes of barbed wire, trenches, and, of course, no basic
utilities.43 And yet, by one account, upwards of 70,000 militants received weapons train-
ing and religious instruction in al Qaida’s training camps in this region.44

South of Kashmir, the mountainous areas of western Pakistan—a region long
known for providing safe haven for bandits and extremists—have also been used for mil-
itant training, often by members of several ideologically aligned groups. Experts in am-
bush tactics and explosives are in high demand in this region, and they typically provide
their knowledge to whoever seeks it. Videotapes obtained by ABC News in 2005 contain
images of al Qaida training camps inside Pakistan and show fighters conducting a variety
of exercises with automatic weapons, as they once did at similar camps in Afghanistan.
The fighters are identified as coming from nine different countries in Africa and the Mid-
dle East, with many from Saudi Arabia.45

After receiving their training in the al Qaida camps of Afghanistan or Pakistan dur-
ing the 1990s, most militants returned home, some to comfortable environs and regular
lifestyles, while others joined Islamist groups elsewhere in the world, including the
Chechen Mujahideen, the Armed Islamic Group in Algeria, the Abu Sayyaf Group in the
Philippines, and Jemaah Islamiyah in Indonesia.46 Members of these groups often pro-
ceeded to establish their own training camps after returning to their countries of origin.
For example, Abu Sayyaf established a central base on Basilan’s Mohadji mountain called
Camp Abdurajak—one of at least nine Abu Sayyaf camps hidden in the jungles of the
Philippines.47 On the island of Mindanao, in the southern Philippines, three major JI ter-
rorist training camps—Camp Vietnam, Camp Palestine, and Camp Hodeibia—were set
up alongside the Moro Islamic Liberation Front’s (MILF’s) Camp Abu Bakar complex.48

Mindanao has, in turn, become a hub of knowledge transfer for armed groups through-
out Southeast Asia. According to Philippine military intelligence, these camps have
played host to several hundred trainers from the Middle East,49 and security services
throughout the region have been concerned about a steady flow of visitors to Mindanao.

In early 2006, Malaysian authorities arrested members of a 12-man logistical cell—
composed of Indonesians, Malaysians, and two Filipinos—who were responsible for
getting jihadis in and out of Mindanao, where they were being trained in MILF camps.
The two Filipinos told the Philippine National Police, who were sent to question them,
that they were bringing militants to Pattani for training. According to regional expert
Zachary Abuza, an undated Thai intelligence report describes how a Pattani Muslim, Ruli
(a.k.a. Ahmed), went to Afghanistan in 1998, and upon returning to Indonesia engaged in
the sectarian fighting in Ambon and the Moluccas following the fall of Suharto. He is be-
lieved to be running training for Pattani militants in Indonesia. This corresponds with
the increased small-arms training JI was conducting for itself in 2006.50 Similarly, Malay-
sian authorities believe that members of Kumpulan Mujahedin Malaysia (KMM)—a
group that favors the overthrow of the Malaysian government and the creation of an
Islamic state comprising Malaysia, Indonesia, and the southern Philippines (and
southern Thailand)—has close ties to JI, and several arrested KMM militants report-
edly received military training in Afghanistan and possibly Mindanao.51
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In most cases, training camps are used exclusively by members of a particular armed
group, but in these cases, members of various groups were welcomed and trained, in the
process creating a network of alumni who—having survived a typically grueling experi-
ence together—may have formed bonds of friendship that are sustained for many years
afterward. It is thus important to learn all we can about the places of armed-group train-
ing around the world and, from an analysis of their similarities, develop ways to reduce
their potential role in the global transfer of lethal knowledge.

Places of Conflict
While formal training camps have historically served an important role in facilitating
knowledge transfer between armed groups, places of conflict can be seen as a hub of
on-the-job training. While Afghanistan during the 1980s provided many opportunities
for individuals and groups from around the world to learn basic irregular warfare tactics
while fighting the Soviets, at present no other country in the world offers a more active
place for urban guerrilla-warfare training than Iraq. A report released by the Central In-
telligence Agency on 21 June 2005 even suggested that “Iraq may prove to be an even
more effective training ground for Islamic extremists than Afghanistan.”52 Terrorism ex-
perts Daniel Benjamin and Gabriel Weimann have described Iraq as “a theater of inspira-
tion”53 where foreign fighters and Iraqi insurgents are learning how to manufacture
improvised explosive devices (as described earlier) and to use light weapons with increas-
ingly lethal effect. As David Brooks observed in a recent New York Times report, “The
landscape of insurgency in Iraq is comprised of disparate groups that share information,
learn from each other’s experiments and respond quickly to environmental signals.”54

In fact, knowledge transfer in Iraq is taking place in several ways simultaneously: in-
surgents (secular and Islamists) are learning from foreign Islamist militants; foreign
fighters are learning from local Iraqi insurgent groups; and armed groups worldwide are
learning from the successes and failures of all the violent nonstate actors currently en-
gaged in this theater of conflict. But perhaps more important, foreign fighters who have
come to Iraq and engaged in the conflict are returning to their countries of origin, having
gained valuable experience in urban guerrilla warfare—the kind of strategies and tactics
that would prove more useful in contemporary Western cities than anything that could
have been learned in Afghanistan. In some ways, Iraq has become a graduate school of
jihadist studies, and those who survive the conflict and return home are viewed with
some admiration by their local extremist colleagues as having both luck and specialized,
useful knowledge.

In general, the migration of fighters from one operational theater to another (e.g.,
from Afghanistan to Bosnia or Iraq) may be one of the most important historical forms
of organizational knowledge transfer among armed groups. During the early 1990s,
thousands of mujahideen left Afghanistan and other parts of central Asia to fight along-
side Bosnian Muslims against the Serbs. Weapons and fighters were smuggled through
Croatia and other locations to support the Muslims in their struggle, and “on the job”
combat training for new fighters was common. By 1994, major Balkan terrorist training
camps included Zenica, Malisevo, and Mitrovica in Kosovo, where experienced veterans
taught new recruits.55 After the war, some stayed in the country and settled in, and some
returned home to their countries of origin, but many foreign Islamist extremists took
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their experience in search of a new place to continue the jihad. Today, the conflicts in Iraq
and Afghanistan—as well as lower-level terrorist activity in Pakistan (and Kashmir),
India, Indonesia, Algeria, Morocco, Egypt, and elsewhere in Africa, the Middle East, and
Southeast Asia—offer these wandering extremists the opportunity they seek to engage
their perceived enemies in combat.

Because of the increasingly violent conflict in the southeastern region of the coun-
try, Afghanistan has once more become an important hotbed for militant training and
knowledge sharing among insurgents (like the Taliban and the rebels loyal to warlord
Hekmatyr Gulbuddin) and other armed groups, including those involved in the enor-
mously lucrative opium trade. Further, there is mounting evidence that strategies and tac-
tics developed in the Iraqi theater of conflict are being transferred to Afghanistan.
According to Afghanistan’s defense minister Rahim Wardak, there are “strong indica-
tions” that al Qaida has brought in a team of Arab instructors from Iraq to teach the lat-
est insurgent techniques to the Taliban.56 Other researchers have described what could
be called “learning missions” to Iraq by various Taliban and al Qaida fighters.

For example, Hamza Sangari, a Taliban commander from Khost Province, described
to Newsweek reporters a trip to Iraq he took with a small group of fighters in 2005, where
they learned how to make armor-penetrating weapons by disassembling rockets and
RPG rounds, removing the explosives and propellants, and repacking them with
powerful, high-velocity “shaped” charges; how to make and use various kinds of
remote-controlled devices and timers; and how to spring ambushes and engage in urban
fighting.57 Sangari told the reporters that the IED training was particularly helpful in re-
placing the comparatively ineffective use of obsolete land mines left over from the Soviet
occupation. The transfer of knowledge from Iraqi insurgents has also been documented
in Pakistan, where a sweep of pro-Taliban sites along the Afghan frontier in North
Waziristan revealed a mound of Arabic-language training manuals, apparently copies of
the ones used by insurgents in Iraq. Sangari commented that he was also impressed by
the way Iraqi insurgents created combat videos to help fund-raising and recruiting ef-
forts. It should thus come as no surprise to find that similar videos of Taliban attacks are
now showing up in bazaars along the Pakistani border.58

Meanwhile, the Niger Delta region of West Africa has become a training ground for
several militias and armed gangs. During 2006, these groups kidnapped more than 150
foreigners, killed unkown numbers of Nigerian armed forces personnel, detonated sev-
eral car bombs, destroyed various oil pipeline facilities, and crippled the oil production of
Africa’s largest oil exporter by nearly 24 percent. The larger of these groups—including
the Niger Delta People’s Volunteer Force, the Niger Delta Vigilantes (a.k.a. Icelanders),
and the Movement for the Emancipation of the Niger Delta (MEND)—watch each
other closely because of their natural competition for publicity and support. A successful
attack by one may inspire a similar attack by another within a short period of time. Insur-
gents in the Niger Delta region have watched the enormous press coverage given to
kidnappings in the Middle East, and have adapted this tactic by kidnapping foreign oil
workers to gain the world’s attention. These groups in turn are closely watched by smaller
players in the region, including the Federated Niger Delta Ijaw Communities (an ethnic
militia), the Coalition for Militant Action in the Niger Delta, and the so-called Martyr’s
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Brigade. And in a situation that is similar to that in Iraq, individuals may be involved in an
attack on behalf of one group on one day, and the next day be fighting on behalf of a dif-
ferent group. In short, the region supports a swirling gray cloud of knowledge transfer,
often at the individual level. The scope and patterns of this activity are difficult to assess
with any real accuracy, but it is certainly a significant contributor to the overall level of vi-
olence faced by the Nigerian authorities today.

Knowledge Transfer and the Trusted Handshake
As described earlier, clandestine networks can self-organize and disperse, comprising
formal, informal, family, and cultural associations tied by varied and sometimes
near-invisible links. The distributed cellular architecture of a network insulates and pro-
tects the core, while the links between members provide conduits through which they
can publicize, mobilize, radicalize, coordinate, finance, collect, and share information
and other vital organizational activities. These links also provide avenues for collabora-
tion with other armed groups, state sponsors, criminal enterprises, and organizations
willing to provide support and exchange valuable knowledge. How are these links es-
tablished? In essence, anyone can become a member of the network, though usually
the individual must first establish some form of credentials through which others in the
network can then justify membership. I call this “the trusted handshake.”59 Examples of
the foundations upon which a trusted handshake is established can include mutual
friends or acquaintances who would vouch for you (in the Sicilian Mafia, for example,
members vouch for others with their lives); family ties (to include belonging to a specific
clan or tribe, by birth or marriage); ethnic ties, often within a diaspora (e.g., Algerians in
France and Spain, Pakistanis in the United Kingdom, Tamils in Canada, Turks in Ger-
many); a shared academic/scientific knowledge base; religion (doctrinal knowledge, for-
mal credentials, etc.); and shared experiences (as in a training camp or on a battlefield)
that give members a common “veteran” status.

Sociopolitical environments can contribute to the forging of these trusted hand-
shakes. For example, places with a high level of corruption and weak civil society; areas
of deep ethnic fissures (where a common animosity toward a distinct “them” drives daily
behavior); regions of severe financial or economic desperation and weak border security
(usually patrolled by poorly equipped, underpaid guards); states ruled by authoritarian,
statist regimes that overly control the local economy; and places with a severe lack of
transparency in private- and public-sector finance can all bring like-minded individuals
together.

Another prominent place where these trusted handshakes are forged is prison.
Places of incarceration produce a similar sort of “veteran status” to that of training
camps and places of conflict, and members of armed groups who are released from
prison are often treated with additional respect by other members of their cadres. Vari-
ous forms of knowledge transfer take place in prison. For example, some studies have
noted that when members of the IRA were captured and sent to British or Irish prisons,
they were immediately debriefed by other inmates, who then smuggled the information
(and lessons learned) to IRA members outside the prison walls. Particularly useful infor-
mation passed on by the imprisoned terrorists could include how they were caught, what
information the captors were looking for, what (if anything) might have gone awry with a
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planned attack being carried out, and who (if anyone) might have played a role in their
capture.60 More recently, authorities in the U.S. military have grown concerned about the
thousands of insurgents in Iraq who have cycled through U.S.-run prisons there. Some U.S.
commanders in Iraq have expressed concern that the infamous Abu Ghraib prison has
become a “jihad university”—a breeding ground for extremist leaders and a school for
terrorists.61

In sum, knowledge transfer among armed groups is often driven by individual hu-
man connections. Historically, these connections have been forged in person-to-person
interactions, whether in training camps, places of conflict, prison, or elsewhere, but we
have also seen a rapid increase in knowledge transfer between armed groups via the
Internet.

CONCLUSIONS AND IMPLICATIONS

The many examples of knowledge transfer reflected in this discussion indicate a level of
adaptation, operational flexibility, and organizational learning capacity among armed
groups that warrants our attention. Knowledge transfer is facilitated within and between
armed groups through an array of training camps, places of active conflict, prisons, and
the Internet. Tactics demonstrated as effective by one armed group are often adopted by
others, while certain individuals within each group serve as leaders of knowledge trans-
fer, through the resources they author (both in print and in multimedia forms) as well as
through personal relationships with key sources of knowledge.

What does this analysis suggest for our understanding of armed groups and of new
ways to confront them? To begin with, it is important to recognize that armed groups
who are committed to the long-term training and education of their members can
be more successful. Clearly, the attributes of a learning organization (e.g., fostering the
ability to adapt to a changing strategic environment) can be seen among the more sophis-
ticated terrorist organizations, like al Qaida, Hamas, Jemaah Islamiyah, and the FARC.
Through the development of doctrines, training manuals, military exercises, and educa-
tional programs (often, but not necessarily, provided at remote training camps), the most
lethal terrorist organizations work hard to continually improve their lethal capabilities.
Structure and membership of a group also have a significant impact on their learning ca-
pabilities. Thus, “capacity for learning” should be an element in determining which
armed groups may pose a greater threat to us than others.

As armed groups learn, we should expect some level of transformation in
their tactics for recruitment, acquisition of material and finance, and attack. We
must understand and anticipate the type of organizational dynamism reflected in the ex-
amples provided in this chapter. In other words, we should never assume that a particular
armed group relies on any single static list of tactics; rather, we should assume the group
is capable of—and perhaps actively seeking avenues for—learning and adapting. Thus,
we need to identify the patterns and pathways of a group’s learning, as well as what kinds
of learning are influencing the members of the group and why.

Successful armed groups learn from the strategies and tactics of other orga-
nizations through technology and personal contact. As described in this chapter,
groups learn by studying each others’ training manuals, videos, and other forms of

282 Armed Groups: Studies in National Security, Counterterrorism, and Counterinsurgency

Rebuild Armed GroupsApril21.08.ps
C:\Documents and Settings\ken.derouin\Desktop\WorkInProgress\armed group\Rebuild Armed GroupsApril21.08.vp
Tuesday, April 22, 2008 8:42:06 AM

Color profile: Disabled
Composite  Default screen



information (particularly via the Internet), and they also learn from media accounts of
terrorist events (both successes and failures) carried out by other organizations. As seen
in the examples of Jemaah Islamyiah members training in al Qaida’s Afghanistan camps,
or members of the Lebanese Hezbollah aiding the Palestinian group Hamas, a global net-
work of information and knowledge sharing plays a key role in developing the opera-
tional capabilities of learning organizations. Further, while the formal means and
locations of knowledge sharing are important (for example, training camps), it is the in-
formal knowledge networks among terrorists and their organizations that contribute the
most to learning in the terrorist world. In this regard, the insurgency in Iraq—which at-
tracted thousands of foreign fighters, who have learned urban terrorist tactics—requires
extensive analysis to determine where these fighters go when they eventually leave this
region.

Further, we must gather all the information we can about the individual-level
human dynamics within an armed group that facilitates knowledge transfer. Trust
is a critical component of human networks—indeed, according to noted terrorism
scholar Brian Jenkins, “To work well, networks require strong shared beliefs, a collective
vision, some original basis for trust, and excellent communications.”62 The trusted hand-
shake, established by various social mechanisms and shared beliefs, provides the means
by which network members agree to collaborate in achieving the network’s objectives.
Trust is also vital for the transfer of knowledge from teacher to learner, both within a
group and between groups. Recognizing this, it is important to identify the most knowl-
edgeable and trusted members of a particular armed group or network, in order to gain
insights into the pathways and types of learning that take place within the group, and to
learn what terrible things they may be capable of.

Given that the trusted handshake establishes the means by which knowledge trans-
fers are validated, we must focus our counterterrorism and intelligence-gathering
efforts toward identifying and apprehending key knowledge brokers; beyond the
traditional focus on the group members who pull triggers, detonate explosives, or plan
attacks, we must place greater emphasis on finding those who transfer knowledge both
within and beyond the group. We need to locate and neutralize the principal conduits of
knowledge transfer that enable armed groups to become more sophisticated and effec-
tive. For example, key learning leaders of al Qaida like Abu Musab al-Suri, Sheikh Yusuf
al-Uyayri (whose advice on what to bring to Iraq was mentioned earlier), Abu Qatada,
and Muhammed Atef should be at the top of our list of individuals to apprehend.

We need to deter individuals from participating in knowledge transfer trans-
actions. Some countries have attempted legal remedies to thwart the transfer of lethal
knowledge. For example, the U.S. statute U.S. Code 18, section 842(p), states,

It shall be unlawful for any person:

(A) to teach or demonstrate the making or use of an explosive, a destructive device, or a
weapon of mass destruction, or to distribute by any means information pertaining to, in
whole or in part, the manufacture or use of an explosive, destructive device, or weapon of
mass destruction, with the intent that the teaching, demonstration, or information be used
for, or in furtherance of, an activity that constitutes a Federal crime of violence; or
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(B) to teach or demonstrate to any person the making or use of an explosive, a destructive
device, or a weapon of mass destruction, or to distribute to any person, by any means, in-
formation pertaining to, in whole or in part, the manufacture or use of an explosive, de-
structive device, or weapon of mass destruction, knowing that such person intends to use
the teaching, demonstration, or information for, or in furtherance of, an activity that con-
stitutes a Federal crime of violence.

Thus, it is illegal to demonstrate how to build explosives; and yet individuals are doing
this online regularly worldwide. On 29 March 2004, Canadian police arrested Moham-
med Momin Khawaja, a 24-year-old computer programmer, and charged him with in-
volvement in what Canadian and British authorities described as a transatlantic plot to
bomb targets in London and Canada. British prosecutors alleged in court that Khawaja
met his acquaintances online, where he showed them images of explosive devices found
on the Web and told them how to detonate bombs using cell phones.63 Can we prosecute
Web-site-hosting services for providing the means by which this knowledge transfer is
taking place? In years past, we devised new legal frameworks in which all countries agree
to apprehend and prosecute purveyors of Internet child pornography; can we not do
something akin to this in response to the global proliferation of online instruction manu-
als and videos for conducting violent attacks?

In addition, we should examine new and creative strategies to negatively impact the
usefulness of this knowledge transfer by damaging the trust upon which it’s built. For ex-
ample, there may be ways to undermine the credibility of a group or its members by high-
lighting strategic blunders, infiltration by authorities, financial incompetence, and so
forth. Negatively impacting the “street perception” of a group can be just as important
as confronting it with kinetic force. Given the importance of the “trusted handshake” as
discussed above, individuals are less likely to trust the information received from a
source whose credibility is suddenly called into question.

We must also address the various environmental conditions that enable
knowledge transfer between armed groups. From training camps to prisons and
places of ongoing conflict, there are literally dozens of locations around the world in
which knowledge transfer is taking place daily among and between armed groups and in-
dividuals of various ideological and criminal orientations. What sociopolitical factors or
security environments enable this learning? What do places like the Bekaa Valley, the
Afghanistan-Pakistan border region, or the island of Mindanao have in common? In ad-
dition to a remote and rugged terrain, they are places where local sociopolitical condi-
tions create a climate of tolerance (or even support) of armed-group training. Specific
countries, like Afghanistan, Bosnia, and Iraq, have played a critical role in facilitating the
advancement of knowledge and its dissemination throughout the world, while other
countries—like Iran, Libya, and Syria—have even provided strategic and tactical exper-
tise to armed groups of various ideological persuasions.

An array of criminal organizations, militias, and terrorist networks are prominently
found in weak or failing states. Thus it is unsurprising to find that these states play a key
role in the global trade in drugs and weapons, which is facilitated by critical security vul-
nerabilities—porous borders, corruption, inadequate law enforcement, and an environ-
ment of extreme scarcity. Overall, understanding the environmental conditions—to
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include physical and human geography, economics, culture, and the political landscape—
that may facilitate training camps for armed groups is an important dimension of our
ability to combat the existence of such places of knowledge transfer.64 Our response to
enabling environments for armed-group learning requires many levers of national
power, including diplomatic, financial, and legal. Governments must be pressured and
equipped with the means to locate and destroy training camps, combat corruption, moni-
tor prison activity, and work collectively to reduce the sheer number and scope of the
world’s places of conflict

Finally, we need to constrain the ability of armed groups to obtain knowledge
that would give them strategic or tactical advantages. We must make it harder for
armed groups to predict how we will confront them, or how we will react to their threats
or attacks; in other words, we need to make it harder for them to learn how to effectively
anticipate our actions, and make it harder for them to learn things about us that might
give them an advantage. Security and law enforcement personnel are already keenly aware
of the need to avoid being open about operating procedures, but the media and the
Internet have created new challenges for maintaining operational security. The Internet
in particular provides a wealth of information about societies, institutions, governments,
the details of physical locations (for example, the Google Earth imaging service), and so
forth, which allows armed groups to learn far more about us than we can learn about
them. From professional reporters to amateur Web-site moderators, in today’s informa-
tion age we must all learn to identify sources of new knowledge that are (or would be) at-
tractive to armed groups, and employ some sort of self-censorship to ensure our own
security. This is perhaps the greatest challenge of today’s global security environment—
how to confront an actively learning armed group while maintaining some semblance of
open society.

As this cursory overview reveals, there is a swirling world of knowledge transfer ac-
tivities among armed groups—an opaque cloud, in which it is difficult at best to pinpoint
patterns and pathways. Nonetheless, we must rise to the challenge and expand our efforts
to understand the threat we face by such activities. This analysis highlights the need for
more research and analysis on the role of knowledge transfer in the world of violent
nonstate actors, in the hopes that doing so will enhance our ability to respond to the
threat of armed groups with greater sophistication and success.
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