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Whole Person Approach

Trusted insiders who commit
crimes do not just “pop-up.”

In roughly 80% of insider espionage/sabotage
cases, investigators have identified
social/organizational precursors that could
have been addressed before the attack.

(Shaw & Fisher, 2005)
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Whole Person Approach

Critical Pathway

Critical Pathway

to Insider Risk
(Shaw & Sellers, 2015)

* Counseling
* Employee Assistance
* Other types of support
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Whole Person Approach

Conceptual lllustration: Getting “left of boom”...
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Whole Person Approach

Integrating Behavioral and Technical Data

Sociotechnical and Organizational
Factors for Insider Threat (SOFIT)

Insider Threat
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Whole Person Approach

SOFIT: Individual Factors

Boundary Cybersecurity Job . . Psychological
Violation Violation Performance Lite Narrative Factor

. L. Financial Cynamic
Concerning Authentication Cyberloafing Concem Siate
‘Work Habits & Authorization
o i ers
FPatterns Evaluation

Perscnal
History

00

Blumed Prof
Boundaries

Interperscnal

Problems Fatterns

Cata Transfer
Fatterns

Boundary
Proking

Ideology

Command

Social
i Usage

Enginesring

Minor Policy Data
Viclation Manipulatizn ‘
Security

Wiolation Suspicious

Communication
flajor Security
Wiolation

Greitzer et al.

PsyberAnalytix


https://psutafalumnigolf.blogspot.com/2011/10/is-penn-state-number-14-most-powerful.html
https://creativecommons.org/licenses/by-nc/3.0/

Varied Weights of Indicators

Insider Threat Indicator Class Weights

Not every factor
is equally
indicative of
insider threat.

Greitzer et al. (2019)
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Whole Person Approach

Requires Coordination and Information Sharing
Among Diverse Stakeholders

* Cybersecurity N Trusted Workforce TW2.0
 Security Incident

* Management — Response * Behavioral indicators define
° May include Human Team “Attributes of Trust”

Resources * Informed by Critical
Pathway model

INSA Whitepaper: Human Resources and
Insider Threat Mitigation: A Powerful Pairing

Need: Greater involvement by Human Resources, Worker Representatives,
Privacy Advocates to establish a proactive Insider Threat program
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Whole Person Approach

Summary: Insider Threat Program Should be...

 Comprehensive
 Whole Person + Organizational Self-Assessment

* Inclusive

* Engagement across departments/stakeholders and all levels of
Organization

* Proactive
. gyber/technlcal monitoring to provide cyber defense and forensic
ata

 Human behavioral data to identify at-risk individuals
* QOrganizational assessment to identify contributing systemic factors

* Supportive

e Mitigation is not just punitive—address individual risk factors and
correct adverse organizational factors that increase risk and vulnerabilit

Greitzer (2019)
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