Connect Module Login Instructions DK-34001 20 July, 2018
Zamboni

Machine-specific instructions

This instruction set provides directions on how to link a Zamboni Connect module to a WiFi
network

1. On the list of available WiFi connections, look for the following network name (SSID):
wva-00:04: XX: XX XX: XX
a. Where the XX's represent the last (4) bytes of the MAC address of the WiFi
module for your customer
I. Example: wva-00:04:F3:07:FC:35
ii. MAC address: 00:04:F3:07:FC:35
2. Select that network, and try to connect to it
3. For the WiFi adapter network password, refer to the WiFi network information provided
by Zamboni Engineering
a. This password is valid for this WiFi adapter only.
4. Once your laptop connects to the WiFi adapter network, open your internet browser,
preferably Google Chrome, and go to the following IP address: 192.168.100.1
5. Very likely, your browser will indicate a security problem, and advise you not to

continue:
Privacy error x e = o X
& C' | A Not secure | hitps://192.168.100.1 W i
& Google Chrome isn't your default browser. m X

A

Your connection is not private

rmation from 192.168.100.1 (for example,

that it is 192.168.100.1; its security certificate is not trusted by

ﬂ O Type here to search

6. There should be a link that allows you to proceed or continue, as indicated by the red
arrow in the picture above

7. If the browser asks whether or not you want to create a security exception, create it
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8. A prompt should appear that asks for a username and password:

https://192.168.100.1

& C|o 192.168.100.1

our default browser. m Authentication required

https://192.168.100.1

& Google Chrome is

Username |

Password

E O Type here to search

9. Use these login credentials:
a. Username: admin
b. Password: 2EFV#rgh&ygv6 TFC
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A W 7 dx

404PM
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10.0Once you are logged into the WiFi module, this is what your opening screen looks like:

[ Device Configuration an: x e - o >4

- C' | A Not secure | https://192.168.100.1 o Y

Device Configuration and Management

\Dian

Wireless Vehicle Bus Adapter

toms Device Information

Configuration
Wireless Network
Wireless Access Point Model:  Wireless Vehicle Bus Adapter
Python Product ID:  0x801a
Network Services Firmware Version:  3.2.25.9 wva release gw-3.2.25.9 01/06/2017 15:22:16 CST

Device ID:  00000000-00000000-0004f3ff-ff07fc35

Host Name:  wva

Power Management

A B Date and Time: ~ Wed Feb 28 23:41:42 UTC 2018

us

Admin'Paisword Up Time: 31 minutes 6 seconds

Current System Status

Time
Device Cloud Connectivity

Administration

Wi-Fi MAC Address:  00:04:f3:07:fc:35
File Management

Wi-Fi IP Address:  10.0.1.118

Certificate Management
Wi-Fi SSID:  Sparky

Backup/Restore

Firmware Update Wi-Fi AP MAC Address: ~ 02:04:f3:07:7¢:35

Adapter Status Wi-Fi AP IP Address: ~ 192.168.100.1

System Log DNS Servers:  10.0.1.1, 8.8.8.8

Legal Notices Time Servers:  0.time.devicecloud.com, 1.time.devicecloud.com, 0.idigi.pool.ntp.org, 1.idigi.pool.ntp.org
Reboot

CPU Utilization:  28%
Total Memory: 61452 KB
Used Memory: 40288 KB
Free Memory: 21164 KB

Network Connectivity Status [

Network interface detected

Connected to local network.

1P address assigned

Prepared to contact Device Cloud server.
Contacted Device Cloud server.

Ready for Device Cloud communication.

QK

H QO Type here to search
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11.In the list of links on the left, look for one titled “Wireless Network”

[ Device Configuration an X

« C | A Not secure | hitps//192.168.100.1 o %

Device Configuration and Management

\Dign
Wireless Vehicle Bus Adapter

tome Device Information
Configuration
ﬁ e sl Current System Status

Wireless Access Point Model: ~ Wireless Vehicle Bus Adapter
Python Product ID:  0x801a
Network Services Firmware Version:  3.2.25.9 wva release gw-3.2.25.9 01/06/2017 15:22:16 CST
Time Device ID:  00000000-00000000-0004f3ff-ff07fc35
Device Cloud Connectivity i -shmilli
Power Management :
cille Date and Time: ~ Wed Feb 28 23:41:42 UTC 2018
us
AdirinlPassword Up Time: 31 minutes 6 seconds
Administration Wi-Fi MAC Address:  00:04:f3:07:fc:35

File Management
Certificate Management
Backup/Restore
Firmware Update

Wi-Fi IP Address:  10.0.1.118
Wi-Fi SSID:  Sparky
Wi-Fi AP MAC Address:  02:04:3:07:7c:35

Adapter Status Wi-Fi AP IP Address:  192.168.100.1

System Log DNS Servers:  10.0.1.1, 8.8.8.8

Legal Notices Time Servers:  0.time.devicecloud.com, 1.time.devicecloud.com, 0.idigi.pool.ntp.org, 1.idigi.pool.ntp.org
Reboot

CPU Utilization: ~ 28%
Total Memory: 61452 KB
Used Memory: 40288 KB
Free Memory: 21164 KB

Network Connectivity Status [

Network interface detected.

Connected to local network.

1P address assigned

Prepared to contact Device Cloud server.
Contacted Device Cloud server.

Ready for Device Cloud communication.

HHQQRE

H Q Type here to search

192.168.100.1

\Dian

Home

Configuration

—Wireless Network
Wireless Access Point
Python
Network Services
Time
Device Cloud Connectivity
Power Management
CAN Bus
Admin Password
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12.Click this link. It will take you to this page:

[ Device Configuration an: x e

< C | ANc

https//192.168.100.1

‘A_ Device Configuration and Management

Wireless Vehicle Bus Adapter

Home Wireless Network Configuration

Configuration
Wireless Network
Wireless Access Point Automatic address assignment via DHCP is enabled
Python IP Address:  10.0.1.118
Network Services Subnet Mask:  255.255.255.0

Time Default Gateway: ~ 10.0.1.1
Device Cloud Connectivity

Power Management

Current IP Parameters

Interface Configuration

CAN Bus
Admin Password @ Enable this network interface

Administration Infrastructure | Configure to connect to an Access Point or Hot Spot
File Management
Certificate Management Wi-Fi Direct Configure to connect using Wi-Fi Direct

Backup/Restore
Firmware Update
Adapter Status
System Log Stored IP Configuration

Now configured for Infrastructure mode.

Legal Notices
Reboot

© Obtain an IP address automatically using DHCP

Use the following IP address:
1P Address: |192.168.43.1
Subnet Mask 255.255.255.0

Default Gateway:  [0.0.0.0

Host Name Configuration

Host Name: ~ wva

Domain Name Service Configuration

Primary-DNS: 8888
Calculat

3:42PM
ﬂ O Type here to search N g dx B

2/28/2018

13.Look for the “Infrastructure” button:

[ Device Configuration an: % e

& C | A Not ure

hitps://192.168.100.1

Device Configuration and Management

Wireless Vehicle Bus Adapter

Homs eless Network Configura

Configuration Current IP Parameters
Nireless Network
Wireless Access Point Automatic address assignment via DHCP is enabled.
Python IP Address:  10.0.1.118

Network Services

Time

Device Cloud Connectivity
Power Management

CAN Bus

Subnet Mask:  255.255.255.0
Default Gateway: ~ 10.0.1.1

Interface Configuration

¥ Enable this network interface

‘> Configure to connect to an Access Point or Hot Spot
File Management

Certificate Management Wi-Fi Direct | Configure to connect using Wi-Fi Direct
Backup/Restore
Firmware Update
Adapter Status
System Log Stored IP Configuration

Now configured for Infrastructure mode.

Legal Notices
Reboot

® Obtain an IP address automatically using DHCP

Use the following IP address
IP Address: 192.168.43.1

Subnet Mask:  |255.255.255.0

Default Gateway:  0.0.0.0

Host Name Configuration

Host Name:  \wva

Domain Name Service Configuration

PrimaryDNS.: 8888

i 342 PM
ﬂ QO Type here to search & onspos B

Click the Infrastructure button
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14.The Infrastructure button will take you to this page:

[ Device Wireless Configu: x

& C' | A Not secure | https;//192.168.100.1,

i Device Configuration and Management
1 'I O

Wireless Vehicle Bus Adapter

Wireless Network Configuration Wizard

Choose a Network SSID to configure:

Sparky
MAIN

Click "Continue” to continue, "Add" to add a new SSID, "Delete” to removed selected SSID,
or "Cancel” to end the wizard and return to the Wireless Network Configuration page.

Continue || Add || Delete | Cancel

E O Type here to search

15. Since you are wanting to add a network, click the “Add” button. The “Add” button takes
you to this page:

[ Device Wireless Configu: X

& C' | A Not secure | https;//192.168.100.1

. Device Configuration and Management
1 lI o))

Wireless Vehicle Bus Adapter

Wireless Network Configuration Wizard

Choose from the list, or enter a Network SSID below:

DIRECT-le-HP 1203 Laserdet [-47 dBm)
HP-Print-82-LaserJet 400 color [-74 d8m)
RD [-79 dBm)
Sparky [-76 dBm)

Network SSID: [

Click "Continue” to continue, "Refresh" to scan for Network SSIDs, or "Cancel” to end the wizard and return to the Wireless Network Configuration page.
Continue = Refresh = Cancel

Copyright © 1996-2014

ernational Inc. All rights reserved.
digi.com

H O Type here to search

L AW g dx
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16. The WiFi network in which you are interested should show up in the list of available
networks:

Choose from the list, or enter a Network SSID below:

DIRECT-1e-HP M203 LaserJet [-47 dBm]
HP-Print-82-LaserJet 400 color [-74 dBm]
RnD [-79 dBm]
Sparky [-76 dBm]

Network SSID: |

Click "Continue” to continue, "Refresh” to scan for Network SSIDs, or "Cancel" to end the wizard and return to the Wireless Network Configuration page.

Continue || Refresh /| Cancel

a. At this step, you can either select a network that appears in the list, or manually

enter the name of a network that is present at the customer’s facility. This step
will be useful for machines sold through a Zamboni Authorized Distributor to a
facility that does not have WiFi installed, but is planning to install it with a planned
SSID and Password. Pre-programming the WiFi network information allows the
machine to automatically connect to the customer’s WiFi network either when the
machine arrives at the customer’s facility, or when the customer gets a WiFi
network installed after the machine arrives at the facility.

17. Select the network to which you want to connect your WiFi adapter, or enter the network

SSID into the field below the list, and Click “Continue”.
18. Select the security protocol for the network from the drop down menu:

Wireless Vehicle Bus Adapter

‘ﬁ, Device Configuration and Management
o))

Wireless Network Configuration Wizard

Select Security Mode and enter associated parameters:

Security Mode:

Click "Finish" to continug

WPA/WPA2 Personal
Finish || Cancel WPA/WPA2 Enterprise

19.1f you select a security protocol other than Open, another 2 boxes will appear where you
will need to enter the password for the protected WiFi network to which you are trying to
connect the module. If the network is password protected, enter the network password
in both of the boxes that appeared.
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a. After entering the password, click “Continue”.

‘ﬁ, Device Configuration and Management
o[)

Wireless Vehicle Bus Adapter

Wireless Network Configuration Wizard

Select Security Mode and enter associated parameters:

Security Mode: | WPAWPA2 Personal
WPA Shared Key: l
Confirm Key: \

Click "Finish" to continue or "Cancel" to end the wizard and return to the Wireless Network Configuration page.

Finish || Cancel

b. If the network is an “Open” network, Click “Finish”
20.The next screen will state that the WiFi module is saving the settings.

21.The WiFi adapter will reboot itself after saving the WiFi settings. The reboot process
takes approximately 1 minute.

22.1f you are disconnected from the WiFi adapter, reconnect to its WiFi network, and use
the admin login credentials to log back into it.

23.0nce you are logged back into the opening page, and if you have successfully
connected to the WiFi network of interest, the opening page will show a green
rectangle, and all of the diagnostic checks will appear with check marks, as shown here:
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[) Device Configuration an X e

€ C' | A Notsecure | https;//192.168.100.1 o Y| i

‘@I Device Configuration and Management
oN

Wireless Vehicle Bus Adapter

Current System Status

Home Device Information
onfiguration
" rk

Model:  Wireless Vehicle Bus Adapter
Product ID:  0x801a
Firmware Version:  3.2.25.9 wva release gw-3.2.25.9 01/06/2017 15:22:16 CST
Device ID:  00000000-00000000-0004f3ff-ff07fc35

Host Name:  wva
Date and Time: ~ Wed Feb 28 23:41:42 UTC 2018
Up Time: 31 minutes 6 seconds

Wi-Fi MAC Address:  00:04:f3:07:fc:35
Wi-Fi IP Address:  10.0.1.118
Wi-Fi SSID:  Sparky
Wi-Fi AP MAC Address:  02:04:f3:07:7¢:35
Wi-Fi AP IP Address: ~ 192.168.100.1
DNS Servers: 10.0.1.1, 8.8.8.8
Time Servers:  0.time.devicecloud.com, 1.time.devicecloud.com, 0.idigi.pool.ntp.org, 1.idigi.pool.ntp.org

CPU Utilization:  28%
Total Memory: 61452 KB
Used Memory: 40288 KB
Free Memory: 21164 KB

Network Connectivity Status [

Network interface detected.
Connected to local network.

e

H QO Type here to search

Network Connectivity Status []

Network interface detected.

Connected to local network.

IP address assigned.

Prepared to contact Device Cloud server.
Contacted Device Cloud server.

SUREULCC R

Ready for Device Cloud communication.
b.
24.1f you see checks next to the 6 items shown above, then you are done!

Congratulations!
25.1f you reach this step, and there are check marks next to “Network interface detected”,

“Connected to local network”, “IP address assigned”, but no check marks next to the
bottom 3 items, then a firewall security protocol is likely blocking the WiFi adapter from
contacting the Zamboni Connect Cloud servers. If you encounter this situation, contact
the IT representative for the facility, and have security exceptions created for the
following MAC address and server details:

a. MAC address: (MAC address of WiFi module)

b. Server URL Address: my.devicecloud.com

c. TCP/ Server Port: 3199



