How can you detect missing features in an Al model utilized for AML?

Detecting missing features in an Al model utilized for Anti-Money Laundering (AML) involves
assessing the model's performance and identifying areas where it is failing to accurately classify
transactions or identify suspicious activity. Here are some ways to detect missing features in an Al
model:

1. Conduct regular model assessments: It's important to assess the performance of an Al model
on a regular basis to identify any areas where it may be underperforming or missing key
features. This can involve comparing the model's outputs to known instances of money
laundering or reviewing false positives or false negatives to identify patterns.

2. Analyze model inputs: Analyzing the inputs to the Al model can help identify missing
features. For example, if the model is not accurately identifying transactions that involve
complex ownership structures or shell companies, this may indicate a need for additional
data on ownership structures and company registrations.

3. Monitor model outputs: Monitoring the outputs of the Al model can also help identify
missing features. If the model is consistently failing to flag certain types of transactions or is
producing a high number of false positives, this may indicate a need to update the model to
include additional features.

4. Conduct external testing: External testing by independent auditors or regulatory bodies can
help identify missing features in an Al model. This can involve testing the model on a range
of scenarios and identifying areas where it may be failing to accurately classify transactions or
identify suspicious activity.

5. Engage in ongoing training and education: Keeping up-to-date with the latest trends and
patterns in money laundering can help identify missing features in an Al model. Ongoing
training and education for AML professionals can help them stay on top of emerging risks
and ensure that the Al model is capturing all relevant features.

In summary, detecting missing features in an Al model utilized for AML involves regularly assessing
the model's performance, analyzing inputs and outputs, conducting external testing, and engaging in
ongoing training and education. By identifying missing features and updating the Al model
accordingly, AML professionals can better detect and prevent money laundering activity.

Which market in Canada is most susceptible to money laundering?

Money laundering can occur in any market, but in Canada, certain sectors have been identified as
being at higher risk for money laundering due to their characteristics or vulnerabilities. These sectors
include:

1. Real estate: The real estate market in Canada has been identified as being at high risk for
money laundering, particularly in cities with high property values such as Vancouver and
Toronto. Criminals may use the real estate market to purchase properties with illicit funds,
which can be difficult to trace due to the use of shell companies or offshore accounts.

2. Casinos: Casinos are also considered high-risk due to the large amounts of cash that flow
through them and the potential for anonymity. Criminals may use casinos to "clean" their
illicit funds by exchanging them for chips and then cashing out, creating a paper trail that
appears to be legitimate gambling winnings.



3. Trade-based money laundering: Trade-based money laundering involves the use of
legitimate trade transactions to move illicit funds across borders. Canada's position as a
major trading partner with the US and other countries makes it vulnerable to this type of
money laundering activity, particularly in sectors such as the oil and gas industry.

4. Cryptocurrency: The rise of cryptocurrencies has created new opportunities for money
laundering, as criminals can use digital currencies to move funds across borders and avoid
traditional financial institutions. The lack of regulatory oversight and the anonymity
associated with cryptocurrencies make them particularly susceptible to money laundering.

It's important to note that these sectors are not the only ones that are vulnerable to money
laundering in Canada. The country has implemented a number of measures to combat money
laundering, including the Proceeds of Crime (Money Laundering) and Terrorist Financing Act
(PCMLTFA), which requires financial institutions and other regulated entities to implement AML
measures. However, ongoing vigilance and continued efforts to identify and mitigate the risks of
money laundering are necessary to effectively combat this type of financial crime.

Why is Seychelles risky for money laundering?

Seychelles has been identified as a potentially risky jurisdiction for money laundering due to a variety
of factors, including its location, lax regulatory environment, and lack of resources to enforce anti-
money laundering (AML) laws.

As a small island nation in the Indian Ocean, Seychelles has a strategic location for trade and finance,
which can make it an attractive location for money laundering activities. Additionally, the Seychelles
has been identified as a jurisdiction of concern by international organizations, including the Financial
Action Task Force (FATF), due to its perceived vulnerabilities to money laundering and terrorist
financing.

Seychelles has also been criticized for having a relatively permissive regulatory environment for
financial services, including for cryptocurrencies. This could make it easier for individuals or
businesses to set up and operate a cryptocurrency exchange or other financial service without
adequate oversight and regulation.

Finally, Seychelles is a small country with limited resources to enforce AML laws and regulations. This
can make it difficult for authorities to effectively monitor and investigate potential cases of money
laundering or other financial crimes.

It's important to note that not all businesses or financial services operating in Seychelles are engaged
in illegal activities, and the country has taken steps to strengthen its AML laws and regulations in
recent years. However, the combination of factors mentioned above has led to concerns about the
potential for money laundering activities in Seychelles.

Which countries do not require KYC for crypto-currency exchanges?



It's important to note that the regulatory environment for cryptocurrencies is constantly evolving,
and it can be difficult to provide an up-to-date and comprehensive list of countries that do not
require KYC (know-your-customer) for cryptocurrency exchanges. However, there have been reports
of some countries having more permissive regulatory environments for cryptocurrencies, including in
terms of KYC requirements.

Some countries that have been identified as having more permissive regulatory environments for
cryptocurrencies and potentially lax KYC requirements for cryptocurrency exchanges include the
following:

e The Seychelles: As | mentioned earlier, the Seychelles has been identified as a potentially
risky jurisdiction for money laundering due to a variety of factors, including its relatively
permissive regulatory environment for financial services.

e Belize: Belize has been identified as another potentially risky jurisdiction for money
laundering, and there have been reports of cryptocurrency exchanges operating in the
country without adequate KYC or AML controls.

e Vanuatu: This small island nation in the Pacific has also been identified as a potential location
for unregulated cryptocurrency exchanges with lax KYC requirements.

It's important to note that the lack of KYC requirements in these countries may not be absolute, and
some exchanges or other cryptocurrency businesses operating in these jurisdictions may still

implement KYC and AML controls voluntarily or as part of an effort to meet international regulatory
standards. Additionally, the regulatory environment for cryptocurrencies is constantly evolving, and
countries may implement or strengthen regulations for cryptocurrency exchanges in the future.

Which sub-graph features are most useful for detection of money laundering networks?
The identification of useful sub-graph features for detecting money laundering networks depends on
a variety of factors, including the particular type of network and the data sources available. However,
there are some sub-graph features that have been identified as potentially useful for this purpose:

1. Centrality measures: Centrality measures, such as betweenness or eigenvector centrality, can
be used to identify nodes that are highly connected or influential within the network. These
nodes may be of particular interest for AML investigations, as they may be associated with
key money laundering activities or actors.

2. Clustering coefficients: Clustering coefficients measure the degree to which nodes in a
network tend to be connected to each other. High clustering coefficients can indicate the
presence of tightly-knit groups within the network, which may be indicative of money
laundering activity.

3. Degree distribution: The degree distribution of a network measures the frequency with which
nodes have a certain number of connections. If the degree distribution follows a power-law
distribution, with a few highly connected nodes and many poorly connected nodes, this may
be indicative of a scale-free network, which may be more susceptible to money laundering
activity.

4. Community detection: Community detection algorithms can be used to identify groups of
nodes that are more densely connected to each other than to the rest of the network. These
groups may be associated with particular types of money laundering activity or actors.



5. Flow analysis: Flow analysis techniques can be used to trace the flow of funds or assets
through the network, which may help to identify the sources and destinations of money
laundering activity.

It's important to note that the usefulness of these sub-graph features will depend on the specific
characteristics of the network being analyzed, as well as the quality and completeness of the data
sources available. Additionally, the use of network analysis techniques for AML investigations may be
subject to legal and regulatory requirements, such as those related to data privacy and security.

Should KYC, Sanctions Screening and Transaction Monitoring departments merge?

While there may be some benefits to merging KYC (Know Your Customer), sanctions screening, and
transaction monitoring departments within a financial institution, there are also several important
reasons why they are typically kept separate.

KYC involves verifying the identities of customers and assessing their potential risk for money
laundering or terrorist financing activities. Sanctions screening involves identifying individuals or
organizations that are subject to economic sanctions or other legal restrictions, while transaction
monitoring involves identifying suspicious transactions or patterns of activity that may be indicative
of financial crime.

Each of these functions requires specialized knowledge and expertise, and involves different types of
data and analysis. By keeping these departments separate, financial institutions can ensure that each
function is carried out effectively and efficiently, with a dedicated team of professionals who are
focused on the specific requirements of that area.

Additionally, separating these functions can help to ensure a more robust and effective AML (Anti-
Money Laundering) program overall. By having distinct teams responsible for different aspects of
AML compliance, financial institutions can ensure that each area receives appropriate attention and
resources, and that potential issues are identified and addressed as quickly and efficiently as
possible.

In short, while there may be some potential benefits to merging KYC, sanctions screening, and
transaction monitoring departments, there are also important reasons why they are typically kept
separate. Financial institutions should carefully consider their specific needs and requirements when
developing their AML compliance programs, and ensure that they have dedicated teams with the
expertise and resources necessary to carry out each function effectively.

What is the best novel approach to a bank's compliance department?
There are several novel approaches that a bank's compliance department can take to enhance their
compliance program. Here are a few examples:

1. Implementing artificial intelligence and machine learning: One novel approach is to
implement Al and machine learning technology to improve the effectiveness and efficiency
of compliance processes. This includes using Al to screen customers and transactions for



potential financial crime, as well as using machine learning algorithms to identify patterns
and trends in data that may indicate suspicious activity.

2. Collaboration and information sharing: Another novel approach is to collaborate and share
information with other banks and law enforcement agencies to better identify and prevent
financial crime. This may involve sharing information about potential threats, as well as
collaborating on investigations and enforcement actions.

3. Focus on culture and conduct: A novel approach to compliance is to focus on the culture and
conduct of employees to prevent financial crime. This includes promoting a culture of
compliance and ethics, and providing ongoing training and education to employees to
ensure they understand their compliance responsibilities.

4. Use of blockchain technology: Another novel approach is to leverage blockchain technology
to enhance the security and transparency of financial transactions. This can help to reduce
the risk of fraud and financial crime, as well as improve the efficiency of compliance
processes.

5. Integrated compliance approach: A novel approach is to integrate compliance into the
overall business strategy of the bank. This means that compliance considerations are taken
into account at every stage of the business process, from product development to customer
onboarding and beyond.

Overall, the best approach for a bank's compliance department will depend on the specific needs
and risks of the institution, as well as the regulatory environment in which they operate. A
comprehensive risk assessment and strategic planning process can help identify the most effective
and innovative approaches to compliance.

How can scenario and machine learning based systems co-operate best for AML?
Scenario-based systems and machine learning-based systems can work together effectively to
enhance AML efforts. Here are some ways that these two systems can cooperate:

1. Scenario-based systems can provide data for machine learning models: Scenario-based
systems can provide labeled data to machine learning models, which can help the models
learn from real-world examples of money laundering activities. This labeled data can be used
to train machine learning models to detect similar patterns and activities in the future.

2. Machine learning models can enhance scenario-based systems: Machine learning models can
help to identify patterns and anomalies that may not be identified by traditional rule-based
scenario systems. Machine learning models can also help to identify new scenarios that may
not have been previously identified, based on changes in customer behavior, industry trends,
or other factors.

3. Scenario-based systems can provide context for machine learning models: Scenario-based
systems can help to provide context for machine learning models, by identifying the types of
transactions and behaviors that are typically associated with money laundering. This can help
machine learning models to better understand the meaning and significance of different
types of data.



4. Machine learning models can help to reduce false positives: Machine learning models can
help to reduce false positives in scenario-based systems, by learning to distinguish between
legitimate and suspicious transactions more accurately. This can help to reduce the burden
on compliance teams, who may be required to review large volumes of false positives.

By combining scenario-based systems and machine learning-based systems, financial institutions can
improve their AML efforts and reduce the risk of money laundering activities. It is important to note
that both systems should be regularly reviewed and updated to ensure that they remain effective, as
money laundering activities and the regulatory landscape continue to evolve.

How will the compliance departments of banks look like 10 years from now?
Predicting the future is always challenging, but here are some potential ways that the compliance
departments of banks may evolve over the next 10 years:

1. Greater use of automation: Banks are likely to continue to invest in automation and
technology to streamline compliance processes and improve efficiency. This could include
the increased use of machine learning and artificial intelligence, robotic process automation,
and other digital tools to enhance compliance monitoring and reporting.

2. Greater focus on risk management: As regulatory requirements continue to evolve, banks
may shift their focus towards risk management rather than simply regulatory compliance.
This could involve more sophisticated risk modeling, scenario planning, and other strategies
to proactively identify and manage risks.

3. Greater collaboration with regulators: Banks may increasingly collaborate with regulators and
other industry stakeholders to develop best practices and standards for compliance, and to
promote greater transparency and accountability in the financial system.

4. Increased specialization: As compliance requirements become more complex and specialized,
banks may increasingly rely on dedicated compliance professionals with deep expertise in
specific areas, such as AML, sanctions, or data privacy.

5. Greater focus on culture and ethics: Banks may place greater emphasis on creating a strong
culture of compliance and ethics, in order to foster a commitment to compliance and risk
management at all levels of the organization.

Overall, the compliance departments of banks are likely to continue to evolve in response to
changing regulatory requirements and technological advances. While the specific nature of these
changes is difficult to predict, banks that remain proactive and flexible in their approach to
compliance are likely to be better positioned to adapt to these changes and maintain a strong
culture of compliance over the long term.

What are the money laundering risks in virtual and augmented reality?
Virtual and augmented reality technologies have the potential to introduce new money laundering
risks due to their unique characteristics. Here are some examples of potential risks:



1. Virtual marketplaces: Virtual reality environments could be used to create virtual
marketplaces where illicit goods and services can be bought and sold without leaving a
digital trail. These marketplaces could operate using cryptocurrencies or other forms of
digital payments that are difficult to trace.

2. Money laundering through gaming: Some online games and virtual reality experiences allow
players to earn and exchange virtual currency, which can be used to launder money. For
example, a player could use stolen credit card information to purchase virtual currency and
then sell it for real money.

3. Anonymity and pseudonymity: Virtual and augmented reality environments can provide a
high degree of anonymity and pseudonymity, making it difficult to identify the parties
involved in transactions. This anonymity can be exploited by criminals to hide the source and
destination of funds.

4. Layering and integration: Criminals can use virtual and augmented reality technologies to
layer their transactions and integrate them with legitimate ones, making it more difficult for
law enforcement and financial institutions to detect and investigate suspicious activity.

5. Money laundering through in-app purchases: In-app purchases are common in mobile
games and other virtual reality experiences, and criminals could use these purchases to
launder money through fake accounts.

These risks are relatively new, and regulators and financial institutions are still developing ways to
mitigate them. As virtual and augmented reality technologies become more mainstream, it will be
important to continue to monitor and adapt to the evolving risks of money laundering.

How do you manipulate the value of art work using crypto-currencies?

Manipulating the value of artwork using cryptocurrencies can involve a process known as "pump and
dump" in which an individual or group artificially inflates the value of an artwork by buying it for a
low price and then promoting it through social media and other channels to attract buyers who are
willing to pay a much higher price. Once the price has reached a certain level, the manipulators sell
their shares, causing the price to crash and leaving the buyers with worthless or overvalued art.

Cryptocurrencies can be used to facilitate this process by allowing anonymous or pseudonymous
transactions that are difficult to trace or regulate. The use of cryptocurrencies can also make it easier
to transfer funds across borders without the need for traditional financial institutions, which can
make it more difficult for law enforcement to detect and investigate these schemes.

It is worth noting that this practice is illegal and unethical, and those caught engaging in it can face
significant legal and financial consequences. Additionally, the art market is highly regulated, and
most reputable dealers and auction houses have established procedures to prevent fraudulent
activities.

How do you manipulate the value of art work using crypto-currencies for money laundering?



Using cryptocurrencies to manipulate the value of artwork can be part of a broader strategy for
money laundering. Here's an example of how it could work:

1. A money launderer purchases artwork using cryptocurrency. They may use an offshore
account or a shell company to hide their identity and the source of the funds.

2. The money launderer then uses social media and other channels to promote the artwork and
artificially inflate its value, as described in the previous answer.

3. Other buyers, potentially including other members of the money laundering network,
purchase shares in the artwork at the inflated price.

4. The money launderer can then sell their shares in the artwork, receiving a large amount of
clean cryptocurrency in return. The other buyers are left with overvalued or worthless
artwork.

5. The launderer can then convert the cryptocurrency back into fiat currency or use it to
purchase other assets, effectively laundering the money they originally used to purchase the
artwork.

This strategy can be difficult to detect and investigate, as cryptocurrency transactions are anonymous
or pseudonymous and can be difficult to trace. Additionally, the art market is often subject to less
regulation and oversight than other financial markets, making it an attractive target for money
launderers. However, regulatory agencies and law enforcement are increasingly focusing on
detecting and preventing money laundering in the art market, and it is important for art dealers and
other industry professionals to be aware of the risks and take appropriate steps to comply with
regulations and prevent fraudulent activities.

Build an AML scenario for transaction behaviour anomaly detection with thresholds and parameters
Sure, here's an example of an AML scenario for transaction behavior anomaly detection with
thresholds and parameters:

Scenario: Suspicious Outgoing Wire Transfer
Thresholds/Parameters:

e Amount: Greater than $100,000

e Frequency: 1 per week

e Destination country: High-risk jurisdiction
Description:
The scenario monitors for outgoing wire transfers that exceed $100,000 in amount and are sent to a
high-risk jurisdiction. The scenario also includes a frequency threshold of one per week. If any wire
transfer meets these criteria, it will be flagged as suspicious and require further investigation by the

bank's AML team.

In addition to the above, the following rules can be applied for further analysis:



e Check whether the destination account has previously received any high-value or frequent
transactions.

e Check whether the originating account has previously initiated any high-value or frequent
transactions.

e Check whether the transaction is being initiated from an unusual geographic location or IP
address.

e Check whether the transaction is being initiated during unusual hours or days.

These additional rules can help identify and mitigate false positives while also detecting and
preventing potentially illicit activity.

Build two AML scenarios for transaction behaviour anomaly detection with thresholds and
CEIEINEES

Sure, here are two AML scenarios for transaction behavior anomaly detection with thresholds and
parameters:

Scenario 1: Transaction Type: Wire Transfer Transaction Amount: > $100,000 Transaction Destination:
High-Risk Country Thresholds:

e If a customer sends a wire transfer to a high-risk country for an amount greater than
$100,000, flag the transaction.

e If a customer sends multiple wire transfers to the same high-risk country within a short time
frame (e.g. 24 hours) for a total amount greater than $100,000, flag the transactions as
suspicious.

e If a customer sends a wire transfer to a high-risk country using an intermediary bank located
in a different country, flag the transaction.

Parameters:

e High-risk countries: determined based on the FATF list of high-risk jurisdictions.
e Short time frame: determined by the bank's risk appetite and internal policies.
e Intermediary banks: determined based on the bank's list of known high-risk banks.

Scenario 2: Transaction Type: Cash Withdrawal Transaction Amount: > $10,000 Transaction Channel:
ATM Thresholds:

e If a customer withdraws cash from an ATM for an amount greater than $10,000, flag the
transaction as suspicious.

e If a customer withdraws cash from multiple ATMs within a short time frame (e.g. 24 hours) for
a total amount greater than $10,000, flag the transactions as suspicious.

e If a customer withdraws cash from an ATM located in a high-crime area or a country with a
high level of corruption, flag the transaction as suspicious.

Parameters:



Short time frame: determined by the bank's risk appetite and internal policies.

High-crime areas: determined based on internal data or publicly available information.
Countries with high levels of corruption: determined based on external sources such as
Transparency International's Corruption Perceptions Index.

Build 10 AML scenario for transaction behaviour anomaly detection with thresholds and parameters
Sure, here are ten examples of AML scenarios for transaction behavior anomaly detection:

10.

Large transaction amount for a customer who typically makes small transactions. Set a
threshold for the maximum transaction amount for that customer based on their transaction
history.

High frequency of transactions in a short period of time for a customer who typically has low
transaction activity. Set a threshold for the maximum number of transactions per day for that
customer based on their transaction history.

Unusual transaction time or location for a customer. For example, a customer who usually
makes transactions during regular business hours suddenly makes transactions in the middle
of the night. Set a threshold for the expected transaction time and location based on the
customer's transaction history.

Transactions to or from high-risk countries or individuals. Set a threshold for the maximum
transaction amount or frequency for these types of transactions.

Transactions involving multiple accounts or customers that are not normally linked. Set a
threshold for the maximum number of linked accounts or customers based on transaction
history.

Large, unusual, or unexplained fluctuations in transaction volume or frequency for a
customer or account. Set a threshold for the expected transaction volume or frequency
based on transaction history.

Transactions involving unusual or unexpected goods or services. For example, a customer
who usually makes transactions for household goods suddenly makes a large purchase for a
high-value item such as jewelry or a luxury vehicle. Set a threshold for the expected
transaction value and type based on transaction history.

Transactions involving known shell companies or entities associated with high-risk
individuals. Set a threshold for the maximum transaction amount or frequency for these
types of transactions.

Transactions involving unusual payment methods or channels. For example, a customer who
typically makes bank transfers suddenly starts using a digital currency wallet to make
transactions. Set a threshold for the expected payment methods and channels based on
transaction history.

Transactions involving unusual or unexpected counterparties. For example, a customer who
typically makes transactions with local businesses suddenly starts making transactions with
companies or individuals located in high-risk countries. Set a threshold for the expected
counterparties based on transaction history.

Build 3 AML scenario for transaction behaviour anomaly detection with thresholds and parameters



Sure, here are three AML scenarios for transaction behavior anomaly detection with thresholds and
parameters:

1. Scenario: Unusual transaction amount and frequency

e Thresholds: If a customer's transaction amount is 2 standard deviations above their average
transaction amount AND their frequency of transactions is 3 standard deviations above their
average transaction frequency, generate an alert.

e Parameters: Customer's historical transaction data, current transaction data

2. Scenario: Geographical inconsistency

e Thresholds: If a customer's transaction location is inconsistent with their usual geographical
locations AND the transaction amount is greater than $10,000, generate an alert.

e Parameters: Customer's historical transaction data, current transaction data, geographical
data

3. Scenario: Suspicious transaction patterns

e Thresholds: If a customer's transaction amount and frequency deviates significantly from
their historical transaction patterns AND the transactions involve high-risk countries,
generate an alert.

o Parameters: Customer's historical transaction data, current transaction data, risk country list

Build 2 AML scenario for transaction behaviour anomaly detection with thresholds and parameters
Sure, here are two sample AML scenarios for transaction behavior anomaly detection with thresholds
and parameters:

1. Scenario: Large Outgoing Transactions Threshold: Transactions with a value greater than
$50,000 Parameters: Time frame (e.g., daily, weekly, monthly), type of transaction (e.g., wire
transfer, ACH, online transfer)

Description: This scenario looks for large outgoing transactions that are above the established
threshold. If a customer consistently makes large outgoing transactions, it may indicate a higher risk
of money laundering. This scenario can be further refined by specifying the time frame and type of
transaction.

2. Scenario: Unusual Incoming Transactions Threshold: Transactions with a value greater than
$10,000 from an unknown source Parameters: Time frame (e.g., daily, weekly, monthly),
source of the transaction (e.g., country, financial institution)

Description: This scenario detects incoming transactions with a value above the threshold from an
unknown source. For example, if a customer receives a large amount of money from a foreign
country or a financial institution that is not part of their usual transactions, it may indicate money
laundering. The scenario can be adjusted by setting the threshold and the parameters for the source
of the transaction and the time frame.

Build 2 AML scenarios for transaction behaviour anomaly detection with thresholds and parameters



Sure, here are two examples of AML scenarios for transaction behavior anomaly detection with
thresholds and parameters:

1. Scenario: Unusually High Frequency of Transactions Threshold: If an account has conducted
more than 50 transactions in a day, flag the account for further investigation. Parameters: The
threshold for this scenario can be adjusted based on the typical transaction behavior for a
given account. For example, if an account typically conducts less than 10 transactions per
day, a threshold of 50 would be highly unusual.

2. Scenario: Outliers in Transaction Amounts Threshold: If a transaction amount is more than 10
standard deviations away from the mean transaction amount for a given account, flag the
transaction for further investigation. Parameters: The threshold for this scenario can be
adjusted based on the typical transaction behavior for a given account. For example, if an
account typically conducts transactions within a narrow range of amounts, a lower threshold
may be appropriate. Additionally, the number of standard deviations can be adjusted based
on the desired level of sensitivity for the model.



