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Contact

Customer Support
+1 480 651 9999
help@registry.godaddy
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Purpose

This document provides an overview of the RDAP implementation for anonymous and
authenticated users.

Audience

Public.
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1 Introduction

RDAP (Registry Data Access Protocol) is an application that allows users to query for Registry
data (domains, contacts, hosts and Registrars) over HTTPS where responses are provide in
JSON. RDAP is an API and is intended for machine to machine interaction, as such there is no
web-based interface available to submit RDAP requests.

Like WHOIS, most Registries will have an RDAP service on the hostname rdap.nic.[TLD], where
[TLD] represents the applicable Registry’s TLD. If you find that there is no response on a
Registry’s assumed RDAP host, it may be that the Registry Operator has not implemented an
RDAP service at this time.

RDAP is publicly accessible; while anyone may submit a query, some data may be redacted
depending on the user access type.

1.1 Access Type

There are two access types:

Ll Anonymous: anyone on the open internet may query a Registry’s RDAP service
however responses will be redacted and some queries will be restricted, for
example domain queries may not contain contact details.

= Authenticated: users may apply for authenticated access, allowing them to receive
un-redacted responses and access to other queries. Authenticated users will be
provided with a username, password and a Registry-signed SSL certificate which
must be provided on each request for authentication.

Note: The Registry provided SSL certificate is a closed certificate therefore please ensure that
you add the Registry CA into your trust store to ensure your system allows the use of the
certificate.

Certificates will be valid for only 12 months from the day of issue, please ensure you
monitor your certificate’s expiry date.

You should ensure that you request a new certificate from us at least seven (7) days prior
to the expiry of your existing certificate.

1.2 Request Header

For all requests, please ensure that in the request header the following KEY and VALUE are
defined:
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application/json

Content-Type

If you have authenticated access, please ensure that the authorization type used is Basic Auth
and is included in your request header.

1.3 Summary of User Type Query Access

The querying format for RDAP is {Service Host}/{Query} where {Service Host} is the hostname
of the Registry’s RDAP service and {Query} is the query that you want to submit. For example,
below is a domain query for my.biz against the .biz RDAP service

" rdap.nic.biz/domain/my.biz

Note: Queries are CASE SENSITIVE, please ensure that the case of queries are correct as listed

below.

domain/XXXX Yes
domains?name=XXXX No
domains?nsLdhName=XXXX No
domains?nsip=XXXX No
nameservers?name=XXXX No
nameservers?ip=XXXX No
entity/XXXX Yes
entities?handle=XXXX No
entities?fn=XXXX No
help Yes
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2 Help

The HELP query, provides a list of all the supported queries and their querying format.
] URL: https://{service host}/help
. Method: GET

Response:
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3 Queries

Below is a list and example of RDAP queries, please note the following:
. XXXX represents/is a placeholder for user input.
" Wildcard characters are not supported, for instance the use of * is forbidden.
. Results of queries where a list of items are provided is limited to 20.

" HTTPS requests method must be GET in order to get the responses below.

Response - anonymous response for queries that are disallowed

Note in the example the “notice” object is TRUNCTATED for clarity of display.
{
"rdapConformance": [
"rdap level 0",
"icann rdap response profile 0",
"icann rdap technical implementation guide"
1,
"notices": [
[TRUNCATED]
1,
"lang": "en",
"errorCode": 403,
"title": "Forbidden",
"description": [

"Not authenticated"

Response - authenticated response, use of wild card character
{
"rdapConformance": [
"rdap level 0",
"icann rdap response profile 0",

"icann rdap technical implementation guide"
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"notices": [
[TRUNCATED]

1,

"lang": "en",
"errorCode": 400,
"title": "Bad request",
"description": [

"Invalid input"

3.1 Domain

Query

domain/XXXX
domains?name=XXXX
domains?nsLdhName=XXXX

domains?nslp=XXXX

3.1.1 domain/XXXX

Description
Search for a specific domain.
Search domains that matches domain provided.

Search for domains which are delegated to the provided name server - note:
host name must be provided in LDH form (only letters, digits and hyphens).
Search for domains which are delegated to name servers which has the IP
address defined. Note: this does not perform a delegation lookup on the internet,
this is only in context to the data recorded in the Registry.

Response - domain does not exist

Note in the example the “notice” object is TRUNCTATED for clarity of display.

{
"rdapConformance":

"rdap level 0",

"icann rdap response profile 0",

"icann rdap technical implementation guide"

1,

"notices": [
[TRUNCATED]

1,

"lang": "en",
"errorCode": 404,
"title": "Not found",
"description": [
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Response - anonymous response
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Response - authenticated response
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3.1.2 domains?nslp=XXXX

Response - authenticated response
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"title":"RDDS Inaccuracy Complaint Form",
"description": [

"URL of the ICANN RDDS Inaccuracy Complaint Form:
https://www.icann.org/wicf"

1,
"links": [
{
"rel":"alternate",
"value":"https://www.icann.org/wicf",
"href":"https://www.icann.org/wicf",

"type":"text/html"

3.2 Contact

For Authenticated users, contact responses will be redacted; as contact data is provided in full
in a domain response, individual contact queries are redundant.

Query Description

entity/XXXX Search for a contact with the provided ROID/handle
entities?handle=XXXX Search for contacts that match the provided ROID/handle
entities?fn=XXXX Search for contacts that contains the provided "FN" (Full Name)

3.2.1  entity/XXXX

Response - contact does not exist
{
"rdapConformance": [
"rdap level 0",
"icann rdap response profile 0",
"icann rdap_ technical implementation guide"
1,
"notices": [
[TRUNCATED]

i
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Response - anonymous response
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Response - authenticated response
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3.2.2 entities?handle=XXXX

Response - no match

Response - authenticated response
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3.2.3 entities?fn=XXXX

Response - no match

Public - GoDaddy Registry © 2022 Page 47



RDAP User Guide

Response - authenticated response
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3.3 Name Server

%

nameservers?name=XXXX Search for hosts that match the hostname provided
nameservers?ip=XXXX Search for hosts that contains the IP address provided

3.3.1 nameservers?name=XXXX

Response - host does not exist
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3.3.2 nameservers?ip=XXXX

Response - no match
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Response - host exists
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3.4 Registrar

entities?fn=XXXX Search for a Registrar with the Full Name provided
entity/XXXX Search for a Registrar with the IANA ID provided

3.4.1 entities?fn=XXXX

Response - Registrar does not exist

Response - anonymous and authenticated response
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3.4.2  entity/XXXX

Response - Registrar does not exist

Response - anonymous and authenticated response
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Definitions

We, us and our means any or all of Registry Services, LLC ("GoDaddy Registry"), its subsidiary entities and their
respective officers, employees, contractors or sub-contractors.

Disclaimer

This document has been produced by us and is only for the information of the particular person to whom it is provided
(the Recipient). This document is subject to copyright and may contain privileged and/or confidential information. As
such, this document (or any part of it) may not be reproduced, distributed or published without our prior written
consent.

This document has been prepared and presented in good faith based on our own information and sources which are
believed to be reliable. We assume no responsibility for the accuracy, reliability or completeness of the information
contained in this document (except to the extent that liability under statute cannot be excluded).

To the extent that we may be liable, liability is limited at our option to replacing, repairing or supplying equivalent
goods or paying the cost of replacing, repairing or acquiring equivalent, or, in the case of services, re-supplying or
paying the cost of having such re-supplied.

Confidentiality Notice

This document contains commercially sensitive information and information that is confidential to us. This document is
intended solely for the named recipient, and its authorised employees, and legal, financial and accounting
representatives (collectively, Authorised Recipients).

The recipients of this document must keep confidential all of the information disclosed in this document, and may only
use the information for the purpose specified by us for its use. Under no circumstance may this document (or any part
of this document) be disclosed, copied or reproduced to any person, other than the Authorised Recipients, without our
prior written consent.

Trademarks Notice

Any of our names, trademarks, service marks, logos, and icons appearing in this document may not be used in any
manner by recipients of this document without our prior written consent. All rights conferred under law are reserved.

All other trademarks contained within this document remain the property of their respective owners, and are used only
to directly describe the products being provided by them or on their behalf. Their use in no way indicates any
relationship between us and the owners of those other trademarks.
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