e R
GgG@:Gooocﬁééo‘}cﬁqcﬁé:l’”‘

(Countering the Financing of Proliferation)

| e

(09§§e3208)
goB0ogslogoresze):
J&/Ro-Q-Jo ) 200006 ee0:66:5:8:508

IL L

6/5/2023



6/5/2023

QD&

.« goocSioosi elop (B) Bocondsadqpi w03t 3ea0oEa0n) §pSic0é:s

T

Proliferation of WMD
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(Footnote 7 of FATF’s Guidance on Proliferation Financing Risk Assessment and
Mitigation)

Financing of Proliferation
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(Footnote 7 of FATF’s Guidance on Proliferation Financing Risk Assessment and
Mitigation)




Dual-Use Goods (§8jjzo3:0gpSqp:)

* Dual-use goods are items that have both commercial and military or
proliferation applications. This can include goods that are components of a
weapon, or those that would be used in the manufacture of a weapon (e.g.
certain machine tools that are used for repairing automobiles can also be
used to manufacture certain component parts of missiles).
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(Paragraph 25 of FATF’s Proliferation Financing Report, 2008)

Nuclear Chemical Biological Missile and delivery
Centrifuges Scrubbers : Bacterial strains Accelerometers
High-speed cameras Mixing vessels Fermenters Aluminium alloys
Composites Centrifuges Filters Aluminium powders
Maraging steel Elevators Mills Gyroscopes
Mass spectrometers Condensers Presses Isostatic presses
Pulse generators Connectors Pumps Composites
X-ray flash apparatus Coolers Spray dryers Maraging steel
Pressure gauges Precursors Tanks Homing devices
Ignition Pumps Growth media Oxidants
Vacuum pumps Reactors Machine tools

Heat exchanges
Source: “Proliferation of weapons of mass destruction”, Report from the Swedish Security Service.
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Non-State-Actor
RES/1540 (2004) defines a non-state actor as an “individual or entity,
not acting under the lawful authority of any State in conducting
activities which come within the scope of this resolution.”
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Means of delivery

S/RES/1540 (2004) further defines the following:

Means of delivery: missiles, rockets and other unmanned systems
capable of delivering nuclear, chemical, or biological weapons that
are specially designed for such use.
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Related materials

S/RES/1540 (2004) further defines the following:

Related materials: materials, equipment and technology covered by
relevant multilateral treaties and arrangements, or included on national
control lists, which could be used for the design, development,
production or use of nuclear, chemical and biological weapons and
their means of delivery.
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1. Fund Raising (9§degqreg3c:)
* Domestic budget, networks overseas, criminal activities.
2. Disguising the Funds (q§e§degqpeaenidsagud(gés)
* Transfer the funds into the International Financial System
* Using extensive networks of Business (e.g.. Front Co.,), middle
man, opaque ownership structure, companies/ accounts near a
sanctioned countries, false documentation.

3. Procurement of materials and technology (0gpS:c3§uoogé
$25:0p209p30p[gS2)
* Use this funds to pay for goods, materials, technology and
logistics needed for WMD program.

Fund Raising

e Placement
* Llayering
* Integration

Disguising the
Funds

Procurement

WMD Program
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Financing of Proliferation?

| Front/shell
| companies |

] Oﬂshore companies

™
Companies in neighboring
countries

And ship

i N\
| Accounts controlled _
J by foreign nationals Goods
| Money remittance
Shipping
| mkesh | insurance é*ﬂ
. companies *

Owerseas
commercial
enterprises.

FATF’s Recommendations for Proliferation
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1) R-1 Assessing risks and applying a risk-based approach
2) R-2 National cooperation and coordination
3) R-7 Targeted financial sanctions related to proliferation
4) R-15 New Technologies
5) 10-11 Persons and entities involved in PF are prevented

from raising, moving and using funds, consistent

with the relevant UNSCRs.
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(“risk” refers strictly and only to the potential breach, non-

implementation or evasion of TFS PF)
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COUNTRY/GEOGRAPHIC RISK

CUSTOMER/VENDOR RISK
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VASPs —

* Improve onboarding processes for customers (including BO)
*  Enhanced CDD procedure
* Effective maintenance of customer master data

* Regular controls to ensure effectiveness of procedures for sanctions

screening

* Leveraging the existing compliance programmes (including internal

controls) to identify potential sanctions evasion.

e
GUIDANCE ON PROLIFERATION
FINANCING RISK ASSESSMENT

AND MITIGATION
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- Targeted financia ,
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(Note: Recommendation 7 is focused on TFS.)
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UNSCR 2270
Economic Resources includes-

» Assets of every kind,

* whether tangible or intangible, movable or immovable,

actual or potential,
* which potentially may be used to obtain

* funds, goods, or services, such as vessels (including

maritime vessels)
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Prevention of WMD Proliferation s3&ep
o3[|eq:enoédad:(godqiadqp:

(https://www.un.org/en/sc/1540/resolutions-committee-reports-

= (7) Resolutions

and-SC-briefings/security-council-resolutions.shtml)
@ o3§e002:88me05008[gpSopa0gon&EE(DPRK)-
= (21) Resolutions
(https://www.un.org/securitycouncil/sanctions/1718/resolutions)
< 3Bq§apgoondedangondée (Be)-
= 2231 (2015)

(https://www.un.org/securitycouncil/content/2231/background)
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e
*  Submitted on 6™ April 2005 in accordance with

United Natiane

@ Security Council

(https://www.un.org/en/sc/1540/national-implementation/national-
reports.shtml)

(UNSCRs For D

PRK)
1) 1718 (2006) (Establishment of 1718 Committee and Imposition of an
arms embargo, assets freeze and travel ban)
2) 1874 (2009) (Establishment of Panel Experts and Expands

measures related to arms’ exports and imports to all
arms and related material)

3) 2087 (2013) (Travel Ban and Asset Freezing List)

4) 2094 (2013) (Travel Ban, Asset Freezing, material and luxury good List)
5) 2270 (2016) (Travel Ban, Asset Freezing, vessel and luxury List)

6) 2321 (2016) (Travel Ban, Asset Freezing, material and luxury good List)
7) 2356 (2017) (Travel Ban, Asset Freezing)

8) 2371 (2017) (Travel Ban, Asset Freezing)

9) 2375 (2017) (Travel Ban, Asset Freezing)

10) 2397 (2017) (Travel Ban, Asset Freezing)
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(UNSCRs For DPRK) ‘Q'*!

UNSCRs which extend the mandate of panel experts

1) 1928 (2010), 7) 2345 (2017),

2) 1985 (2011), 8) 2407(2018),

3) 2050 (2012), 9) 2464(2019),

4) 2141 (2014), 10) 2515(2020),

5) 2207(2015), 11) 2569 (2021)i
)

6) 2276 (2016),

https://www.securitycouncilreport.org/un_documents_type/security-council-
resolutions/page/12ctype=DPRK+%28North+Korea%29&cbtype=dprk-north-
korea#038;cbtype=dprk-north-korea
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Vessels List

https://www.un.org/securitycouncil/sites/www.un.org.securitycouncil/files/1
718_designated_vessels_list_final.pdf

(UNSCRs for Iran) e

UNSCR - 2231 (2015)
* with list of persons, entities, banks, vessels and aircrafts
* 23 persons & 61 entities are listed

+ JCPOA orog ao%cql&jeaooéad‘sqoogé 03(738(73 (o%)

®)

ogug??ogﬁ ao<739600533<73[§c°;:| orlgéeo: &
e JCPOA cﬁeﬂoéogézeoooéaogﬁquogé aaorasaé
C
eoz@cz

(https://www.un.org/securitycouncil/content/2231/list)
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(UNSCRs for Iran) —_—

Terminated UNSCRs under UNSCR 2231 {Para: 7(a)}
1) 1696 (2006)
2) 1737 (2006)
3) 1747 (2007)

5) 1835 (2008)

(
(
(

4) 1803 (2008)
(

6) 1929 (2010)
(

7) 2224 (2015)

Iran (UNSCR 2231)
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UNSCR 2231 (2015)

* The List established and maintained pursuant to Security Council res.

2231 (2015)

e https://www.un.org/securitycouncil/content/2231/list
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Sanction Measures

Arms and related materiel embargo (mcﬁ‘?(ﬁ.?éeoﬁogé:méog&?cﬁ
8o50c(ges)

2. Non-proliferation (cp@ag:aa(goieone(03eoe00000d§03qpie(gégriess:)

3. Proliferation networks (WMD (g§gn:602003 03§ 0005 gpiasecl seaar(gés)

4. Interdiction and transportation ([o3osgodedesogla  0x0igd(gc:eé

Besonleqg)

200503
Provision of bunkering services (equodgpo§esonecusgéadEep [Jgo§:q10562)
Assets Freezing (3Ea8&aqp:ads:g)S(gc:)

Disposal of seized items (238:0pS:000:00p50905: gpzas0s coggEcoés(gés)

Travel ban (s§ago:c00603 80508 (g¢E:)

o ® N o w

Financial Measure (oogpoeqadEepaaceoneaoolgodgiadqp:)
10. Specialized teaching and training (s2og:o0&{ogosecpayiéagpiasdosod(gés)

11. Scientific and Technical Cooperation (wg.}.é‘?é:ogog{:eo c:eaooc L03L80508[§° )
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13.

14.
15.

16.
17.
18.
19.
20.

21.

- -c;o s < 4‘(\ ~ Q
. Coal, Minerals and Sectorial Bans (eoqpa38:eo: 6lo520g9| s¢onapaaaasd

[
0508¢
qp2)

Ban on export of condensates and natural gas ban to DPRK (wmoo:ﬂo%cg§§
C (N co o0 ¢ ¢ C

slodegapSorcdagp:ad 8o50E(gé:)

Ban on all refined petroleum products (20§0&(Gseqéopo5mé 30203203 So50&(gE:)

Restriction on the supply, sell, or transfer of crude oil (¢q386:600005061 capEsgjel

N N o N C C

a3e(goEeqpiad m§a0od(gés)
C < co o0 ¢ ¢ C
Seafood Ban (0Cc000@ 03CQE¢P0) OO30C(gC:)
Ban on export of textiles from the DPRK (a200p532c38gp: 02E3ea38050¢(gé:
Ban on DPRK workers abroad ([gpSoeepad DPRK aacpSooeniqp:asn: 3050&(gcs)
Fuel Ban (econ&onad 3o50E(g¢Es)
Other bans: Statues, New Helicopters and Vessels (a3(go:ea008050&egpsi gSorqp:!

Q02050005¢gp: §& 20ebogp2)

On

Luxury goods ban (8850gpS:p:3050¢(g

2)

Under UNSCR-2375

Under UNSCR-2371

Under UNSCR-2321

6/5/2023

29



https://www.un.org/securitycouncil/sanctions/1718/prohibited-items

Case Studies
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ALJATEERA News .. Afghanistan Features Economy Opinion WVid

MNews | Politics

US seizes tanker used to evade North
Korea sanctions

US says 2,734-tonne M/T Courageols was seized in Cambodia after it
transferred more than 21.5m worth of oil to a Worth Korean ship.

ENGLISH | MYANMAR

HEARTBEAT OF THE NATION

MYANMARTIMES

Horme » National News » Myanmar expels North Korea diplomat

Myanmar expels North Korea diplomat

YONHAF | 23 0CT 2017

Myanmar has expelled a North Korean diplomat reportedly belonging to a company subject to UN Security
Council sanctions, according te its sanctions report.

“The Government took necessary action against Mr. Kim Chol Nam, a national of the Democratic People’s
Republic of Korea |[DPRK] working as a Second Secretary at the Embassy of the DPRK,” said the report posted
on the website for the UNSC’s committee on North Korea sanctions.
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NK NEWS NK NEWS ORG PER WEEK. JOIN NOW!

Myanmar shut North Korean restaurant in 2018 due to
sanctions, government confirms

Questions over two countries’ military ties raised in recent UN repert remain unanswered, however

Colin Zwirka July 2, 2019

tmage: File ghoto of the Prongyang Keryo Restaurant in Yangon

A North Korean restaurant in Yangon, Myanmar thought to have closed in 2018 due to international pressure

Hari Dass Kumar Ratna Kumar
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882560002203 Qéaﬁ?,ﬁqu o

m&godgéBep [dgrdiqodep:
1) Security Council Resolution 1718 (2006): paragraph 9

2) Committee Guidelines: Section 11

3) Security Council Resolution 2270 (2016): paragraph 32
(DPRK)

4) Security Council Resolution 2371 (2017): paragraph 26
(DPRK)

5) Security Council Resolution 2231 (2015): paragraph 21
(DPRK)
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1. The basic expenses

2. The extraordinary expenses

3. The subject to judicial, administrative or arbitral lien or

judgment (prior to the date of 14 October 2006)
4. DPRK diplomatic missions
5. 1718 Committee case-by-case determination

6. Financial transactions with the DPRK Foreign Trade Bank or

the Korea National Insurance Corporation
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(Paragraph 9(a) of UNSCR 1718 & Section 11 of eline)
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(Paragraph 9(b) of UNSCR 1718 & Section 11 o ideline)

a) on&ag059Emm 305 3e(gp:{030:0003 cm56033 0>E[GeS|

°

b) 320009&E83:63300501329|096[D20025 (°:°G(95[§ S-
Qs PR IC: %
1) Recipient (name and address)

2) Recipient’s bank information (name and address of bank,

account number)
3) Purpose of payment
4) Amount of installment
5) Number of installments

6) Payment starting date
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(Paragraph 9(b) of UNSCR 1718 & Section 11 of ideline)

b) :390005%8a@:ea@ocﬁcﬂs&;q(ﬁqp:oopéag&ewg[gq§-
7) Bank transfer or direct debit
8) Interests
9) Specific funds being unfrozen

10) Other information

e Expenses in connection with ancillary
necessary to allow the financial institution to repatriate or transfer
its assets within the financial group or from other financial
institutions (e.g., transactions to align currency reserves in order to
repatriate or transfer assets);

+ Where appropriate, allowing a subsidiary to “set off” against a
parent financial group’s frozen assets held by the subsidiary;

+ Expenses in connection with certain foreign exchange
transactions to allow the financial institution to meet its
obligations under prior contracts (e.g., to allow for payment under
prior contracts in the currency called for by the contract at issue);

 The fees of an administrator or auditor.
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(Paragraph 9(c) of UNSCR 1718 & Section 11 of » eline)
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(Paragraph 32 of UNSCR 227
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The Chair of the Committee,
Her Excellency Ms. Mona Juul (Norway),

through the Permanent Mission of Norway to the United Nations

With copies to:
The Secretary of the Committee,
Mr. Davey McNab,

Email address: sc-1718-committee@un.org
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The 2231 List includes the individuals and entities that were specified on the list established and maintained by the Security Council
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Committee established pursuant to resolution 1737 (2006) as of the date of adoption of resolution 2231 (2015) (20 July 2015), with
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In response to resolution 1874 (2009) %), paragraph 24, in 2012 the Committee designated a total of 5 individuals and 11 entities
(8/2009/222 [, 5/2009/364 [ and §/2012/287) n 2087 (2013) 5 and resolution 2094 (2013) [, the Security Council
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