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Introduction
Websites and social media sites can provide information to potential clients on what an organisation offers. A website maintained by the centre can support families to make informed decisions about education and care and find out more about if the centre will suit their requirements. Families are also able to gain contact information or request further information through emails. Social media may be utilised to support enrolled families to communicate and share information. Cyber safety is the safe and responsible use of Information and Communication Technologies (ICT). It involves being respectful of other people online, using good 'netiquette' (internet etiquette), and above all, is about keeping information safe and secure to protect the privacy of individuals. Our Service is committed to create and maintain a safe online environment with support and collaboration from staff, families and community. As a child safe organisation, our Service embeds the National Principles for Child Safe Organisations and continuously address risks to ensure children are safe in physical and online environments. 

Goals – What are we going to do?
· The Centre’s website and social media site(s) are maintained to inform families about the activities and the services provided by the organisation. The Centre respects the privacy of educators, children and families. The service is committed to upholding the highest standards of privacy and confidentiality, ensuring all records are securely maintained and managed in strict accordance with the Australian Privacy Principles.
 contained in the Commonwealth Privacy Act 2014 (See Section 7, Policy 7.4.3 Privacy) and the Education and Care Services National Amended Regulations 2024. The Centre develops guidelines with educators in regard to social media participation connected with their work as early childhood educators.  The privacy and protection of children, families and educators is not compromised by participation on social media sites.
IMPLEMENTATION
Cyber Safety encompasses the protection of users of technologies that access the Internet, and is relevant to devices including computers, iPads and tablet computers, note pin,  mobile and smart phones and any other wireless technology (including personal wearable devices- smart watches). With increasingly sophisticated and affordable communication technologies, there is a candid need for children and young people to be informed of both the benefits and risks of using such technologies.  More importantly, safeguards should be in place to protect young children from accidentally stumbling upon or being exposed to unsuitable material or content.
Our Service has demanding cyber safety practices and education programs in place, which are inclusive of appropriate use agreements for educators and families. Our educational software program provides families with up-to-date information about their child’s development in way of daily reports, observations, photos, portfolios and email communications. 

The cyber safety agreement includes information about the software program’s, the Services’ obligations and responsibilities, and the nature of possible risks associated with internet use, including privacy and bullying breaches. Upon signing the Service’s agreement, families and educators will have access to the educational software program. 

National Quality Framework, Quality Area 2 – Children’s Health and Safety
· 2.2 Safety – Each child is protected
· 2.2.1 Supervision – At all time, reasonable precautions and adequate supervision ensure children are protected from harm and hazard. 
· 2.2.3 Child protection – Management, educators and staff are aware of their roles and responsibilities to identify and respond to every child at risk of abuse or neglect
National Quality Framework, Quality Area 6 – Collaborative partnerships with families and communities.
· 6.1 Supportive relationships with families – Respectful relationships with families are developed and maintained and families are supported in their parenting role.
· 6.1.3 Families are supported – Current information is available to families about the service and relevant community services and resources to support parenting and family wellbeing
National Quality Framework, Quality Area 7 – Governance and Leadership 
National Quality Standard 7.1 Governance – Governance supports the operation of a quality service
· 7.1.2 Management systems – Systems are in place to manage risk and enable the effective management and operation of a quality service
· 7.1.3 Roles and responsibilities – Roles and responsibilities are clearly defined, and understand, and support effective decision-making and operation of the service.
Strategies ‐ How will it be done?
The Nominated Supervisor will:
· Make the Privacy Policy readily available by publishing it available to all parents, displaying it on the noticeboard and ensure that no confidential information can be gained from the website or social media site. Individuals and services are not obliged to give personal information through the website. However, if an individual chooses to provide information to service via email, that information will remain confidential.
· Ensure families are informed upon enrolment how images/photographs of their children will be used on the Internet and/or publications and that permission to do so is by signed agreement. No photos will be used of children will be used on preschools face book page.
· Ensure that information gained via email can only be used by administration staff or management to contact a person, offer or send information about the Centre and to request feedback on the website or from the Centre.
· Ensure that information gained about users from the website will only be used for statistical research for the education and care service to ascertain future development of the website. This information will not be available to any other organisations:
· IP address, the date and time of the visit
· Pages accessed and documents downloaded on this site
· Search terms used
· previous site visited
· network providers name
· Any cookies that the browser has presented to the server
· The browser, operating system and various plugins that were used in visiting the site.

· Ensure that when personal information is transmitted, stored or otherwise handled by a network located outside Australia, that you are reasonably confident that the cloud storage utilised is from a reputable provider who implements adequate security measures to ensure these services are not in breach of any of the APP’s in the Privacy Act
· An APP entity is not taken to have disclosed personal information where a third party intentionally exploits the entity’s security measures and gains unauthorised access to the personal information. Examples include unauthorised access following a cyber-attack or a theft, including where the third party then makes that personal information available to others outside the entity
· [bookmark: _Hlk126154071] that obligations under the Education and Care Services National Law and National Regulations are met
· educators, staff, students, visitors and volunteers have knowledge of and adhere to this policy and associated procedure
· all staff, families and visitors are aware of the Service’s Code of Conduct and Privacy and Confidentiality Policy
·  The service has Anti-virus and internet security systems including firewalls can block access to unsuitable web sites, newsgroups and chat rooms. However, none of these tools are fool proof; they cannot be a substitute for active adult supervision and involvement in a child's use of the internet 
· backups of important and confidential data are made regularly (monthly is recommended)
· backups are stored securely either offline, or online (using a cloud-based service)
· software and devices are updated regularly to avoid any breach of confidential information
· families are referred to the Dealing with Complaints Policy and procedure when raising concerns regarding digital technologies and personal data
· all staff are aware that a breach of this policy may  Result in discipliary  action up to and  including the termination of employment
· notification is made to the Office of the Australian Information Commissioner (OAIC) by using the online Notifiable Data Breach Form in the event of a possible data breach. This could include:
· a device containing personal information about children and/or families is lost or stolen (parent names and phone numbers, dates of birth, allergies, parent phone numbers)	
· a data base with personal information about children and/or families is hacked
· personal information about a child is mistakenly given to the wrong person (portfolios, child developmental report)
· this applies to any possible breach within the Service or if the device is left behind whilst on an excursion.
· a review of practices related to Cyber Safety will be conducted following any breaches of data security as per Data Breach Response Procedure.
· 
· Reasonable steps should be taken to ensure privacy of information online and will include, where relevant, taking steps and implementing strategies in relation to the following:
· governance, culture and training
· internal practices, procedures and systems
· ICT security
· access security
· third party providers (including cloud computing)
· data breaches
· physical security
· destruction and de-identification
· standards.

· Encourage families and educators to give feedback on the website and how it can be improved to meet the needs of the community.
· Not disclose or publish any information related to educators, children or families without written consent from that individual or their family.
· Guidelines for educators regarding their participation with families currently connected with the centre on social media sites such as Facebook, Twitter, Instagram etc...are in our induction packs. .
EDUCATIONAL SOFTWARE PROGRAM
Our Service uses Tapestry which is a password protected private program for children, educators and families to share observations, photos, videos, daily reports, and portfolios. Families are able to view their child/children’s learning and development and contribute general comments relating to their child or comment on an observation or daily report. 

· Educators are alerted via the app and on their dashboard when a family member has added a comment. Likewise, families are notified when a relevant educator has posted a photo/comment about their child. 
· Access to a child’s information and development is only granted to a child’s primary guardians.    

Department Digital Hub 
Our Service uses Smart Central which is a third-party software system. This system will be a   new centralised system for collecting data, reporting, and administering program funding for early childhood education and care (ECEC) services in NSW. The director/ nominated supervisor will advise the approved provider as soon as possible regarding any potential threat to security information and access to data sensitive information. Any breaches of data security will be notified to the Office of the Australian Information Commissioner (OAIC) by using the online
Plaud Note Pin 
Our Services uses Plaud Notepin this outlines the appropriate, ethical, and lawful use of the Plaud Note Pin (AI-powered voice recorder) within our early childhood education service to support accurate documentation, reflective practice, and professional collaboration. This is used in line with the Australian Framework for generative Artificial Intelligence in School’s 
 Data Storage and Security
· All recordings must be:
· Uploaded to a secure, password-protected system
· Stored for a maximum of 12 months unless required  It is required under the Education and Care Services National Law (NSW) Act 2010 to ensure compliance with the National Quality Standard (NQS) and to support individual learning and development plans. Recordings and documentation from such assessments must be securely stored, typically for up to 12 months, unless they are needed for ongoing educational planning or to meet regulatory requirements.for educational assessment.
· Deleted securely when no longer needed
· Access is limited to authorised personnel only (e.g., Room Leaders, Educational Leader, Centre Director).

De-identification Practices
To protect identity when using or sharing AI-generated data:
· Full Names, addresses, birthdates, health details will not be recorded. In our day to day context with Note Pin. First names will be used in the transcript as they are verbally expressed.
· Use initials or general descriptors (e.g. “Child A”, “educator”) before using A1 to summarize.  
· Share transcripts only, not raw audio, where possible
· De-identified content may be used in training or reflection with permission.

 Notifiable Data Breach Form.
All personnel using the software will have their own log in username and password. The approved provider will ensure all personnel using the software will have their own log in username and password.  Authorised users are encouraged to change their passwords every 6 months.

Educators will:
· Follow guidelines in their induction pack for educators regarding their participation with families currently connected with the education and care service on social media sites such as Facebook, Twitter, Instagram etc...?? 
· Ensure that all communications and use of personal data complies with the privacy principles and procedures implemented by the Centre
· ensure to use appropriate netiquette and stay safe online by adhering to Service policies and procedures
· keep passwords confidential and not share with anyone
· log out of sites to ensure security of information
· never request a family member’s password or personal details via email, text, or Messenger report anyone who is acting suspiciously or requesting information that does not seem legitimate or makes you feel uncomfortable (See ‘Resources’ section for where to report)
· obtain parent /guardian permission for children to use computers as part of the enrolment procedure
· ensure that children are never left unattended whilst a computer or mobile device is connected to the internet
· ensure personal mobile phones are not used to take photographs, video or audio recordings of children at the Service
· only use educational software programs and apps that have been thoroughly examined for appropriate content prior to allowing their use by children.
· provide parents and families with information about the apps or software programs accessed by children at the Service
· participate in professional development regarding online safety 
· provide online safety for children by adhering to policies and procedures that align to the National Principles for Child Safe Organisations and Child Safe Standards NSW ensure that appropriate websites are sourced for use with children prior to searching in the presence of children
FAMILIES WILL:
· be aware that when sharing anything using technologies such as computers, mobile devices, email, or 
· any device that connects to the internet, you and everyone else invited to your account understands about netiquette and staying safe online and ensures privacy laws are adhered to
· be aware that when it comes to your own children, it is your choice what you share outside of the Service. Remember though that young children cannot make their own decisions about what gets published online so you have a responsibility to ensure that whatever is shared, is in your children's best interests
· be mindful of what you publish on social media about your child as this may form part of their lasting digital footprint
· consider installing Family Friendly Filters to limit access to certain types of content on devices such as mobile phones and computers
· consider installing parental controls on streaming services to ensure children are not able to access inappropriate material
· consider developing a Family Tech Agreement to establish rules about use of devices at home
· be aware that sometimes other children in the Service may feature in the same photos, videos, and/or observations as their children. In these cases, families are never to duplicate or upload them to the internet/social networking sites or share them with anyone other than family members 
access further information about eSafety to help protect their children and be cyber safe. 

[bookmark: _Hlk481431218]This amendment will require government agencies and businesses covered by the Privacy Act to notify any individuals affected by a data breach that is likely to result in serious harm. 
The OAIC’s Data breach notification — a guide to handling personal information security and Guide to developing a data breach response plan provide a best practice model, and will be updated in consultation with stakeholders ahead of the commencement of the mandatory notification scheme. The OAIC also has a comprehensive Guide to securing personal information.
 Statutory Legislation & Considerations
· Privacy Act 1988 - www.privacy.gov.au/law/act
· Privacy Amendment Private Sector Act 2000
· Australian Privacy Principles 
· Privacy and Personal Information Protection Act 1998
· ECA - Code of Ethics
· Children (Education and Care Services National Law Application) Act 2010
· Education and Care Services National Amended Regulations 2023
· Children and Young Persons (Care and Protection) Act 1998
· Notifiable Data Breach Form *Privacy Amendment (Notifiable Data Breaches) Bill 2016, which establishes a mandatory data breach notification scheme in Australia.
Sources
· Community Early Learning Australia
· Guide to the National Quality Standard  ACECQA (2024)
· Office of the Australian Information Commissioner –* www.privacy.gov.au 
· Australian Legal Information Institute - www.austlii.edu.au
· Early Childhood Australia - www.earlychildhoodaustralia.org.au
· Guide to developing a Social Media Policy - www.inc.com/guides/2010/05/writing-a-social-media-policy.html
· Australian Government Office of the eSafety commission 
· eSafety Early Years Program for educators
· eSmart Alannah & Madeline foundation 
· Family Tech Agreement. eSafety Early Years Online safety for under 5s 
· Kiddle is a child-friendly search engine for children that filters information and websites with deceptive or explicit content: https://www.kiddle.co/
· Receive information on scams that can then be provided to the public. To report an online scam or suspected scam, use the form found here: https://www.scamwatch.gov.au/report-a-scam
· More information on online fraud and scams can be found on the Australian Federal Police website https://www.afp.gov.au/what-we-do/crime-types/cyber-crime
· Notifiable Data Breaches scheme (NDB) can be made through the Australian Government Office of the Australian Information Commissioner
· Australian Framework for Generative Artificial Intelligence (AI) in Schools - Department of Education, Australian Government
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