KYBERX
SMB CYBER AWARENESS CHECKLIST

Use this to spark conversation — not just check boxes. Share it with your team to complete a quick
awareness check-up within your business or bring it to your next team meeting to review it together.

@ Human Habits

VAX)

D10 1 always pause before clicking unfamiliar links — even when they seem urgent.

D D D | check for unexpected senders, odd phrasing or suspicious links in emails and messages.
D10 1 report suspicious emails or texts to someone — | don't just ignore them.

D D D | never reuse the same password for multiple work or personal accounts.

D10 1 use multi-factor authentication (MFA) wherever possible.

fa Home Habits

VIX)

1] 1 have changed the default password on my home router and admin panel.

I 1 check for updates and install them on my home router and mobile devices automatically.
CJCJ[C] My smart home devices (TVs, appliances, cameras, etc.) are on a separate guest network.
D D D | know who's connected to my home Wi-Fi and review it regularly.

[CJCJ[C] 1 talk about digital safety with my parents, friends, housemates, partner, kids.

B Workplace Culture

VAX)

CJCJ[C] rve read & know where to find my company’s Acceptable Use & Information Security policies.
D D D | know the key things I'm expected to do when it comes to cybersecurity.

DI We receive regular awareness training (not just once a year).

D D D We've practiced how to spot phishing through safe simulations or examples.

D[] Our team knows it's OK to ask before clicking.

D D D Someone in our company is in charge of incident reporting/response, and | know who that is.

® Optional: Share Your Thoughts (Anonymous)

Answers Key:
B Yes! If human risk worries you — we can help.
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@ o idea what this means. BOOK A FREE CONSULTANCY! WWW.KYBERX.IO



https://www.kyberx.io/

KYBERX

KIBERDROSIBAS KONTROLSARAKSTS MVU

Izmantojiet So kontrolsarakstu, lai rosinatu sarunu, nevis tikai atbildétu uz jautajumiem! Dalieties ar So kontrolsarakstu ar
kolégiem, lai atri novértétu kiberdrosibas ieradumus uznémuma, vai arf panemiet to lidzi uz nGkamo komandas sapulci kopigai
parskatisanai!

@ Cilveku ieradumi

VAX)

D D D Es vienmér apstajos, pirms klikSkinu uz nepazistamam saitém, pat tad, ja Skiet, ka tas jaatver nekavéjoties.
D D D Es vienmér parbaudu negaiditus e-pastu un zinojumu satitajus, divainus formul&jumus un aizdomigas saites.
D D D Es zinoju par aizdomigiem e-pastiem vai SMS - es tos neignoré&ju.

D D D Es nekad neizmantoju vienu un to pasu paroli vairakiem darba vai personigajiem kontiem.

D D D Es izmantoju vairaku faktoru autentifikaciju (MFA) ikreiz, kad tas ir iesp&jams.

da Kiberdrosiba majas un gimené

VIX)

D D D Esmu nomainijis majas ratera nokluséjuma paroli un administratora piekluves datus.

D D D Es regulari parbaudu atjauninajumus un automatiski instaléju tos sava majas rateri un mobilajas iericés.
D D D Manas viedas majas ierices (televizori, sadzives tehnika, kameras utt.) ir pieslégtas atseviskam viesu tiklam.
D D D Es zinu, kurs ir pieslédzies manam majas Wi-Fi tiklam, un regulari to parbaudu.

D D D Es runaju par digitalo drosibu ar saviem vecakiem, draugiem, majiniekiem, partneri un bérniem.

B Kultdra darbavieta

VAX)

D D D Esmu izlasijis un zinu, kur atrast mana uznémuma “Pienemamas lietoSanas” un “Informacijas drosibas” politikas.
D D D Es zinu savus galvenos pienakumus attieciba uz kiberdrosibu.

D D D Més regulari piedalamies apmacibas par kiberdrosibu - ne tikai 1 reizi gada.

D D D Esam praktizéjusi pikSkeréSanas atpaziSanu dro$as simulacijas vai pieméros.

D D D Més zinam, ka pirms klikSkinat uz saites vai faila vienmér varam konsultéties ar atbildigo kol&gi.

D D D Kads misu uznémuma ir atbildigs par incidentu zinoSanu un reagésanu, un es zinu, kurs tas ir.

® Ja vélaties, dalieties savas domas (anonimi)!

Atbilzu varianti:
9 Ja
X Neé!

Ja jas uztrauc cilvéciska faktora riski - més varam palidzét.

BEZMAKSAS KONSULTACIJA WWW.KYBERX.IO

. Nav ne jausmas, ko tas nozime.



https://www.kyberx.io/

