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1. Purpose of the Policy
Moonlight Homecare is committed to protecting the privacy and personal data of all individuals we work with, including service users, families, staff, contractors, and professionals.
This policy explains how we collect, use, store, share, and protect personal data in line with the UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018.

2. Scope
This policy applies to:
· All employees, managers, and directors
· Agency staff, volunteers, and contractors
· All personal data held in paper, electronic, verbal, or digital formats

3. Legal Framework
Moonlight Homecare complies with:
· UK General Data Protection Regulation (UK GDPR)
· Data Protection Act 2018
· Care Quality Commission (CQC) Fundamental Standards
· Local Authority contractual requirements

4. Data Protection Principles
We follow the seven GDPR principles. Personal data must be:
1. Processed lawfully, fairly, and transparently
2. Collected for specific, explicit, and legitimate purposes
3. Adequate, relevant, and limited to what is necessary
4. Accurate and kept up to date
5. Kept no longer than necessary
6. Processed securely
7. Accountable, with clear responsibility for compliance

5. Lawful Basis for Processing
Moonlight Homecare processes personal data under the following lawful bases:
· Consent
· Contractual necessity
· Legal obligation
· Vital interests (life-saving situations)
· Public task
· Legitimate interests
Special category data (e.g. health information) is processed only where legally permitted and strictly necessary for care delivery.

6. Types of Data We Collect
We may collect and process:
· Service user personal and health information
· Care plans, risk assessments, MAR charts
· Staff employment records and DBS information
· Training and supervision records
· Contact details of relatives and professionals
· Incident reports, complaints, and safeguarding records

7. How Data Is Used
Personal data is used only to:
· Provide safe, effective, and person-centred care
· Meet legal, contractual, and regulatory requirements
· Manage staff employment and training
· Communicate with families, professionals, and authorities
· Safeguard service users and staff

8. Data Storage and Security
Moonlight Homecare takes data security seriously and ensures:
· Paper records are stored securely in locked cabinets
· Electronic records are password-protected and access-restricted
· Only authorised staff can access personal data
· Data is protected against loss, misuse, unauthorised access, or disclosure
All staff are trained in confidentiality and data protection.

9. Data Sharing
We only share personal data where necessary and lawful, including with:
· Local Authorities
· NHS professionals
· CQC
· Safeguarding teams
· Emergency services
Information is shared on a need-to-know basis only.

10. Data Retention
Data is retained in line with legal and contractual requirements and securely destroyed when no longer needed, using:
· Confidential waste disposal for paper records
· Secure deletion for electronic records

11. Individual Rights
Individuals have the right to:
· Access their personal data
· Request correction of inaccurate data
· Request erasure (where legally permitted)
· Restrict or object to processing
· Data portability
· Lodge a complaint with the Information Commissioner’s Office (ICO)
Requests must be made in writing and will be responded to within statutory timescales.

12. Data Breaches
Any actual or suspected data breach must be reported immediately to management.
Moonlight Homecare will:
· Investigate the breach promptly
· Take steps to minimise harm
· Report to the ICO where required
· Inform affected individuals where necessary

13. Staff Responsibilities
All staff must:
· Maintain confidentiality at all times
· Follow data protection training and guidance
· Report concerns or breaches immediately
· Only access data relevant to their role
Failure to comply may result in disciplinary action.

14. Policy Review
This policy will be reviewed annually or sooner if legislation or operational requirements change.
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