Moonlight Homecare – Data Breach Policy and Procedure
Policy Title: Data Breach Response Policy
Date of Implementation: 13/06/2025
Review Date: 13/06/2026
Applies to: All staff, contractors, and volunteers at Moonlight Homecare Ltd

1. Policy Statement
Moonlight Homecare is committed to safeguarding the personal data of its service users, staff, and stakeholders. We recognise that data breaches can cause harm, distress, and reputational damage. This policy outlines our procedures for identifying, reporting, managing, and learning from data breaches to ensure legal compliance and protect individuals’ rights.

2. Definitions
· Personal Data Breach: A breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to personal data.
· Data Subject: The individual to whom the personal data relates.
· ICO: Information Commissioner’s Office, the UK’s data protection authority.

3. Scope
This policy applies to all personal data processed by Moonlight Homecare, whether stored electronically, on paper, or communicated verbally.

4. Examples of Data Breaches
· Sending personal details to the wrong person
· Lost or stolen devices containing personal information
· Unauthorised access to care records or systems
· Data altered or deleted without consent
· Failure of IT systems exposing personal information

5. Staff Responsibilities
All staff must:
· Take immediate action if they suspect or identify a data breach
· Report the breach to the Data Protection Lead (usually the Registered Manager) without delay
· Cooperate with any investigation or containment measures

6. Procedure for Managing a Data Breach
Step 1: Identify and Report
· Any staff member who becomes aware of a breach must report it immediately to the Data Protection Lead (DPL) via phone or email.
· Record the following details:
· Date and time of breach
· Nature of the breach
· Type of data involved
· How it was discovered
· Initial steps taken
Step 2: Containment and Recovery
The DPL will:
· Assess the breach and take immediate steps to contain it (e.g., shut down systems, retrieve data, change passwords)
· Notify IT support if technical support is required
· Liaise with relevant staff to recover lost data or prevent further unauthorised access
Step 3: Assess the Risks
The DPL will conduct a risk assessment to determine:
· The type and sensitivity of data affected
· The number of individuals affected
· Whether the data could be used for identity theft, fraud, or other harm
· The impact on the data subjects (emotional, physical, financial)
Step 4: Notify the ICO (if required)
· If the breach is likely to result in a risk to individuals' rights and freedoms, it must be reported to the ICO within 72 hours.
· If notification is not required, justification must be documented.
· The DPL will submit the report via the ICO’s online breach reporting form.
Step 5: Inform Affected Individuals (if required)
· If the breach poses a high risk to the rights and freedoms of data subjects, Moonlight Homecare will inform them without undue delay, using plain language.
· This includes:
· Nature of the breach
· Potential consequences
· What has been done to address it
· Advice on how to protect themselves
Step 6: Document the Breach
· All breaches (whether notifiable or not) must be recorded in the Data Breach Log, including:
· Facts of the breach
· Effects and consequences
· Actions taken
· Dates and staff involved

7. Review and Prevention
After the breach is contained, the DPL will:
· Conduct a full investigation to determine root cause
· Recommend changes to policies, procedures, or training
· Share lessons learned with relevant staff
· Update risk assessments if necessary

8. Training and Awareness
· All staff will receive data protection training during induction and regular refresher training
· This policy will be accessible to all staff
· Staff will be reminded regularly of their responsibility to report breaches

9. Disciplinary Action
Failure to follow this policy, including failure to report a breach, may result in disciplinary action in line with Moonlight Homecare’s Disciplinary Policy.

10. Contact Information
Data Protection Lead:
Name: [Insert Registered Manager’s Name]
Email: [Insert Email]
Phone: [Insert Direct Line]
ICO Contact (for reference):
Information Commissioner’s Office
Website: https://ico.org.uk
Phone: 0303 123 1113

11. Policy Review
This policy will be reviewed annually or following a significant breach incident. It may be updated sooner if required by legal or regulatory changes.
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