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The alleged ‘Aadhar data of 815M+ Indian citizens leak,




‘Aadhar data of 815 M- Indian citizens

leak, 2023"

INTELLIGENCE & INVESTIGATIONS By: Dr Malvika Mehta DATE: 02/11/2023

*The findings in this report are solely based on individual research done using open source
investigations. There may be future developments as information continues to unfold and
new evidences come into picture.

India’s biggest leaked database on the
underground forum

Resecurity is a cyber security company based out of California, they had reported a data set
on sale (9th October 2023) containing crucial and sensitive information such as Aadhar and
passport details of Indian citizens on the darknet.

Pll Belonging To Indian Citizens,
Including Their Aadhaar IDs,
Offered For Sale On The Dark
Web

CYBER THREAT LANDSCAPE

Figure 1 Blog posted by Resecurity, a US based cybersecurity firm mentioning about the
Indian database on sale in the darknet. 1



Database information

Date Of leak: 2023-09
Country Of leak: India
Number Of Data: 815M+ unique
Size: 90GB
Format Type: ZIP-CSV
Accept middleman
Figure 2 Database properties.

Claims were made by several news channels that the data was reportedly stolen from a
database belonging to the Indian Council of Medical Research (ICMR) and/ or UIDAI.

However, no connection has been established yet with ICMR database, or
covid- 19 or health related Pll based on OSINT investigations. Prima facie,
the claims appear to lack credibility or seem fake.

This is not the first time that Aadhaar database has leaked and is up for sale in underground
forums. There have been several data breaches involving Aadhaar data in the past. There are
similar files found on the darknet forums, dating back in time.

Indian Aadhar leaks

Indian_Aadhar_&_Pan_Cards_.

7z

Figure 3 Leaked files containing Indian data.

Such data being easily available on accessible forums of the internet raises serious concerns
about the security of Aadhaar and passport data. Aadhaar is a unique identification number
that is issued to all Indian citizens, and it is used for a wide range of purposes, including
accessing government services and financial accounts.



Threat actor

Pwn0O0O1

The threat actor is Pwn0OO1 who released sample data sets and claims to have 815M+ unique
Pll of Indian citizens.

[815 Million] Indian Aadhaar & Passport Database 2023
by pwn0001 - Monds 27 AM

Figure 4 Pwn0OOO1's post on a darknet forum.

The user had first posted a thread on Breach forums on 10th October 2023 mentioning that
the database will be sold to only one person. Sample files were uploaded in the thread
following the post.

[815 Million] Indian Citizen Aadhaar & Passport Database 2023

Figure 5 Pwn0O0O1 mentioning about the availability of 815M+ unique datasets.
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will be sold to only one person

pwn0O0O1

Sample 2: 100K
https://gofile.io/d/IMhBY6

Figure 6 Continued thread from pwn00O01's post.

On 18th October 2023, pwn001 mentioned that the leaked database is not from UIDAI
database but from a different government source. It includes a good number of Aadhar and
passport documents.

if someone get confused that it's original aadhar db let me be clear it's from different gov source and it's not aadhar
db but it's have good amount of aadhar and passport.

Figure 7 It is not the original AADHAR database.

The comments from other users on this thread does highlight the demand for databases like
these.

User pwnOO1 was online on 31st October 2023 for 12 seconds on one of the darknet
marketplaces. The account is fresh, created on the same day- account not activated.

@\ Pwn001
Ae
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Pwn001's Forum Info Pwn001's Forum Statistics Pwn001's awards.

Total Thread QL Find Al Threads

Total Posts

Figure 8 Another user account- Pwn0O1 not activated on the darknet forum.



User pwnOOO1 joined the forum on 28th September 2023 and the account is active on the
forum. However, no posts or threads were found.

pwn0001's Forum Info pwn0001's awards.

Figure 9 @Pwn00OQ1, existing user on the darknet forum.

India mentioned about a high level CBI investigation and the guy pwn0001 deleted the thread and comments 4 hrs back and sources are gone as of now.

Figure 10 Deleted thread ever since the information about the leak has been on the news.

Sample data analysis

Contents of the sample file

This type of data is commonly stored by mobile network operators, and it is crucial for
providing mobile services and complying with various legal and regulatory requirements.

MSISDN, Name, Date of birth, Father Name, Local Address, Permanent Address,
Alternate No, Email Id, Gender, Nationality, Connection Type, SIM Activation Date,
Aadhar, Photo Id Proof Details, Address Proof Details

Sample data has been verified; data is accurate and valid.



Figure 11 Sample data masked considering privacy.

Based on the files that were found, it is likely that the breached database is related to the
telecommunications industry or mobile service providers. The presence of MSISDN (mobile
phone numbers), SIM Activation Date, and other mobile-related information strongly
suggests this.

Additionally, the inclusion of Aadhar (an identification number used in India) and Photo ID
Proof Details and Address Proof Details may indicate that the data pertains to customers in
India or regions where such documentation is required as proof for obtaining mobile services.

The phone numbers belong to prepaid- Airtel users (from the 226 rows of sample data set).

While there were many other sample files released, at the time of this research they were
removed from the forums. It may be a possibility that this is one type of a file from the entire
leak, there may be chances of other Indian databases fused in to achieve 815M+ target.

Other leaked data on the darknet (Indian
databases)

Prior to this data breach, on 23rd September 2023, 2022, and 2021 a similar database made
its way to the darknet market. However, the link no longer exists.

True Caller Indian Data Leak 2021-09-
09

Indian Aadhar data & software. 2021-10-
07



Darkleakmarket Indian Aadhar data & software. 2021-10-
07

Channel Message Date

Meganzshare | EIEHR{FPOSRHHIEIE (S5 FS, BHiEEEEdE) Indian Bank POS card reader data 2022-10-
(including card number, ID card, etc.) Contact: @Crazysnows -———— 22T03:45:59+00:00
reg_id ifAftidappgenlet appgenletiDapp_fullname £ Efather name $23f}# Fmother_name £}
% Fgender {E5lIdob 4 Heountry _code EZRftiBmoblie_no FH1SfBemail EFHp#
bank_name {R{7/5#fbranch_name %3zH{A&ipos_code posf{fBaadhar_no adSiFSH3
pan_no PanB{;iFS{3address1 il 1address2 ithlit2address3 il 3state fidistrict (X
pincode pincodehigh_edu_qua Z£fhyear of passing {5 possignupfor possignupforsyllabus #
A #acc_holder_name acclFE A= account_no fR{T-RIKF SiSifsc_code ifscftiZmode &
ziemp_code empftiBarea [Xifiregion X data iR

admpile o
https://ibb.co/DVSVKVW
https://ibb.co/RQBTFrb
https://ibb.co/6bGZgMM
https://ibb.co/TKjtkW4
Sampl )C:
ttps://ibb.co/0J2KSXf
https://ibb.co/wch1jYQ
https://ibb.co/q5zcyB9

If your 1 more pt

Figure 12 Other leaked databases containing Pll of Indian citizens.

¢ This link is unavailable as the user’s account has been closed for
" gross violation of MEGA's Terms of Service.

Figure 13 Sample data files have been removed from cloud service providers like Mega.

In June 2023, Rail Yatri database was found on the same forum.
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In 2021, Covid-19 vaccination database containing information about 150 million vaccinated
people of India was sold at 800 USD.

atabase of Covid19 Vaccination

INDIA

une, 2021 / Leak / Price: $800

Information of 150 Million 4
OVID19 Vaccinated People of %

India with their Name, Mobile !

Number, Aadhaar ID, GPS (Pin

Point) Location, State etc. (PLEASE NOTE:

E ARE NOT THE ORIGINAL LEAKER OF
HIS DATA. WE ARE RESELLER)

Figure 14 2021 Covid-19 vaccinated people's database sold on the darknet markets.

Hackers claim to have leaked Indian databases containing sensitive information like full name,
DOB, address, identity numbers, financial information on channels of Telegram.



SOME DATA DROPPED OF INDIAN
YOJNA'S CITIZENS INFORMATION

NOTE :- WE HAVE MILLIONS OF DATA
WITH FULL INFO LIKE THEIR AADHAR
CARDS , PAN CARDS WITH FULL LEGIT
INFORMATION.

WHY THIS ATTACK WAS PERFORMED

Figure 15 Message on Telegram in September 2023.

Some channels on Telegram have been providing sensitive information of Aadhar and Pan
card to buyers:

... .. joined the group |
o N A N

I want valid photo data of adhar card and PAN Card that’s it i don't
ﬁ | want any otp

C I just need a photo of pan and adhar

Condition 1. Only male
2. Age filter (. (1990-2000) /o

” ) 1EEE
Anyone havedmme 7? 6:56

December 8, 2022

Deleted Account
I need Adhaar card photo 5.1,

December 9, 2022

Figure 16 Sensitive data sold on Telegram channels- Aadhar and PAN card details.



Khadija Khan Dusra Number

Chote bacho ke cards adhar cards, birth certificate, phone number,
dob, email avail 14:34

I need adhar card and PAN Card of Hindu males only from
1990-2000 € 11918

Figure 17 Service providers selling Indian identity cards, certificates and Pll on Telegram.
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0.0

Need Pan Deepak Name /.-

Khadija Khan Dusra Number
Why only deepak name .-

Deleted Account
Kuku Mera naam Deepak he hisliye 5.1

Khadija Khan Dusra Number
Acha
Profile pr vinod tomer likhahy 5.,

January 4

Deleted Account
Bhai ka naam h vinod h, uska he phone hai ;.4

Prem ratan dhan khayo
Chandan kumar 10:30

Khadija Khan Dusra Number
Okay 13:21

Deleted Account
Mil jayengekya 1.0

Document .05

Khadija Khan Dusra Number
Dhondhna pahega 20:51

Figure 18 Service providers selling Indian identity cards, certificates and Pll on Telegram.

Surender Odia
536617785427

Ye aadhaar download karna

Koi karke de sakta haikya 5.5

January 10

Figure 19 Service providers selling Indian identity cards, certificates and Pll on Telegram.

These Aadhar cards were used with the intention of linking sim cards/ mobile numbers and
WhatsApp accounts. The threads have several users asking for delivery of fake sim cards.

Abhishek Goyal
ineed fakesim ;4.1

& & airtel, vi, jio 19:01

whatis price &) 0.

11



Figure 20 Fake sim requirements on Telegram.

—
Lakshay Goel
Forwarded from Lakshay Goel

All Apps OTP ¢
Unlimited Aadhar ¢
Unlimited Pan ?

Unlimited Driving Licence ¢
Fake sims ¢

Fake Bank account 9
Fampay kyc on number ¢
Aadhar linked sim +kit ?
Aadhar sim ¢

Full kit + sim 9

Figure 21 Fake bank accounts, Aadhar linked sim kits, driving licences, PAN cards sold on
Telegram.

In February 2023, a channel on Telegram posted Pan card numbers.

12
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Here All PanCards...

Figure 22 List of PAN numbers being circulated freely.

Databases of tax defaulters were also released in September 2023.
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Figure 23 Leaked database of tax defaulters, masked for privacy.
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Figure 24 Indian identity cards data sold on Telegram channels.

Similarly, several other data leaks of third-party service providers have suffered from massive
data breaches like that of Air India.

After the latest activity from @pwn0O0OO1, there were many other databases that were
uploaded on the darknet markets as an opportunity by the hackers.

Potential misuse?

Identity theft, criminals can use stolen PIl to create fake identities, which they can then use
to commit crimes such as fraud, theft, and money laundering.

Financial fraud, criminals can use stolen Pl to access victims' bank accounts and credit cards,
or to apply for loans and other financial services in their names.

These databases are also used to trick and earn money using mobile numbers, email ID’s. This
channel on YouTube trains people to create multiple accounts and register using several
credentials (that do not belong to the individual) to earn cashback and rewards. 14



Heaven Looters (official)

1 P 29,851 subscribers

@ t.me/Heavenlooters

Link

This Channel Provide Earning Tricks, Refer &
Earn App Loot, Paytm Tricks & also Hack Tricks

YT Channel - YouTube.com/HeavenlLooters
Any Problem/Queries, Send Loot Tricks &

Payment Proofs : @harshitraj8
Description

Figure 25 Examples of potential misuse of breached & leaked databases.
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Cashback received

3120

23 DEC 2021, 02:35 pm| Closing Balance: 28,677

e e X

FROM

Cashback Wala 53¢}

- Saving Acc Camp : Open Bank Account Within 5 Mins and Get Rs.
- 120 Instant

Link : Over Now

1. Enter Paytm Number

2. Download App,Register & Open Account Now

Must Select Employee & Fill Any Employee Details v/

[Need Pan Number + Aadhar Number]

3. After Enter Aadhar Number & Aadhar Otp To Complete Account

Done ! You Will Get Rs.120 Paytm Cash Instant!
©

Figure 26 Examples of potential misuse of breached & leaked databases.



Heaven Looters (official)

€ <

Cashback Received

310 &

28 Aug 2020, 11:27 AM

JJ‘E

Loot Campaings G

(=]

Cashback Received
« New campaign : Free Rs.10 Paytm Cash Only for Verify Otp
Offer Link :- overr

First Of All Enter Paytm Number And Click On Submit Button.

QW0 D O

You are Redirect To ICICI website And Just Register Enter Real
Pan card Number, Gmail, Dob Only And Enter otp Number and
Mail.

Don't fill RM Only Vala Option .

) Note:- after verify Otp you are redirect to new page and Click %
on Ok button on 2Nd page .

Figure 27 Examples of potential misuse of breached & leaked databases.

Current developments & recommendations

While the investigations are still on, the government had already taken steps to improve the
security of Aadhaar data, such as introducing a voluntary locking system for Aadhaar
biometrics.

Regardless, there needs to be more to increase the security of such databases such as
restricting its usage. Regular monitoring of assets like these across the internet is required,
adoption of latest technologies to assist human intelligence is the need.

Cyber threat intelligence is a growing domain and thus the demand for specifically skilled
individuals is on the rise. News & media forums must validate all the claims before making
statements, it has become even more crucial to tackle misinformation and disinformation in
this digital world.

Additionally, the government must take steps on:

e Implementing a zero-trust security architecture. This would involve verifying the identity
of all users and devices before granting access to resources, regardless of whether the
user or device is inside or outside the government network. 16



e Adopting a risk-based approach to cybersecurity. This would involve identifying and
prioritizing the government's most critical assets and vulnerabilities and implementing
security controls accordingly.

e Investing in cybersecurity training and awareness for government employees. This
would help to reduce the risk of human error, which is a leading cause of data breaches.

e Partnering with the private sector to share information and expertise on cybersecurity
threats. This would help the government to stay ahead of the curve and better protect its
critical infrastructure.

e Develop a national cyber threat intelligence program. This would involve collecting and
analysing information about cyber threats from a variety of sources and using this
information to develop and implement security measures to protect critical
infrastructure.

The government should also invest in developing and adopting new cybersecurity
technologies, such as artificial intelligence (Al) and machine learning (ML). Al and ML can be
used to detect and prevent cyber threats more effectively than traditional security solutions.

Disclaimer: The views and opinions expressed in this article are those of the author and do not necessarily reflect the
official views of my workplace. The content provided is for informational purposes only and should not be considered as
professional or expert advice. Allinformation is provided as is, and readers are encouraged to verify any claims or
information independently before making decisions based on the content. The author shall not be held responsible for
any inaccuracies, errors, or omissions in the content or any actions taken as a result of reading this article. For feedback
please get in touch with me at malvika.forensic@gmail.com.
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