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Audit results

Common recommendations

• Employees approving own pay 

increases, timesheets and leave usage

• Lack of documentation to support 

salary or wage information

• Inaccurate wage information in payroll 

system

• Inaccurate leave accruals or leave 

usage
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What can go 
wrong?

We want to avoid…

• Falsified wages: employees paid for 

hours they didn’t work

• Unearned benefits: employees paid for 

benefits they didn’t earn

• Ghost employees: you pay someone 

who isn’t an employee
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Best practices - 
expectations

Limit access
• Assign proper system user rights

• Segregate duties

• Require unique logins (no “admin” 
logins)

Look at data over time
Do current payroll patterns align with 
typical payroll patterns for both leave 
and payroll?
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Best practices – 
prevention 
strategies
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Prevention 
strategies

Know the red flags

• Employees same address as a vendor

• Employees same bank account as a 
vendor

• Multiple employees same 
address/bank account

• Payroll system changes outside of 
normal working hours
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Segregate duties

No one person should be 
able to:
• Authorization: approve time worked 

and schedule changes, leave used and 
buyouts

• Custody: adds/deletes/edits employee 
information in the personnel system

• Recording: Completes time records 
and leave records leave used

• Reconciliation: Reviews pay support, 
generates pay and reconciles to bank



Office of the Washington State Auditor 9

Information
Paul Griswold, Program Manager
Paul.Griswold@sao.wa.gov

Center for Government Innovation
Center@sao.wa.gov

Website: www.sao.wa.gov
Facebook: www.facebook.com/WaStateAuditorsOffice
X: @WaStateAuditor 

mailto:Paul.Griswold@sao.wa.gov
mailto:Paul.GriswoldCenter@sao.wa.gov
http://www.sao.wa.gov/
http://www.facebook.com/WaStateAuditorsOffice
http://www.twitter.com/WaStateAuditor
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Questions?


	Payroll�Risks and prevention strategies
	Agenda
	Audit results
	What can go wrong?
	Best practices - expectations
	Best practices – prevention strategies
	Prevention strategies
	Segregate duties
	Information
	Questions?

