


Mphasis Corp. v. Rojas — Defendant’s § 1746 Declaration

UNITED STATES DISTRICT COURT 
SOUTHERN DISTRICT OF NEW YORK

MPHASIS CORPORATION, Plaintiff, 
v. 
ALBERT ROJAS, Defendant.

Case No. 1:25-cv-03175 (JMF)(OTW)

DECLARATION OF ALBERT ROJAS UNDER 28 U.S.C. § 1746

IN SUPPORT OF FORTHCOMING RULE 72(b) OBJECTION (ECF 447)

I, Albert Rojas, declare pursuant to 28 U.S.C. § 1746 that the following is true and correct 
to the best of my knowledge and belief:

1. This declaration consolidates and authenticates the evidentiary record contained in 
ECF 470 through 479 and the documentary materials originally copied or interwoven by 
Plaintiff’s counsel into ECF 14 from my public whistleblower archive. It is submitted to 
preserve the verified factual chain for de novo and appellate review, to demonstrate 
continuing retaliation against protected whistleblower activity, and to provide the Court 
with a complete baseline of truth for trial.

2. I am the defendant in this action and submit this declaration in support of my 
forthcoming Rule 72(b) objection to the Report and Recommendation (ECF 447).

3. While employed by Mphasis Corporation under QBE’s direction, I made formal 
whistleblower reports to the Mphasis CIO Office, the Office of Ethics and Compliance 
(oec@mphasis.com), and the corporate Whistleblower Team 
(whistleblower@mphasis.com), documented in ECF 471, Exhibit A (emails dated Nov. 
20–21, 2024). Those reports warned that offshore engineers were accessing and 
processing regulated U.S. financial and health data through dual-endpoint QBE and 
Mphasis networks without separation-of-duties or data-loss-prevention controls. I 
expressly advised that requiring on-shore staff to operate entirely inside QBE’s 
production environment on QBE-issued hardware created a material compliance 
exposure. My communications were made in good-faith compliance with U.S. data-
privacy, audit, and security laws (including SOX, HIPAA, and NIST). ECF 14-31 (Exh. 
B) shows Mphasis’s own HR/legal summary acknowledged these protected disclosures 
and linked them to my termination. Consistent with ECF 473, I maintain a public 
whistleblower archive (https://qbe.world) that mirrors the Court’s docket to ensure 
transparency and accuracy in data-governance disclosures.

4. After I escalated these reports to the CIO, Ethics, and Whistleblower offices, Mphasis 
retaliated by revoking my credentials, isolating me from project resources, and re-casting 
protected disclosures as “misconduct.” Within weeks, I was terminated and then named as 
the defendant in this action—built on the same false “refusal-to-return-laptop” story 
disproven by the record. As confirmed in ECF 471 (Addendum & Exhs. A–B) and ECF 
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14-31, Mphasis had contemporaneous knowledge of my compliance reports yet advanced 
filings that inverted those facts, turning protected activity into the purported basis for 
sanctions and default.

5. (Feb 28, 2025 – QBE.pptx incident). On February 28, 2025, Mphasis delivery lead 
Ruturaj Waghmode transmitted the file “QBE.pptx” to my personal address (see ECF 
14-4 and ECF 471-3). That broadcast—originating from Mphasis’s own domain and 
infrastructure—occurred at his request so I could edit presentation content for QBE. The 
following week, after Mphasis India reported “blinking lights” in its monitoring console 
corresponding to my download of the file I had been asked to revise, I was summarily 
terminated. This sequence shows any cross-domain transmission originated from 
Mphasis’s authorized staff, not me, and that my termination immediately followed an 
internal alert triggered by Mphasis’s own action. The incident, later mischaracterized by 
Plaintiff as a “trade-secret” issue, exemplifies the insider-driven governance failures I had 
reported.

6. (Laptop return narrative is false). The allegation in ECF 12 p. 20 ¶ 2 that I “refused 
to return the QBE-issued laptop to Mphasis as directed by QBE” is materially false and 
contradicted by the record. As shown in ECF 14-25 (private-investigator affidavit), ECF 
14-38 (CIO-Office email thread), ECF 14-41 p. 52 (QBE de-provisioning notice), ECF 
470 (timeline supplement), ECF 471 (Addendum with Exhs. A–B), and ECF 472 (Rule 
60(b)(3) motion), QBE issued no directive or shipping label until April 29, 2025—over 
six weeks after my termination. During that period I repeatedly requested instructions, 
opened tickets, and copied Mphasis counsel seeking a lawful return, which went 
unanswered. The emails in ECF 471 Exh. A also show I followed CIO/Whistleblower 
guidance not to bridge QBE’s production network with Mphasis systems; logging in 
through a QBE endpoint would have violated QBE’s Acceptable Use Policy and 
Mphasis’s segmentation rules. Mphasis’s denial of an Mphasis-issued laptop (ECF 14-31) 
left me unable to access the portal without breaching policy. Accordingly, the “refusal to 
return” narrative is a post-hoc fabrication used to deflect scrutiny from Mphasis’s dual-
endpoint design and to justify retaliation after my protected reports. The objective record 
shows I repeatedly sought a lawful return and that QBE and Mphasis delayed or 
obstructed that process until compelled by court order to issue a FedEx label on April 
29, 2025. When QBE finally retrieved the device, it bypassed its asset-return chain of 
custody and hand-delivered the laptop directly to a Vice President rather than processing 
it through the secure warehouse. This deviation from QBE’s standard asset-return 
protocol ensured the incident would not pass through its audit-trail systems—avoiding 
disclosure to U.S. governing and certification bodies (NIST, ISO) that an active regulated 
endpoint had been unmanaged for over five months. This irregular handling confirmed 
the seriousness of the exposure and underscores the compliance risks I had reported (see 
ECF 470).

7. (Misstatement → sanctions/default; HR clearance). The false statement in ECF 12 
became the factual predicate for subsequent sanctions and default recommendations, 
shaping the Court’s view of my conduct and the evidentiary narrative. That 
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misrepresentation—despite contemporaneous emails and exhibits demonstrating my 
good-faith compliance—converted protected whistleblower activity into the appearance 
of defiance. This declaration is submitted to correct the record, preserve the verified 
timeline for de novo review, and prevent further reliance on assertions already disproven 
by ECF 14-25, 14-38, 14-41 p. 52, 470–472, and 471. Further, ECF 472 reproduces 
Mphasis’s own HR “No Due 0 USD” clearance dated March 28, 2025, certifying that all 
property obligations were satisfied before QBE ever issued a return label. This 
documentary evidence, from Plaintiff’s own files, confirms the alleged “refusal” never 
occurred. As analyzed in ECF 474, Plaintiff’s statement in ECF 12 p. 20 ¶ 2 was false in 
all three respects—ownership, authority, and factual control—each disproven by its 
own exhibits (ECF 14-25, 14-38, 14-41 p. 52).

8. (Forensic imaging – scope & protections). I acknowledge the Court’s direction 
regarding forensic imaging of my personal laptop. I have never refused discovery and 
have, from the outset, acted in complete transparency. Every document concerning 
Mphasis and QBE was already preserved and published on my whistleblower archive 
exactly as transmitted; Plaintiff later copied those same files into ECF 14 as PDF media 
attachments. The Court therefore already possesses the full evidentiary record. The 
proposed forensic order, however, risks converting lawful whistleblower preservation into 
the appearance of misconduct. My personal device contains privileged and protected 
information unrelated to this case, including compliance research and unrelated client 
data. Any further inspection should therefore be limited to verifying authenticity and 
integrity of files already in the record, consistent with Fed. R. Civ. P. 26(c) and the 
statutory protections for whistleblower disclosures under SOX § 806 and the 
Whistleblower Protection Enhancement Act. I respectfully reaffirm that my intent has 
never been to conceal evidence but to protect U.S.-regulated data and to maintain the 
integrity of the very compliance standards Mphasis and QBE were obligated to uphold. 
Treating that conduct as defiance would punish transparency itself. The Court is now on 
notice of a live Rule 60(b)(3) issue (see ECF 476, 478).

9. (Public-interest context). This declaration, supported by ECF 470–479, reflects the 
complete evidentiary chain confirming that the narrative advanced in ECF 12 was 
knowingly false and retaliatory. These filings collectively establish a continuous pattern 
of obstruction, delayed compliance, and post-hoc justification intended to conceal the 
dual-endpoint exposure I lawfully reported through Mphasis’s whistleblower channels. As 
a pro se defendant with a technical background, I recognize the record is complex, but 
the underlying facts are straightforward: Plaintiff’s filings misrepresented compliance 
events now fully documented in ECF 470–479. This case illustrates a recurring 
compliance failure seen across enterprises when internal data-governance controls are 
sacrificed for convenience—failures that place regulated personal information at risk.

Attached hereto as Exhibits A through H are the materials referenced in this declaration 
and already interwoven by Plaintiff’s counsel into ECF 14, each bearing its own 
attestation page. These exhibits collectively constitute the authenticated evidentiary 
record cited in ECF 470 through 479
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I declare under penalty of perjury that the foregoing is true and correct.

Executed on October 28, 2025, in New York, New York.

/s/ Albert Rojas 
Albert Rojas 
Defendant, Pro Se 
319 W. 18th Street, Apt. 3F 
New York, NY 10011 
rojas.albert@gmail.com | (646) 866-1669 

Exhibit Index (A–H)

Exhibits A–H attached hereto are the same materials previously interwoven into ECF 14 
by Plaintiff’s counsel, originating from Defendant’s whistleblower archive.

Exhibit Content Summary Citations It 
Supports

• A – Mphasis & QBE 
Data-Governance 
Failures

Full whistleblower narrative and audit-
suspension request under HIPAA, 
SOC-2, and NIST

ECF 12 ¶2, 
14-25, 14-38, 
470–472

• B – Dual-Use 
Endpoint

Demonstrates joint-use of QBE laptops 
and shared on-/offshore credentials ECF 13, 14-25

• C – Forgotten QBE 
Laptop

Timeline showing a 5-month 
unmanaged endpoint gap and asset-
return delay

ECF 470–471

• D – Root Cause & 
Litigation

Maps how the false ECF 12 statement 
became the predicate for sanctions ECF 472–474

• E – What Was Said, 
Why False

Dissects ECF 12 p. 20 ¶ 2 misstatement; 
aligns with Rule 60(b)(3)

ECF 12, 469–
471

• F – Defendant 
Domain Expert

Shows Defendant’s technical 
contributions and whistleblower role

Confirms non-
misuse of QBE 
systems

• G – Statement of 
Record — Mphasis/
QBE Whistleblower

Consolidated sworn record for public 
oversight and transparency

ECF 12, 13, 
14-25, 470–472

• H – 465–473 
Summary

Index summarizing the most recent 
docket filings and evidentiary cross-
links

ECF 465–473
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UNITED STATES DISTRICT COURT 
SOUTHERN DISTRICT OF NEW YORK

MPHASIS CORPORATION, Plaintiff, 
v. 
ALBERT ROJAS, Defendant.

Case No. 1:25-cv-03175 (JMF)(OTW)

Exhibit Binder Preface
to 
Declaration of Albert Rojas Under 28 U.S.C. § 1746 
in Support of Defendant’s Rule 72(b) Objection (ECF 447)

This consolidated record is submitted pursuant to 28 U.S.C. § 1746 and Fed. R. Civ. P. 56(c)(4) to 
authenticate and preserve the evidentiary chain already contained in ECF 14 and ECF 470 through 479. 
It is provided for de novo, appellate, and trial review to ensure that the Court’s record accurately reflects 
the verified facts and compliance documentation referenced in the accompanying Declaration and 
Exhibits A through H.

Executed on October 28, 2025, in New York, New York.

/s/ Albert Rojas   
Albert Rojas    Defendant, Pro Se   
319 W. 18th Street, Apt. 3F   
New York, NY 10011   
rojas.albert@gmail.com  •  (646) 866-1669 

 of 1 1
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UNITED STATES DISTRICT COURT

SOUTHERN DISTRICT OF NEW YORK

MPHASIS CORPORATION, Plaintiff, 
v. 
ALBERT ROJAS, Defendant.

Case No. 1:25-cv-03175 (JMF)(OTW)

Exhibit C – Forgotten QBE Laptop
The Truth Behind QBE’s 2024 Healthcare Breach

This exhibit reproduces evidence already interwoven by Plaintiff’s counsel into ECF 14, 
originally sourced from Defendant’s public whistleblower archive. 
It is cited throughout ECF 470 through 479 and authenticated in the accompanying § 1746 
Declaration. 
The materials confirm QBE’s five-month delay in recovering an active regulated endpoint and its 
bypass of the normal asset-return chain of custody—hand-delivering the laptop to a Vice 
President rather than through the secure warehouse—thereby avoiding audit disclosure to U.S. 
governing bodies.

Authenticated in Defendant’s § 1746 Declaration.

Executed on October 28, 2025, in New York, New York.

/s/ Albert Rojas 
Albert Rojas   
Defendant, Pro Se   
319 W. 18th Street, Apt. 3F   
New York, NY 10011   
rojas.albert@gmail.com   
(646) 866-1669 

Case 1:25-cv-03175-JMF-OTW     Document 480-2     Filed 10/29/25     Page 1 of 9



 Forgotten Laptop = Broken Governance
After my overseas termination, the QBE laptop sat idle in my NY apartment for 5+ months. No

return label. No FedEx support. It took a federal court order to resolve the return logistics. The

final destination?

QBE VP, 55 Water Street, NYC

Dec 20, 2024 at 2:34 PM: QBE states; “Al – Due to funding changes for our application roadmap and role

re-alignments we will need to do as a result, we will be ending the contract for your position ,in order to

get you some notice and continued billing through the holidays , we have advised Mphasis that you can

bill through Dec 31st. However please do start the process to return the QBE laptop assigned to you

starting next week due to the holidays and please co-ordinate with the Mphasis leadership on how to

return to the QBE location. Calling the service desk for a pre paid shipping label is also a option. I thank

you for some of the observations you have provided us on the Q-GPT application. Best wishes on your

onward journey. Group Product Manager – Gen AI 

Dec 22, 2024 at 8:06 AM: Whistleblower states; “The QBE laptop is locked, so Iʼve picked up a Mac and

am preparing for some travels around Europe. Iʼm planning to drop o  the QBE laptop at the QBE

London office tomorrow Monday.”

Mphasis & QBE The Next Applied - Data Governance Failures and Retaliation
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Dec 22, 2024 at 2:33 PM: QBE states; “Hi AL You have to drop o  the laptop in the office you picked it

from. These are leased equipment. @Dilip Nayak please inform Mphasis on this”

Dec 22, 2024 at 8:41 AM: Whistleblower states; “Copy. I was going to stop by QBE London office

tomorrow and ask for permission to mail it to New York QBE.”

Dec 22, 2024 at 2:51 PM: QBE states; “Thank will cost a lot. Please return the equipment where you

picked it from”

Dec 22, 2024 at 9:14 AM: Whistleblower states; “Thank you, Palav! I completely understand the

frustration around costs—especially the ongoing expenses of keeping the Accenture team involved to

reconcile the issues I highlighted below. If theyʼre unable to resolve it, donʼt hesitate to reach out to me

directly. Just to clarify, I never picked up the QBE laptop—it was FedExed to my New York apartment. Iʼm

hoping QBE IT can provide me with a FedEx shipping label so I can return it promptly, particularly since

Iʼm currently abroad. Had the QBE Workday system simply locked the Cisco QBE client, I could have

continued using the laptop instead of needing to pick up a Mac. As you know, having a reliable machine

while traveling is essential.

Dec 22, 2024 at 3:28 PM: QBE states; “@Whistleblower Yes QBE will give you shipping with in US not sure

about UK. Please discuss with Mphasis leadership on their agreement on hardware with QBE. @Mirza Ali

@Jitendra Borkar Can you please guide AL here? I donʼt enjoy your persistent smear on QBE application

build with their partners or QBE partners (including Mphasis) . I donʼt want to hear or see any more email

from you on any QBE application or partners. @Dilip Nayak Need your steer here.

Dec 22, 2024 at 4:36 PM: Whistleblower states; “Thank you for the email, Palav. Let me assure you,

thereʼs no intent to smear anyone. The attachments and data speak for themselves. The current system

is like flying from London to New York by heading west instead of east across the Atlantic—an

unnecessarily complicated and costly route. As you mentioned, the Azure Search blob is expensive, and

as demonstrated in the attached exhibits, itʼs not even needed. I was hired to consult on the application,

and I fulfilled those responsibilities as required. Itʼs been an honor working with QBE”

Mar 28, 2025 at 9:05 AM: Whistleblower states: “Hey Dilip,

 Iʼm still in Cannes, my friend, and your QBE Dell laptop is just collecting dust in my New York

apartment. In hindsight, I should have dropped it o  at QBE London. Iʼll take care of it once Iʼm
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back in New York, just drop it o  at QBE o ces down in the financial district. Hope all is well,

Whistleblower https://mphasis.it.com/

Apr 11, 2025 at 11:02 PM: Mphasis Console states; “As I have instructed you repeatedly, immediately stop

using any email impersonating Nitin Rakesh or any other personnel working for Mphasis. This behavior

is fraudulent and likely criminal and has been reported to law enforcement. Additionally, immediately

take down the mphasis.it website and stop communicating with Mphasis clients”

Apr 11, 2025 at 3:01 PM: Whistleblower states; “Palavesam Chandrasekhar

(Palavesam.Chandrasekar@qbe.com) is the QBE contact who insisted the laptop be returned in New

York rather than London. As I mentioned before, I don't believe QBE or Mphasis fully understands what

transpired. What I do know is that QBE was taken advantage of—and I can prove it. The video at

https://Kestri.com shows my system executing flawlessly in under a second, while the version on the

right side stumbles for 30 seconds and even hallucinates when prompted about “data protection.” Let

me know if youʼd like me to walk you through it.

Apr 11, 2025 at 5:15 PM: Whistleblower states; “Letʼs be clear: if Mphasis leadership hadnʼt actively

blocked me, there would have been no need for me to create the Mphasis.it.com domain. To this day, I

still have the QBE Dell laptop collecting dust in New York. No one from Mphasis or QBE has made any

attempt—no FedEx return box, no communication, nothing—to retrieve it. That silence speaks volumes.

Now weʼre facing a trial over wrongful termination tied to protected actions and age discrimination—

and everyone involved knows it. See you in court.

May 6, 2025: COURT ORDER; “Whistleblower good-faith cooperation, Plainti  shall arrange for QBE to

provide a QBEgenerated Federal Express label and box to Whistleblower no later than May 8, 2025. If

such a label and box are provided to Whistleblower, he shall use them to return his QBE-issued laptop no

later than May 9, 2025.

May 7, 2025 at 12:49 PM: Whistleblower states; “FedEx attempted delivery, but as you know, Iʼm

currently in France and a signature is required. If possible, please instruct FedEx to leave the box in the

buildingʼs mailroom. The box is labeled as coming from Kimberly. I assume the return label inside is

from QBE and addressed to QBE. If itʼs not, please ensure I receive the correct return label directly from

QBE. That process is typically confirmed by email from QBEjust as it was when the laptop was originally

provisioned to me in October 2024 before I traveled to Morocco. The device was issued to me, and I
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remain responsible for its return. To be clear, I will not be returning it to Kimberlyʼs o ce. The order is to

return the laptop to QBE something I have been requesting since December.”

May 7, 2025 at 8:02 PM: QBE Console; “The Fed Ex delivery you reference below is not the QBE delivery of

the laptop shipping materials from QBE. The FedEx tracking number for QBEʼs delivery to is

881085671508 and no attempt of delivery has been made of QBEʼs delivery at this point. Lastly, as I

previously stated, the return shipping label that you will receive reflects QBE as the shipping recipient for

when you ship the laptop back.”

May 7, 2025 at 7:57 PM: Mphasis Console; “This is the one I sent last week.”

May 7, 2025 at 2:08 PM: Whistleblower states; “Dear Ms. Anderson, Thank you for the clarification and

for confirming that the QBE package has not yet been delivered. I will monitor tracking number

881085671508 and await the QBE-labeled shipping materials. Once received, I will promptly package the

laptop and return it using the enclosed label addressed to QBE, as instructed.

 May 9, 2025 at 3:25 AM: Whistleblower states; “Could you clarify what “tried to deliver” means in this

context? FedEx typically leaves packages in our buildingʼs mailroom” 

May 9, 2025 at 1:26 PM: QBE Console; “FedEx is attempting to redeliver today before noon. The delivery

requests a signature to ensure that you indeed receive the shipping materials.”

May 9, 2025 at 6:05 AM: Whistleblower states; “Thank you for the update. As the package contains only

an empty box and return label, I respectfully request that FedEx be instructed to leave it in the buildingʼs

mailroom—no signature required. The regular FedEx courier is familiar with the premises, and this will

ensure timely and uncomplicated delivery. I appreciate your cooperation.

May 9, 2025 at 2:44 PM: QBE Console; “Unfortunately, because the package is already in FedExʼs

possession, I am not able to change the delivery requirements at this point”

May 9, 2025 at 9:44 AM: Whistleblower states; “Copy noted. If a signature is still required, Iʼm happy to

pick up the package directly from FedEx. There are three locations in the Chelsea 10011 area—feel free to

have it held at the nearest one for pickup.”
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May 9, 2025 at 6:23 PM: QBE Console; “To avoid delays in QBEʼs delivery of the laptop return shipping

materials due to FedEx not being able to obtain your signature, QBE arranged for a courier to deliver a

new shipping box (with a new shipping return label inside of it) to your address yet today without your

signature. Accordingly, RDS Delivery Service has confirmed that the laptop return shipping materials

have now been delivered to your address. Please return the laptop using these return shipping materials

by placing the laptop inside the shipping box, put the FedEx return shipping label on the outside of the

box, and then ship it back to QBE by no later than Monday, May 12, 2025

May 12, 2025 at 8:45 PM: Whistleblower states; "The FedEx tracking number for the independently

generated return shipment I used is: 881169050153 (FedEx Standard Overnight, shipped May 11, 2025).

Please note: the shipment was executed on May 11 — the first practical opportunity after QBE failed to

provide an electronically traceable label in accordance with the Courtʼs May 6, 2025 TRO. As detailed in

my forthcoming declaration, I acted promptly and in good faith to comply, despite QBEʼs failure to

implement a compliant return protocol. [Please see attached exhibit: QBE Laptop FedEx.jpg]

Delivery confirmation will be visible upon arrival. The package is addressed to QBEʼs VP of IT at 55 Water

Street — just a 10-minute walk from my residence in Chelsea. That fact alone underscores how entirely

avoidable this breakdown was. More importantly, it confirms that QBE has no functioning process for

retrieving endpoint devices — including those provisioned with infrastructure credentials and protected

data — even after five months of inaction.

No global financial enterprise routes the return of a regulated asset to an executiveʼs office. That detail

alone reflects systemic governance failure. It is increasingly clear that QBE is relying on its vendor,

Mphasis, and its partner HealthEquity to shield the public narrative — promoting a theory of “aggressive

hacking” when the evidence points to internal mismanagement.

Had I not created the whistleblower archive at QBE.world and escalated this return myself, the laptop —

and the failures surrounding it — likely would have been buried.

This is not a procedural oversight. It is the same structural failure I escalated internally as part of my

protected whistleblower disclosures regarding QBEʼs unmanaged multi-endpoint architecture. That

failure directly preceded the March 2024 healthcare data breach — which QBE has mischaracterized

publicly as the result of external threat actors. That narrative is false.

The breach was not caused by external actors. It was caused by the absence of basic internal controls —

compounded by outsourced offshore execution by teams operating beyond U.S. jurisdiction and in

defiance of QBEʼs own enterprise data policies."

Legal action.
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 The March 2024 QBE healthcare data breach was not caused by external cyber intrusion, but by internal

governance breakdowns—precisely the same endpoint and oversight failures I reported. QBEʼs ongoing

refusal to provide a veridiable digital chain of custody, reliance on physical-only delivery methods, and

unwillingness to communicate electronically about this return mirror those systemic dediciencies.

Additionally, QBE and Mphasis operate under layered offshore structures. QBEʼs infrastructure is

ultimately managed outside the United States, and Mphasis is a subsidiary of an Indian multinational.

These cross-border frameworks appear designed not for efdiciency, but to obscure accountability from

U.S. courts, regulators, and affected individuals.

Returning the laptop under these conditions does not waive any legal claims. Rather, it evidences—

factually and procedurally—the same systemic governance failures that continue to endanger regulated

data and operational integrity.

I declare under penalty of perjury that the foregoing is true and correct.

Executed on: May 10, 2025 Location: New York, New York

Scope Clarification for Forensic Examination

To preserve evidentiary integrity and limit unnecessary intrusion into personal and privileged materials,

I affirm that the only relevant Mphasis-related content on my device consists of the following:

1. A directory labeled “Mphasis,” created in 2024 to store Mphasis HR materials and work product

relating to QBE projects.

2. Any locally stored or cached content from my Mphasis-issued email

address: Whistleblower@mphasis.com.

These two items reflect the full extent of any material potentially within the scope of the TRO.

Importantly, had Plaintiff Mphasis provided a dedicated work-issued device—as was repeatedly

requested but never fulfilled—this data would reside on company-controlled hardware. The QBE-issued

laptop I had used for dual-access was permanently locked down in December 2024. Even after this

shutdown, Mphasis management continued to deny Whistleblower a company-issued laptop or access

to Mphasis-managed infrastructure. On December 18, 2024, Mphasisʼs CIO Office confirmed in writing:

“You can use personal machines, but you will be limited to WEB Version only. This has been an Mphasis

CIO/CRO policy for at least 5 years. ONLY Mphasis Domain Joined machines can use Desktop apps, which

allow downloading and storing of Mphasis data.” (Jared Bulger, Senior U.S. Administration Officer) In

short, Whistleblower never had access to the Mphasis domain, was explicitly blocked from using secure

desktop tools, and had no reasonable alternative but to access work systems via a personal Mac.

Accordingly, forensic access must be narrowly tailored to the limited, work-specific locations described

above. All other content is personal, privileged, or unrelated, and falls outside the scope of the Order.
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Protected Disclosure Notice:

This archive constitutes a good-faith disclosure under 18 U.S.C. § 1833(b) and 18 U.S.C. § 1514A.

It reports suspected violations of U.S. data-privacy, compliance, and audit-control laws by entities

processing regulated U.S. data from offshore environments.

No classified, sealed, or privileged material is disclosed.

465–473_Summary

What_Was_Said_Why_False

Full_Archive

Root Cause & Litigation

Dual-Use Endpoint

Forgotten QBE Laptop

Defendant Domain Expert

Disclaimer: Protected Legal Submission

This site contains content directly related to the pending matter Mphasis Corporation v. Whistleblower,

Case No. 25-cv-3175 (JMF), before the United States District Court for the Southern District of New York.

All materials are presented in furtherance of a constitutionally protected and statutorily authorized

whistleblower defense. They include sworn declarations, factual assertions, legal arguments, and

evidence submitted by the undersigned, appearing pro se.

These disclosures are expressly protected under:

18 U.S.C. § 1833(b) – Defend Trade Secrets Act (Whistleblower Immunity)

18 U.S.C. § 1514A – Sarbanes-Oxley Act (SOX)

15 U.S.C. § 78u-6(h) – Dodd-Frank Act (SEC Whistleblower)

N.Y. Lab. Law § 740 – New York Whistleblower Protection Law

No information herein was obtained through unauthorized access or improper means. All content is

submitted in good faith to expose and document systemic compliance failures and risks to public

interest, consistent with applicable law.
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Mphasis Corp. v. Rojas — Defendant’s § 1746 Declaration

UNITED STATES DISTRICT COURT

SOUTHERN DISTRICT OF NEW YORK

MPHASIS CORPORATION, Plaintiff, 
v. 
ALBERT ROJAS, Defendant.

Case No. 1:25-cv-03175 (JMF)(OTW)

Exhibit A – Mphasis & QBE Data-Governance Failures
Audit Breakdown and Whistleblower Disclosure Chronology

This exhibit reproduces evidence already interwoven by Plaintiff’s counsel into ECF 14, 
originally sourced from Defendant’s public whistleblower archive. 
It is cited throughout ECF 470 through 479 and authenticated in the accompanying § 1746 
Declaration. 
The materials trace the internal audit, policy, and compliance breakdowns that prompted 
Defendant’s whistleblower reports and show how those disclosures were subsequently 
incorporated into the Court record.

Authenticated in Defendant’s § 1746 Declaration.

I certify under penalty of perjury that this exhibit is a true and correct copy of the document 
referenced in my

Declaration under 28 U.S.C. § 1746, cited throughout ECF 470–479.

Executed on October 28, 2025, in New York, New York.

/s/ Albert Rojas 
Albert Rojas   
Defendant, Pro Se   
319 W. 18th Street, Apt. 3F   
New York, NY 10011   
rojas.albert@gmail.com   
(646) 866-1669 
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Reports offshore handling of U.S. regulated data in
potential breach of compliance controls.

This archive constitutes a good-faith
disclosure under 18 U.S.C. § 1833(b)

Data Compliance at RiskData Compliance at Risk

Evidence from federal filings shows systemic endpoint-control failures by Mphasis and QBE
that left U.S. citizensʼ data exposed.
Until a verified audit is complete, both enterprises should be suspended from U.S. data-
handling operations.

Mphasis & QBE The Next Applied - Data Governance Failures and Retaliation
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 What I Reported as a Whistleblower. No confidential or privileged material disclosed.

 Case Reference: Mphasis Corporation v. Rojas, U.S. District Court, S.D.N.Y., Case No. 1:25-cv-03175

(JMF)(OTW)

Source Citations: ECF 12 p.20 ¶2; ECF 13; ECF 14-25; ECF 14-38; ECF 14-41 p.52; ECF 404; ECF 466-472.

1. Dual-Use Endpoint (October 2024)
Reported internally to the Mphasis CIO Whistleblower Portal, later confirmed by configuration logs.

Finding: QBE and Mphasis engineers were using the same QBE-issued laptop to access both

QBE and Mphasis corporate systems — a direct violation of each companyʼs endpoint-

control and data-segregation policies.

Regulatory Impact: This dual-use created cross-domain exposure and audit gaps

contrary to:

• HIPAA §164.308(a)(4) (Access Control)

• SOC 2 CC6.x (Logical & Physical Access Controls)

• NIST CSF ID.AM / PR.AC (Asset & Access Management)

 

2. Retaliation Pattern (February 2025)
After this disclosure, Mphasis management redirected QBE.pots configuration files to my personally

assigned laptop, then cited that setup as the basis for discipline and termination.

This conduct represents retaliation after a protected compliance report, not a security breach.

Evidence in ECF 14-25 shows Mphasis orchestrated the transfer; ECF 13 contains supervisory testimony

later contradicted by that evidence.

3. Negligence and Cover-Up (Spring 2025)

Following termination, QBE and Mphasis failed to deactivate the original QBE endpoint, leaving it

online and unmanaged.

Only after public documentation and notice to executives did the companies attempt “recovery” — by

engaging a private investigator to seize a QBE-owned laptop they had lost track of.

This reveals a systemic failure of endpoint governance identical to patterns preceding the March 2024

U.S. healthcare data breach attributed to QBE systems.

 Why It Matters
1. The root issue was corporate negligence, not employee misconduct.

2. Retaliation and misstatements (ECF 12 p.20 ¶2) arose only after the protected disclosure.
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3. The Rule 60(b)(3) motion seeks to correct the factual record and restore accuracy: the device

was a QBE endpoint under QBE control, not misappropriated property.

 
 Regulatory Relevance

The documented behavior reflects continuing violations of U.S. data-governance and audit-

trail requirements.

Both Mphasis and QBE, acting as offshore processors of U.S. regulated data, failed to maintain

compliance with HIPAA, SOC 2, and NIST CSF frameworks.

Until verified by a U.S.-accredited audit authority (NIST, HITRUST, or SOC 2 Type II), these

enterprises should be suspended from handling U.S. regulated data pending independent review

and certification.

Such action is necessary to protect covered entities, business associates, and U.S. citizens from

continued exposure to unmanaged offshore data-access risks.

Formal Whistleblower Disclosure and Request for Oversight Audit — Mphasis Corporation &
QBE Insurance Group

I am submitting the enclosed Statement of Record for Publication concerning systemic data-governance

failures and retaliation following a protected whistleblower disclosure in Mphasis Corporation v. Rojas

(U.S. District Court, S.D.N.Y., Case No. 1:25-cv-03175 [JMF][OTW]).

The record demonstrates that offshore personnel of Mphasis and QBE accessed U.S.-regulated data

through a shared QBE-issued endpoint in violation of HIPAA, SOC 2, and NIST CSF access-control

standards. Subsequent internal retaliation and public misstatements (ECF 12 p.20 ¶2) were based on this

same misconfiguration, which has never been audited or corrected.

Because both entities act as offshore processors of U.S. healthcare and insurance data, I

respectfully request:

1. An independent audit by a U.S.-accredited assessor (NIST, HITRUST, or SOC 2 Type II); and

2. Suspension of data-handling privileges for Mphasis and QBE pending audit verification and

corrective action.
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These steps are necessary to ensure compliance with federal data-segregation and endpoint-control

requirements, and to protect U.S. citizens whose information remains exposed through unmanaged

offshore systems.

Thank you for your attention and commitment to data-integrity oversight. 

Formal Whistleblower Disclosure and Request for Oversight Audit — Mphasis Corporation &
QBE Insurance Group

Mphasis & QBE — Data Governance Failures and Retaliation Following Protected

Whistleblower Disclosure

Case Reference: Mphasis Corporation v. Rojas, U.S. District Court, S.D.N.Y., Case No. 1:25-cv-03175

(JMF)(OTW)

Source Citations: ECF 12 p.20 ¶2; ECF 13; ECF 14-25; ECF 14-38; ECF 14-41 p.52; ECF 404; ECF 466–472.

Date: October 2025

1. Dual-Use Endpoint (October 2024)

Reported internally to the Mphasis CIO Whistleblower Portal, later confirmed by configuration logs.

Finding: QBE and Mphasis engineers were using the same QBE-issued laptop to access both QBE and

Mphasis corporate systems — a direct violation of each companyʼs endpoint-control and data-

segregation policies.

Regulatory Impact: Violations under HIPAA §164.308(a)(4), SOC 2 CC6.x, and NIST CSF ID.AM / PR.AC.

2. Retaliation Pattern (February 2025)

After disclosure, Mphasis redirected QBE.pots configuration files to the whistleblowerʼs personal laptop,

then cited that setup as cause for termination — constituting retaliation following a protected

compliance report.

Evidence: ECF 14-25 (email direction) and ECF 13 (contradictory supervisory declaration).

3. Negligence and Cover-Up (Spring 2025)

Following termination, QBE and Mphasis failed to deactivate the original QBE endpoint, leaving it online

and unmanaged. After public documentation, they attempted recovery by hiring a private investigator to

seize a QBE-owned laptop they had lost track of.
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This demonstrates systemic endpoint-governance failure mirroring patterns preceding the March 2024

U.S. healthcare data breach attributed to QBE.

Why It Matters

• The issue was corporate negligence, not employee misconduct.

• Retaliation and misstatements (ECF 12 p.20 ¶2) arose after the protected disclosure.

• The Rule 60(b)(3) motion seeks to correct the factual record: the device was a QBE endpoint under

QBE control.

Regulatory Relevance

The record shows noncompliance with U.S. data-governance and audit-trail standards. Both Mphasis

and QBE, acting as offshore processors of U.S. regulated data, failed to meet HIPAA, SOC 2, and NIST CSF

controls. Until certified by a U.S.-accredited authority (NIST, HITRUST, or SOC 2 Type II), their

authorization to handle U.S. regulated data should be suspended pending audit. 

 

Mphasis & QBE — Data Governance Failures and Retaliation Following Protected

Whistleblower Disclosure

Download PDF
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1/2 Next
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Protected Disclosure Notice:

This archive constitutes a good-faith disclosure under 18 U.S.C. § 1833(b) and 18 U.S.C. § 1514A.

It reports suspected violations of U.S. data-privacy, compliance, and audit-control laws by entities

processing regulated U.S. data from offshore environments.

No classified, sealed, or privileged material is disclosed.
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Mphasis Corp. v. Rojas — Defendant’s § 1746 Declaration

UNITED STATES DISTRICT COURT

SOUTHERN DISTRICT OF NEW YORK

MPHASIS CORPORATION, Plaintiff, 
v. 
ALBERT ROJAS, Defendant.

Case No. 1:25-cv-03175 (JMF)(OTW)

Exhibit D – Root Cause & Litigation
How a False Statement Became a Sanction Predicate

This exhibit reproduces evidence already interwoven by Plaintiff’s counsel into ECF 14, 
originally sourced from Defendant’s public whistleblower archive. 
It is cited throughout ECF 470 through 479 and authenticated in the accompanying § 1746 
Declaration. 
The materials map how Plaintiff’s misstatement in ECF 12 p. 20 ¶ 2—that Defendant “refused to 
return the QBE laptop”—became the factual predicate for sanctions and forensic orders, despite 
contradictory evidence already before the Court.

Authenticated in Defendant’s § 1746 Declaration.

Executed on October 28, 2025, in New York, New York.

/s/ Albert Rojas 
Albert Rojas   
Defendant, Pro Se   
319 W. 18th Street, Apt. 3F   
New York, NY 10011   
rojas.albert@gmail.com   
(646) 866-1669 
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Statement from Defendant 

This case is not about personal grievances—it is about institutional failures.

Despite the Courtʼs early focus on legal aid referrals and procedural motions, the record now reflects

deeper concerns: QBE left an active laptop unsecured for months, exposing U.S. healthcare data.

Mphasis failed to provision secure infrastructure, then pivoted to blame the whistleblower who

documented it.

My filings at QBE.world are protected disclosures. They exist to surface facts—not rhetoric—that impact

public safety and national data governance. This is not defiance. Itʼs documentation.

DISCLAIMER: This summary is a factual representation of public filings and protected disclosures made

by the Defendant in accordance with rights under 18 U.S.C. § 1833(b), Sarbanes-Oxley, Dodd-Frank, and

New York Labor Law § 740. No confidential, sealed, or privileged information has been disclosed beyond

what has been publicly filed in the U.S. District Court for the Southern District of New York. This

document is provided for transparency and does not constitute legal advice or waiver of any legal rights.

The following sections draw exclusively from materials already filed by Plaintiff—specifically ECF Nos.

14-38, 14-41, 286-13, and 286-14—each submitted by Mphasis to this Court as public exhibits. At the time

of filing, none of these documents were sealed, redacted, or marked as confidential. Only after

Defendant cited them in his defense did Plaintiff attempt to retroactively relabel them as “trade secrets,”

in a transparent effort to suppress unfavorable but lawfully disclosed facts. The evidentiary record

speaks for itself. All commentary herein is based solely on Mphasisʼs own public docket submissions and

is protected by law.

14-38 ocr p1-46 (pdf)

Mphasis & QBE The Next Applied - Data Governance Failures and Retaliation
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14-38 ocr p47-94 (pdf)

14-41 ocr p1-63 (pdf)

14-41 ocr p64-113 (pdf)

286-13 (pdf)

286-14 (pdf)

FOR IMMEDIATE RELEASE

Whistleblower Files Emergency Motion to Sanction QBE and Mphasis for Concealing Major U.S.

Healthcare Data Breach

NEW YORK, NY – July 2, 2025 – Albert Rojas, a pro se defendant in Mphasis Corporation v. Rojas, Case

No. 1:25-cv-03175 (S.D.N.Y.), has filed an emergency motion under Federal Rule of Civil Procedure 11

seeking sanctions against Mphasis Corporation and its client QBE North America for orchestrating—and

then concealing—a major cybersecurity breach involving protected U.S. healthcare data.

The motion requests the Court to:

Vacate a prior injunction (ECF No. 207) obtained through misrepresentations;

 

Impose sanctions against Mphasisʼs legal counsel for misleading the Court;

 

Refer both QBE and Mphasis to federal enforcement authorities—including HHS, FTC, SEC,

and DHS/CISA—for violations involving audit evasion, breach concealment, and retaliation

against a protected whistleblower.

 

Rojas alleges that Mphasis executives deliberately circumvented internal security policies to transmit

restricted data directly to his personal laptop—exposing sensitive healthcare-related information.

He further asserts that QBE knowingly left a corporate endpoint active, accessible, and unencrypted
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for over five months after his departure—failing to act until his disclosures were made public

via https://QBE.world.

“This Court has now been conscripted—however unwittingly—into enforcing a cybersecurity

cover-up,” Rojas writes. “That must end.”

Attached as Exhibit A is the original file, QBE.pptx, sent by Mphasis leadership in direct

violation of HIPAA, NIST 800-53, and ISO/IEC 27001 standards. The motion also spotlights

contradictory public statements made by Mphasis—undermining their own trade  secret

claims and revealing a pattern of retaliatory litigation.

Rojas is demanding the immediate suspension of QBE and Mphasisʼs authority to process U.S. data

pending an independent, court-monitored cybersecurity audit by federal agencies.

The full filing, along with supporting evidence, has been made publicly available for transparency at:

 https://QBE.world

Exhibit_C_QBE_PPTX_Email_Transmission_Flattened (pdf)

 Public Filing ≠ Trade Secret

Mphasis filed ECF Nos. 14-38 and 14-41 unsealed—no redactions, no protective order.

Then claimed I “misappropriated trade secrets” by quoting them.

But hereʼs the twist:

That same Plaintiff—and the Court—sealed a personal cellphone number (ECF No. 67).

Apparently, a 10-digit number deserves more confidentiality than the mishandling of U.S.

healthcare infrastructure.

This TRO wasnʼt about protection.

It was about punishing protected speech and shielding offshore partners (Mphasis and QBE)
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from accountability.

Legal Update – Rule 11 Sanctions and Court Order Sought

On June 22, 2025, Defendant filed an amended declaration detailing false and retaliatory statements by

Plaintiffʼs counsel Kimberly Karseboom and William Grob of Ogletree Deakins. These attorneys

mischaracterized publicly filed, unsealed documents (ECF Nos. 14-38 and 14-41) as “trade secrets”

in order to obtain invasive relief against the Defendant, including proposed forensic access to

personal devices.

The Defendant has requested judicial sanctions under Rule 11 and submitted a Proposed Court

Order stating:

“ORDERED that Plaintiff and its counsel, Kimberly Karseboom and William Grob of Ogletree

Deakins, shall SHOW CAUSE why sanctions under Rule 11 should not be imposed.”

This action follows months of misleading litigation tactics that obscured QBEʼs own security lapses and

triggered unconstitutional overreach. All materials remain derived from public filings and protected

whistleblower activity under 18 U.S.C. § 1833(b), SOX, Dodd-Frank, and NYLL § 740.

Pro Se Trial Readiness and Public Interest Statement

As a pro se litigant, I approach this matter with full respect for the Court and all parties involved.

My intent is not adversarial, but constitutional: to ensure that all facts are properly weighed and

that domestic law—especially as it relates to U.S. data security and endpoint governance—is

applied equitably.

This case does not pit individuals against each other. It raises structural concerns about how offshore

enterprise structures—like those of Mphasis and QBE—have sidestepped internal enforcement policies,

failed to secure active healthcare endpoints, and deprioritized U.S. data governance in favor of

financial efficiency.

The QBE-issued laptop remained unrecovered for months. It was used across multiple endpoints. These

actions were contrary to QBEʼs own internal policies—policies that appear to have been knowingly

ignored. Rather than acknowledge these lapses, litigation was initiated.

I remain trial-ready, not only to defend my rights, but to help the Court examine how regulated data was

handled under these conditions. My participation is in service of the same democratic principles this
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Court was established to uphold: transparency, accountability, and adherence to U.S. law.

QBE.World – Public Interest Summary

Introduction

QBE Insurance Group and Mphasis Corporation are engaged in a civil matter raising material questions

about enterprise governance, data security, and retaliation following protected disclosures. This

summary presents verified facts, procedural context, and public-interest implications in a manner

consistent with legal standards and transparency.

Governance Failure and Data Exposure

On February 28, 2025, an Mphasis executive transmitted QBE-related materials to Defendant without

providing a corporate-managed, encrypted, or policy-approved device—nor any protective designation.

The resulting security lapse originated upstream from Defendant and was later documented in court

filings. The exposure was due to internal enforcement failures, not external intrusion.

Laptop Return and Retaliation Timeline

Following termination, Defendant attempted to return a QBE-issued laptop. After corporate email access

was disabled, Defendant used a traceable alias to transmit return instructions. All communications were

signed and attributable. Rather than addressing the recovery context, Mphasis cited the alias as

“impersonation”—a claim echoed in press coverage despite the absence of any misrepresentation.

Public Records and Media Coverage

All referenced exhibits and email communications derive from the public docket in Mphasis v. Rojas,

Case No. 1:25-cv-03175 (S.D.N.Y.). No sealed, redacted, or confidential-designated materials were

disclosed beyond those publicly filed by Plaintiff. Media coverage, including by LiveMint, has referenced

both the impersonation allegation and the broader whistleblower disclosures.

Why This Matters

This matter does not concern unauthorized hacking—but governance failure over sensitive enterprise

endpoints. The QBE-issued device remained unrecovered for over five months post-termination, during

which Mphasis and QBE failed to coordinate retrieval or confirm secure chain of custody.

QBE claims the device was “locked” via software in December 2024. However, remote locks are not

equivalent to physical retrieval or forensic assurance. Security experts confirm: software-based locking

is a mitigation—not a safeguard—especially when the device remains physically uncontrolled.
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Remote lock mechanisms can be bypassed under various conditions:

• Login Circumvention – A skilled actor with physical access can use bootable media or privilege

escalation tools to bypass OS credentials.

• Lack of Full-Disk Encryption – Data at rest may be accessible if disk encryption is not enforced.

• Firmware Vulnerabilities – Without BIOS/UEFI boot protection, external booting is possible.

• Misconfigured Wake-on-LAN / Remote Access – Dormant devices may be exploitable if

improperly secured.

Failure to physically retrieve a live healthcare endpoint is not merely a technical lapse—it is a regulatory

and operational breach. Allowing an active device containing protected data to remain outside

corporate control is analogous to a court bailiff leaving a loaded sidearm unattended: foreseeable,

preventable, and institutionally negligent.

Claims of misappropriation must therefore be weighed against Plaintiffsʼ own failure to retrieve, secure,

or verify endpoint custody. The risk did not originate with Defendant—but with those responsible for

data protection.

Internal Breach – Not External Hacking

The QBE.pptx incident exemplifies a recurring enterprise risk: sensitive data loss stemming from

internal control failures, not malicious external intrusion. Mphasis transmitted materials to an

unmanaged endpoint and failed to initiate retrieval protocols. The result is consistent with systemic

governance breakdowns.

Clarifying the “Nitin” Alias

The temporary alias nitin.rakesh@mphasis.it.com was created only after Mphasis blocked Defendantʼs

communication channels. It was used exclusively to facilitate the return of QBE property. Every message

was signed by Defendant. No effort was made to impersonate any real person. The alias functioned as a

delivery channel—not an act of fraud or misrepresentation.

Rule 11 Sanctions Requested

On June 17, 2025, Defendant filed a Rule 11 motion seeking sanctions against Plaintiff for

mischaracterizing public court filings as trade secrets. The challenged exhibit—ECF No. 14–38—was filed

by Plaintiff without protective seal, confidentiality marking, or restriction.

Motion Basis and Requested Relief

The motion invokes:

• Judicial Estoppel, New Hampshire v. Maine, 532 U.S. 742 (2001)

• Waiver of Privilege, Fed. R. Evid. 502

• Unclean Hands, Precision Instrument Mfg. Co., 324 U.S. 806 (1945)

• Sanctions, Rule 11(b)(1)–(3), Rule 16(f), and 28 U.S.C. § 1927
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Defendant has requested corrective action and referral of Plaintiffʼs counsel to relevant grievance

committees for alleged misstatements and procedural abuse.

Endpoint Governance and Oversight Failure

Despite receiving multiple email notices, QBE failed to coordinate the laptopʼs retrieval. Mphasis later

submitted sworn declarations asserting refusal—serving as grounds for a forensic imaging order.

However, the laptop was never issued by Mphasis and remained under QBEʼs enterprise domain

and governance.

Protected Whistleblower Disclosures

Disclosures regarding dual-endpoint architecture, offshoring, and compliance failures affecting

protected healthcare data were made in good faith and are shielded by federal and state

whistleblower statutes.

The March 2024 QBE healthcare breach appears consistent with the exact governance deficiencies

Defendant had previously reported—namely, the failure to secure live devices, enforce return protocols,

and monitor access control in cross-border settings.

Legal Action and Breach Attribution

QBE declined to provide a verifiable digital chain of custody and relied on physical-only delivery

methods for endpoint return—without offering secure electronic options. Its global infrastructure is

managed outside the U.S., while Mphasis operates as a foreign subsidiary. These cross-border structures

complicate domestic oversight and raise policy concerns regarding regulatory visibility.

Returning the laptop under such conditions does not waive legal rights. Instead, it affirms—both

factually and procedurally—the same control failures that exposed patient data and violated

compliance norms.

Final Statement

Defendant asserts his right to jury trial. Whatever the outcome, the materials at issue remain publicly

filed. This matter is subject to continuing judicial and regulatory scrutiny.

WIP

No Misappropriation

• Mphasis never issued you a device.

• The laptop at issue was QBE property.

• They cite ECF No. 14-38 as “trade secrets” but filed it publicly, unsealed.
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Protected Disclosure Notice:

This archive constitutes a good-faith disclosure under 18 U.S.C. § 1833(b) and 18 U.S.C. § 1514A.

It reports suspected violations of U.S. data-privacy, compliance, and audit-control laws by entities

processing regulated U.S. data from offshore environments.

No classified, sealed, or privileged material is disclosed.

465–473_Summary

What_Was_Said_Why_False

Full_Archive

Root Cause & Litigation

Dual-Use Endpoint

Forgotten QBE Laptop

Defendant Domain Expert

Brad Kelly PI

Mphasis Retaliation & Age

Ruturaj Waghmode

• You created the mphasis.nyc domain to fulfill a return obligation they failed to coordinate.

Protected Whistleblower Activity

• You reported clear internal governance failures (dual endpoint, unsecure device, no retrieval process).

• Your disclosures align with statutory protections under:

◦ 18 U.S.C. § 1833(b) (DTSA whistleblower immunity),

◦ SOX / Dodd-Frank (retaliation protections),

◦ NYLL § 740 (retaliation for health and safety disclosures).

Intent Was Transparency—Not Deception

• Every message using mphasis.nyc or nitin.rakesh@mphasis.it.com was signed.

• No impersonation—just traceable delivery when they cut off all access.

Jury Perspective

• You're the individual trying to return a healthcare laptop in good faith.

• They're the multinational who left it sitting, unsecured, while blaming you for doing your job.
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Mphasis Corp. v. Rojas — Defendant’s § 1746 Declaration

UNITED STATES DISTRICT COURT

SOUTHERN DISTRICT OF NEW YORK

MPHASIS CORPORATION, Plaintiff, 
v. 
ALBERT ROJAS, Defendant.

Case No. 1:25-cv-03175 (JMF)(OTW)

Exhibit G – Statement of Record — Mphasis / QBE Whistleblower
Consolidated Chronology for Public Oversight

This exhibit reproduces evidence already interwoven by Plaintiff’s counsel into ECF 14, 
originally sourced from Defendant’s public whistleblower archive. 
It is cited throughout ECF 470 through 479 and authenticated in the accompanying § 1746 
Declaration. 
The materials present the full timeline of Defendant’s protected disclosures and correspondence 
with Mphasis and QBE executives, providing a transparent record for regulatory and judicial 
review.

Authenticated in Defendant’s § 1746 Declaration.

Executed on October 28, 2025, in New York, New York.

/s/ Albert Rojas 
Albert Rojas   
Defendant, Pro Se   
319 W. 18th Street, Apt. 3F   
New York, NY 10011   
rojas.albert@gmail.com   
(646) 866-1669 
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Statement	of	Record	for	Publication	

Mphasis	&	QBE	—	Data	Governance	Failures	and	Retaliation	Following	
Protected	Whistleblower	Disclosure	

Prepared	by:	Albert	Rojas	
Case	Reference:	Mphasis	Corporation	v.	Rojas,	U.S.	District	Court,	S.D.N.Y.,	Case	No.	1:25-
cv-03175	(JMF)(OTW)	
Source	Citations:	ECF	12	p.20	¶2;	ECF	13;	ECF	14-25;	ECF	14-38;	ECF	14-41	p.52;	ECF	404;	
ECF	466–472.	
Date:	October	2025	

1. Dual-Use Endpoint (October 2024) 
Reported	internally	to	the	Mphasis	CIO	Whistleblower	Portal,	later	conXirmed	by	
conXiguration	logs.	

Finding:	QBE	and	Mphasis	engineers	were	using	the	same	QBE-issued	laptop	to	access	both	
QBE	and	Mphasis	corporate	systems	—	a	direct	violation	of	each	company’s	endpoint-
control	and	data-segregation	policies.	

Regulatory	Impact:	Violations	under	HIPAA	§164.308(a)(4),	SOC	2	CC6.x,	and	NIST	CSF	
ID.AM	/	PR.AC.	

2. Retalia=on Pa?ern (February 2025) 
After	disclosure,	Mphasis	redirected	QBE.pots	conXiguration	Xiles	to	the	whistleblower’s	
personal	laptop,	then	cited	that	setup	as	cause	for	termination	—	constituting	retaliation	
following	a	protected	compliance	report.	

Evidence:	ECF	14-25	(email	direction)	and	ECF	13	(contradictory	supervisory	declaration).	

3. Negligence and Cover-Up (Spring 2025) 
Following	termination,	QBE	and	Mphasis	failed	to	deactivate	the	original	QBE	endpoint,	
leaving	it	online	and	unmanaged.	After	public	documentation,	they	attempted	recovery	by	
hiring	a	private	investigator	to	seize	a	QBE-owned	laptop	they	had	lost	track	of.	

This	demonstrates	systemic	endpoint-governance	failure	mirroring	patterns	preceding	the	
March	2024	U.S.	healthcare	data	breach	attributed	to	QBE.	

Why It Ma?ers 
•	The	issue	was	corporate	negligence,	not	employee	misconduct.	
•	Retaliation	and	misstatements	(ECF	12	p.20	¶2)	arose	after	the	protected	disclosure.	
•	The	Rule	60(b)(3)	motion	seeks	to	correct	the	factual	record:	the	device	was	a	QBE	
endpoint	under	QBE	control.	

Case 1:25-cv-03175-JMF-OTW     Document 480-5     Filed 10/29/25     Page 2 of 3



Regulatory Relevance 
The	record	shows	noncompliance	with	U.S.	data-governance	and	audit-trail	standards.	Both	
Mphasis	and	QBE,	acting	as	offshore	processors	of	U.S.	regulated	data,	failed	to	meet	HIPAA,	
SOC	2,	and	NIST	CSF	controls.	Until	certiXied	by	a	U.S.-accredited	authority	(NIST,	HITRUST,	
or	SOC	2	Type	II),	their	authorization	to	handle	U.S.	regulated	data	should	be	suspended	
pending	audit.	

A?esta=on 
I,	Albert	Rojas,	declare	under	penalty	of	perjury	that	the	statements	above	are	true	and	
correct	to	the	best	of	my	knowledge,	based	on	records	already	before	the	Court	and	publicly	
Xiled	in	ECF	001–479.	

	
Executed on October 26, 2025, at New York, NY.

Respectfully submitted,

/s/ Albert Rojas 
Albert Rojas (Pro Se) 
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Mphasis Corp. v. Rojas — Defendant’s § 1746 Declaration

UNITED STATES DISTRICT COURT

SOUTHERN DISTRICT OF NEW YORK

MPHASIS CORPORATION, Plaintiff, 
v. 
ALBERT ROJAS, Defendant.

Case No. 1:25-cv-03175 (JMF)(OTW)

Exhibit B – Dual-Use Endpoint
The Policy Failure That Began It All

This exhibit reproduces evidence already interwoven by Plaintiff’s counsel into ECF 14, 
originally sourced from Defendant’s public whistleblower archive. 
It is cited throughout ECF 470 through 479 and authenticated in the accompanying § 1746 
Declaration. 
The materials document QBE and Mphasis permitting simultaneous use of the same QBE-issued 
laptop across corporate domains, a configuration that violated both entities’ own separation-of-
duties and data-loss-prevention policies.

Authenticated in Defendant’s § 1746 Declaration.

Executed on October 28, 2025, in New York, New York.

/s/ Albert Rojas 
Albert Rojas   
Defendant, Pro Se   
319 W. 18th Street, Apt. 3F   
New York, NY 10011   
rojas.albert@gmail.com   
(646) 866-1669 
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 October 31, 2024 at 11:38 AM: Whistleblower states; “As for accessing Mphasis email, it appears policy

(page 10, section r) restricts use on a QBE laptop. While incognito and stateless web sessions are an

option, I'm not sure they're permitted under the guidelines.”

October 31, 2024 at 2:31 PM: Whistleblower states; “Per attached QBE Policy, page 10 section r), it does

not look like we are allowed to access third-party emails unless QBE has approved… r) Use unauthorised

third-party email services for exchanging business-related messages and information. Only the QBE

provided email system or other approved transmission tools may be used for transmitting information

and files relevant to QBEʼs business;”

Oct 31, 2024 at 2:53 PM: Mphasis HR states, “Since you already got a client laptop, Mphasis IT team will

not provide you an Mphasis laptop.”

Oct 31, 2024 at 19:18 PM: Mphasis CIO Office states, “Point mentioned talks about unauthorized email

services for transmitting Information and files relevant to QBEʼs Business , which is how it should be .

You should not try to transmit client data using any other email services.”

Oct 31, 2024 at 2:53 PM: Mphasis CIO Office states, “User can use personal machines for accessing

Mphasis web mails over browser or request Mphasis WVDI”

Nov 1, 2024 at 1:19:28  PM: Whistleblower states; “Team,

Iʼm encountering errors when trying to access the Mphasis portal from my personal Mac. I've attached

screenshots for reference. As per QBE policy (referenced below), Iʼm unable to use the QBE Windows

laptop for this purpose. Baldwinder, could you please advise on steps to access the Mphasis WVDI, as

Mphasis & QBE The Next Applied - Data Governance Failures and Retaliation
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discussed yesterday? Iʼm grateful for the opportunity to contribute and look forward to resolving this

matter. Respectfully, Albert

QBE Policy Reference:

Group Acceptable Use Policy.pdf, page 10

4.8 Prohibited Behavior

Section (r): Use unauthorized third-party email services for exchanging business-related messages and

information. Only QBE-approved systems may be used for transmitting sensitive information relevant to

our business.

Additional Note:

Accessing third-party systems, including portals or email clients, through web connectors can pose

security risks. Based on experience with companies like Walmart, BofA, and others, security incidents

are often internal rather than external. 

Nov 1, 2024 at 2:21 PM: Mphasis CIO office states; “Please try it in different browser it should work.

Also Jitendra has already clarified on this yesterday. Any further queries on policy please connect with

your manager."

Nov 1, 2024 at 4:41 PM: Whistleblower states; “During a live Zoom session (about 30 minutes ago) with

Dilip, his laptop encountered a blue screen error and crashed… Contractors should not be accessing

employee portals through QBE-issued laptops and web sessions, even if a network configuration

oversight left this access open. In the event of a breach, QBE and regulatory bodies will likely audit

all access logs, including web sessions. Attached is a photo taken with my iphone during my session

with Dilip."
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QBE and Mphasis Enabled Policy-Breaching Architecture With Known Compliance Risks

During a live session, QBE-issued hardware crashed with a blue screen error.

QBE Dilip Nayak: “My system just crashed. Weird.”

This failure underscores a deeper issue: QBE knowingly provisioned enterprise laptops to third-party

contractors with unrestricted access to multiple endpoint systems—including Mphasis and QBE portals

—through a single device. This violates basic tenets of access separation, auditability, and governance.

The proper protocol, consistent with enterprise cybersecurity norms, is for third parties to use their own
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endpoint devices for accessing their respective domains—not repurpose internal infrastructure in

violation of corporate policy.

Documented Attempt to Comply With Policy

November 1, 2024 – 1:19:28 PM – Whistleblower Statement:

“Team, Iʼm encountering errors when trying to access the Mphasis portal from my personal

Mac. I've attached screenshots for reference. As per QBE policy (referenced below), Iʼm unable

to use the QBE Windows laptop for this purpose. Balwinder, could you please advise on steps

to access the Mphasis WVDI, as discussed yesterday? Iʼm grateful for the opportunity to

contribute and look forward to resolving this matter.”

— Respectfully, Albert (Whistleblower) 

QBE Policy Reference – Group Acceptable Use Policy, Page 10
Section 4.8 – Prohibited Behavior:

Subsection (r):

“Use [of] unauthorized third-party email services for exchanging business-related messages

and information. Only QBE-approved systems may be used for transmitting sensitive

information relevant to our business.”

Expert Security Advisory Noted by Whistleblower
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“Accessing third-party systems, including portals or email clients, through web connectors can

pose security risks. Based on experience with companies like Walmart and Bank of America,

security incidents are often internal rather than external.”

Ongoing Federal Enforcement Context
This is not a theoretical risk. On March 25, 2025, the U.S. Office of the Comptroller of the Currency

(OCC) formally notified Congress of a major federal information security incident stemming from

unauthorized access to sensitive email infrastructure.

 OCC Disclosure: nr-occ-2025-30

Legal Relevance for QBE and Mphasis Counsel
The dual-endpoint architecture, internal policy violations, and failure to provision proper infrastructure

to Whistleblower—while continuing to assign privileged tasks—expose QBE and Mphasis to regulatory

scrutiny, breach liability, and whistleblower retaliation claims under:

18 U.S.C. § 1833(b) – DTSA Whistleblower Immunity

18 U.S.C. § 1514A – Sarbanes-Oxley Act

15 U.S.C. § 78u-6(h) – Dodd-Frank Act

N.Y. Lab. Law § 740 – New York Whistleblower Protection Law

 

Nov 12, 2024 at 3:25 PM: Whistleblower states; “Team,

Itʼs clear thereʼs an issue with QBEʼs network security when accessing the QBE ServiceNow portal

requires using incognito mode. See QBE laptop screen below my name.

Allowing third parties to access internal portals via the QBE network is risky and leaves the door open to

potential security breaches. 

Someone should advise QBE that they should seriously consider tightening their network security. For

comparison, Iʼve never been able to access an employer's portal through networks at JPMC, DoD, Navy,

SpaWAR, or Los Alamos Labortories whereas I could at Walmart—and weʼre all aware of Walmartʼs

security challenges.

Respectfully,

Whistleblower

Case 1:25-cv-03175-JMF-OTW     Document 480-6     Filed 10/29/25     Page 6 of 12

https://occ.gov/news-issuances/news-releases/2025/nr-occ-2025-30.html


Ps. Regarding Balwinder's 31 October 2024 19:18 email: 

"If primary operations are on QBE and they have already allocated machine , in such cases we donʼt

allocate Mphasis machine just to access web email." 

I only access Mphasis emails with my personal Mac laptop.”

QBE Provisioned an Enterprise Endpoint—Not a Word Processor

The crash of QBEʼs ServiceNow workflow during an active session—triggered by a network

interruption—exposes the operational risk of QBEʼs flawed dual-access architecture. QBE
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knowingly permitted third-party contractors to access multiple enterprise endpoints via a single

QBE-managed device, resulting in a systemic failure of governance, auditability, and compliance.

QBE did not issue Whistleblower a basic workstation. It provisioned a privileged enterprise
endpoint with internal infrastructure access—effectively functioning as a server, not a client

device.

Exhibits & Internal Acknowledgments:
Balwinder (QBE), Oct 31, 2024, 19:18:

 “If primary operations are on QBE and they have already allocated [a] machine, in such cases we

donʼt allocate Mphasis machine just to access web email.”

Whistleblower Response:

 “I only access Mphasis emails with my personal Mac laptop.”

Mphasis CIO Office, Oct 31, 2024, 2:53 PM:

 “User can use personal machines for accessing Mphasis web mail over browser or request

Mphasis WVDI.”

Additional Note:

Whistleblower repeatedly submitted formal ServiceNow incident tickets requesting a Mphasis-

issued laptop. None was ever provisioned.
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Nov 12, 2024 at 4:40 PM: Mphasis HR states; “Mphasis may be considered an authorized party by

QBE since they are our client… Please use your client computer (which most employees to do) or

your phone.”

Nov 20, 2024 at 11:32 PM: Whistleblower states; “Accessing Mphasis email on QBE's network violates

the QBE Group Acceptable Use Policy (Page 10, Section r). The policy explicitly states "Use unauthorized

third-party email services for exchanging business-related messages and information. Only the QBE-

provided email system or other approved transmission tools may be used for transmitting information

and files relevant to QBE's business.”

Nov 21, 2024 at 4:30 PM Mphasis CIO Office states; “Security Policy – The current working arrangement

and usage of QBE laptops is common across all onshore team members. We appreciate you shared

your security concerns about QBE, but it is now at the discretion of QBE whether they would like to take

it forward”

Dec 17, 2024 at 12:13 PM: Whistleblower states; “I'm unable to access Mphasis emails from QBE. I

previously submitted a request for an Mphasis laptop while using my personal Mac, which I no longer

have. Could you please arrange for the same setup as Dean? Please refer to his note below for details. I

would appreciate an update on the status of the Mphasis laptop when you have a chance. Thank you!

[December 17, 2024 Dean Forest]

Whistleblower 11:52am: Do you have a QBE laptop???

Dean Forest 11:52am: Yes

Whistleblower 11:52am: how do you access Mphasis emails from QBE laptop without

downloading the Microsoft authenticator?

Dean Forest 11:52am: I donʼt have my Mphasis emails on my QBE machine. I use my Mphasis

laptop for it.

Whistleblower Copy

Dean Forest 11:53am: I can access my Datalytyx emails from my phone etc but Mphasis stuff

strictly my Mphasis machine. Which is annoying but Iʼve learned to live with having 2 laptops

open most days.
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Whistleblower 11:53am: so you got a Mphasis Laptop and a separate QBE laptop correct?

Dean Forest 11:54am: Yes My QBE laptop has applications which are native to this machine so

even if I long via QRED (VCS session) using my Mphasis laptop I cannot access tools I need just

basic stuff like microsoft office.

Whistleblower 11:53am: Copy Exactly! Thank you!

Dean Forest 11:55 AM: no problem"

Dec 18, 2024 at 9:20 AM: Whistleblower states; “If there is a laptop available at the Mphasis London

office, for the next week or two, please advise.”

Dec 18, 2024 at 10:07 AM: Whistleblower states; “Please see attached whilst scanning QR code; after add

account -> Mphasis on QBE machine -> "No unable data found”. Between all of us, I'm glad this error

happened because if I was able to connect, that would definitely be a hole. ”

Dec 18, 2024 at 11:52 AM: Mphasis CIO Office states; “Authenticator is required to login to Mphasis

machine also. We cannot bypass it , you can configure multiple accounts in authenticator (I had it for

client as well as Mphasis when I was supporting client). Please click on add account in authenticator and

proceed with scan QR code option . Once your MFA is configured , you should be able to access Mphasis

apps using browser.”

Dec 18, 2024 at 2:13 PM: Mphasis CIO Office states; “This looks like it is from a desktop APP, which

would make sense. But you can access all the web versions on any machine from Edge/Chrome

in Incognito/InPrivate”

Dec 18, 2024 at 6:09 PM: Mphasis CIO Office states; “In your authenticator, do you already see an Mphasis

account listed? If so, remove it, and then try scanning again”

Dec 18, 2024 at 6:55 PM: Mphasis CIO Office states; “You are scanning it using camera app , rather than

using below steps to scan. In phone open authenticator app - Click on + icon – select work or school

account – select scan a QR code option and then scan QR code from laptop screen"

Dec 18, 2024 at 1:27 PM: Whistleblower states; “It's not working my friend! Please see ʻincognitoʼ screen

shot attached. And itʼs a good thing itʼs not working!”
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Protected Disclosure Notice:

This archive constitutes a good-faith disclosure under 18 U.S.C. § 1833(b) and 18 U.S.C. § 1514A.

It reports suspected violations of U.S. data-privacy, compliance, and audit-control laws by entities

processing regulated U.S. data from offshore environments.

No classified, sealed, or privileged material is disclosed.

465–473_Summary

Dec 18, 2024 at 2:19 PM: Mphasis CIO Office states; “You can use personal machines, but you will be

limited to WEB Version only. This has been an Mphasis CIO/CRO policy for at least 5 years. ONLY Mphasis

Domain Joined machines can use Desktop apps, which allow downloading and storing of Mphasis data.

Regards, Jared Bulger Senior U.S. Administration Officer"

Dec 18, 2024 at 3:14 PM: Whistleblower states; “Iʼm unable to access the Mphasis intranet because it

requires the Authenticator app on my phone, which is managed by QBE.”

Disclaimer: Protected Legal Submission

This site contains content directly related to the pending matter Mphasis Corporation v. Whistleblower,

Case No. 25-cv-3175 (JMF), before the United States District Court for the Southern District of New York.

All materials are presented in furtherance of a constitutionally protected and statutorily authorized

whistleblower defense. They include sworn declarations, factual assertions, legal arguments, and

evidence submitted by the undersigned, appearing pro se.

These disclosures are expressly protected under:

18 U.S.C. § 1833(b) – Defend Trade Secrets Act (Whistleblower Immunity)

18 U.S.C. § 1514A – Sarbanes-Oxley Act (SOX)

15 U.S.C. § 78u-6(h) – Dodd-Frank Act (SEC Whistleblower)

N.Y. Lab. Law § 740 – New York Whistleblower Protection Law

No information herein was obtained through unauthorized access or improper means. All content is

submitted in good faith to expose and document systemic compliance failures and risks to public

interest, consistent with applicable law.
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Mphasis Corp. v. Rojas — Defendant’s § 1746 Declaration

UNITED STATES DISTRICT COURT

SOUTHERN DISTRICT OF NEW YORK

MPHASIS CORPORATION, Plaintiff, 
v. 
ALBERT ROJAS, Defendant.

Case No. 1:25-cv-03175 (JMF)(OTW)

Exhibit F – Defendant Domain Expert
Technical Contributions and Good-Faith Compliance

This exhibit reproduces evidence already interwoven by Plaintiff’s counsel into ECF 14, 
originally sourced from Defendant’s public whistleblower archive. 
It is cited throughout ECF 470 through 479 and authenticated in the accompanying § 1746 
Declaration. 
The materials demonstrate Defendant’s role as a technical expert who delivered measurable 
performance improvements for QBE and Mphasis while maintaining strict data-governance 
controls, contradicting any claim of misuse or defiance.

Authenticated in Defendant’s § 1746 Declaration.

Executed on October 28, 2025, in New York, New York.

/s/ Albert Rojas 
Albert Rojas   
Defendant, Pro Se   
319 W. 18th Street, Apt. 3F   
New York, NY 10011   
rojas.albert@gmail.com   
(646) 866-1669 
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Inside QBEʼs 2024 Breach: What Really Happened — A Whistleblowerʼs Firsthand Account
As a former technical contributor to QBEʼs infrastructure modernization and document intelligence

efforts, I witnessed firsthand how endpoint mismanagement, policy conflicts, and ignored internal

warnings led to one of the most avoidable healthcare data breaches in recent memory.
Key Contributions

Optimization Demo (Legal NDA Platform): Documented fixes to a broken NDA document

processing pipeline. Demonstrated in this live technical demo.

Legal NDA Logic Remediation: Contributions were acknowledged internally and referenced in

Jira tickets long after my departure.

Mphasis & QBE The Next Applied - Data Governance Failures and Retaliation
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As a domain expert, Defendant developed and demonstrated a technical remediation of the QBE Legal

NDA platform—originally architected by Accenture—which suffered from material execution failures.

These deficiencies were captured in detail via forensic exhibits, including 4Dillip.xlsx, and substantiated

through live-screen video recordings.
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Despite Defendantʼs termination, the Accenture team at QBE continued

utilizing Defendantʼs documented methodologies to triage and

repair critical system defects—affirming the value and originality of

Defendantʼs contribution.
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