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Krish Shah

Cyber Security Analyst

| started my career at an age of 20 years when | entered university and deepened my knowledge to
levels | never imagined. Based on feedback from people close to me, | consider myself extremely
proactive, dedicated, hardworking, responsible, and passionate about learning everything about the
IT field.

Internship

O Jan 2023 - Apr 2023
Cyber Octet Pvt. Ltd. | Ahmedabad

Cybersecurity

¢ In the internship, | have learned about what is cybersecurity?, Why is it important?
Finally, what is the purpose of cybersecurity?

¢ | have also learned about gathering information about the target, how to penetrate
them, and how to report to the organization using responsible vulnerability disclosure.

e we have started learning of creating malware for the android application using
spynote and then we installed it on the mobile and accessed all the information on the

mobile.

O Dec 2022 - Jan 2023
Cybersec Infotech | Ahmedabad

Student

¢ In this internship, | learned encryption and decryption using python.
e Then, what is the key logger, and how do the attackers misuse it?
e We also created a project where we have to take the keystrokes and store them in the

file.

Certifications

¢ |dentifying Security Vulnerabilities, University of California, Davis.
¢ Introduction to Bash Shell Scripting, Coursera Project Network.

¢ Introduction to Cybersecurity Tools & Cyber Attacks, IBM.

e Cyber Security, Teachnook.

Projects

Keylogger

e This project was built using python language. It is a simple Key logger program that will
take input of the keystrokes and store it in the file.

Packet Sniffing Tool

¢ Asniffing attack involves the illegal extraction of unencrypted data by capturing
network traffic through packet sniffers. In this tool, the user will be given 4 options
such as raw, summary, target, and host. The user can select any option and they can
start sniffing the network. The user has to just enter the name of the interface.

Encryption and Decryption

¢ Incryptography, encryption is the process of encoding information. This tool will take
the text from the user and will encrypt the text and ask them if they are willing to
decrypt the text or not. It also has the functionality to save the output into a text file.

The Inspection Tool

¢ This tool gathers information on the target URL. In this information gathering process
involves port scanning, whois, and subdomain finder. This tool will gather all the
information and will show it to you as an output.



