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THE CANADIAN ANTI-FRAUD CENTRE AND UNITED STATES SECRET SERVICE
STOP $750,000 FRAUD TRANSFER
On July 6, the Canadian AntiFraud Centre (CAFC) shared
a notification about a possible
Business Email Compromise
(BEC) scam with the United
States Secret Service (USSS)
Ottawa Field Office that
resulted in saving a U.S.
based company from losing
almost $750,000 (U.S.) and a
number of jobs. In order to
respect the privacy of the victim, we will not be sharing the
name of the company at this
time.
This success was made possible because a Canadian
company reported the scam
to CAFC in June. The CAFC
notified partners, including the
USSS, about the scam and
the related account. The
USSS shared the notification
further with their contacts
leading a bank investigator to
discover that a U.S. company
was
transferring
almost
$750,000 (U.S.) to this fraudulent account.
The bank investigator put a
hold on the transfer, contacted
the company and began procedures to reverse the funds.
A
company
employee
expressed their thanks and
said the interception had
potentially saved jobs.
BEC scams among the most
financially damaging online
scams. In a BEC scam, a
fraudster will send an email
that is spoofed to look like it's
coming from a known and
trusted source. The following
are examples of a BEC message:

A business receives a duplicate invoice with updated payment details supposedly from
an existing supplier or contractor.
An accountant or financial
planner receives a large withdrawal request that looks like
it's coming from their client's
email.
Payroll receives an email
claiming to be from an
employee looking to update
their bank account information.
An email that seems to
come from a trusted source
asks you to download an
attachment, but the attachment is malware that infiltrates an entire network or
infrastructure
An email that seems to
come from trusted source
asks you to buy gift cards.
If you have been a victim of
scam, fraud or cybercrime,
please contact your local
police. We also encourage
you to report an instance,
whether you are a victim or
not, with the CAFC via the
Online Reporting System or
by phone at 1-888-495-8501.
By filing a report, you can provide invaluable information
that could protect others.
"Unlike many traditional
crimes, scams and fraud
span over a number of jurisdictional borders. This incident is an excellent example
of the importance of international partnerships and report-

ing to the Canadian AntiFraud Centre. Without the initial report from the Canadian
company, there could have
been devastating losses to
both the company and to people's lives. I hope this story
encourages both individuals
and businesses to report
scams and fraud when they
come across them and to
educate themselves further
on the variations so they know
what to look for."
Sergeant
Guy
Paul
Larocque, Officer in Charge at
the Canadian Anti-Fraud
Centre, and RCMP Mass
Marketing and Serious Fraud
Coordinator
"On a daily basis, the Secret
Service offices throughout
Canada work closely with the
Canadian Anti-Fraud Centre
in an effort to coordinate crim-

inal investigations that transcends our common borders.
As transnational criminal
organizations target U.S. and
Canadian interests through
sophisticated cyber-enabled
fraud schemes, our collaborative efforts are paramount to
our continued success. This
incident is one of numerous
examples of the shared successes between our agencies, resulting in millions of
dollars returned to U.S. and
Canadian citizens.
The
United States Secret Service
Ottawa Field Office values the
exemplary relationship shared
with the Canadian Anti-Fraud
Centre, and the various public/private sector partners for
the swift response to matters
of mutual interest."
- Special Agent in Charge
Robert Lamour, United States
Secret Service, Ottawa Field

Office
Quick Facts
As a National Police
Service,
the
CAFC
is
Canada's central repository
for data, intelligence and
resource material as it relates
to fraud and is jointly operated
by the Royal Canadian
Mounted
Police,
the
Competition Bureau and the
Ontario Provincial Police. The
CAFC does not conduct
investigations but provides
valuable assistance to law
enforcement agencies all over
the world by identifying connections among seemingly
unrelated cases.
BEC scams fall under the
category of "spear phishing",
which is known for being one
of the most common and most
dangerous attack methods

currently used to conduct
fraud, usually on businesses
and organizations.
Over the past two years,
spear phishing has been in
the top 2 for reported financial
losses to the CAFC.
In 2020, the CAFC received
1,680 reports of spear phishing where 779 victims reported losses of $29.9 million.
In 2019, the CAFC received
1,044 reports of spear phishing with 560 victims reporting
losses of $38.5 million.
In Canada, it is estimated
that about only 5% of all
scams and fraud are reported.

SCAMMERS SPOOFING RCMP'S TELEPHONE NUMBER
The Royal Canadian Mounted Police (RCMP) is warning the general public of fraudulent telephone calls claiming to originate
from the RCMP detachment in London, Ontario.
The RCMP was notified that the London detachment's phone number was "spoofed" and used by the callers to coerce the victims into providing personal information such as their Social Insurance Number (SIN). These callers are also telling some of the
victims that they are under investigation by the RCMP and that they will be arrested, unless they transfer large amounts of money
within the next few hours.
Spoofing occurs when a caller identification (caller ID) or call display are manipulated to show trusted phone numbers. This tricks
people into answering the call and believing they are speaking with a trusted source1. Do not use call display as a way to authenticate who is calling. Fraudsters may use a variety of other telephone scam tactics as well. The scams are designed to create
anxiety so that victims respond by sending money quickly in order to fix the problem.
If you receive unsolicited calls that are coercive or threatening and claiming to be police or any other government department,
don't panic don't react, hang up. Police services in Canada including the RCMP do not contact individuals via email or telephone
for the purpose of collecting fines or money. Don't give out personal information on unsolicited calls such as your name, address,
date of birth SIN or credit card information.
The RCMP is issuing this media advisory to warn the general public of this activity. If you have received similar telephones calls
or know of someone who has, please contact your local police and the Canadian Anti-Fraud Centre (CAFC) at 1-888-495-8501
or through its website.

DURHAM REGION NOTICE:
Area residents invited to participate in
emergency preparedness survey
The Region of Durham, in collaboration with the Social Research Centre at Ontario Tech
University, are conducting a survey to gather information about residents’ understanding of
nuclear emergency preparedness.
Where: Complete the survey online, until September 2021.
Why: The Region of Durham is committed to making sure residents are educated and informed
in the event of an emergency. This includes co-ordinating regional emergency response, maintaining the nuclear public alerting system, and undertaking drills and exercises. This survey will
help to find out how much residents know about general and nuclear emergency preparedness.
The information gathered from the survey will assist with planning and program evaluation in the future.
This survey is open to all Durham
Region residents 18-years and older.
To help ensure the best quality data,
Durham Emergency Management is
seeking a diverse range and large
number of participants from all Durham
Region municipalities. Participants who
complete the survey can enter to win
emergency preparedness prizes, gift
cards, or a Google Nest Mini.

Farm Fresh and Home Produced
Honey, Maple Syrup and Much More!

VISIT US AT!!!

4303 Hwy 115, Orono

(South at Orono Exit

905-983-5628

NOW AVAILABLE

HOME GROWN ASPARAGUS

AND FRESH ORGANIC RUBARB

FOR QUALITY SELECTIONS ~ VISIT US TODAY!!!

STUDIO
JEWELLERS
Serving Oshawa and Clarington Since 1985

Engagement and Wedding Rings, Earrings, Pendants, Chains, Birthstones, Custom Design and much more.

W a tc h Ba tteries Installed fr om

$8

+tax-Reg $8

640 King St. East, Oshawa

(Just east of Wilson Rd)

Chain Repairs from $15
905-436-6267

PERSONAL SERVICE ~ EXCEPTIONAL VALUE

