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The operation’s execution depends
on what is entered in the parame-
ter. The attacker simply changes
the parameters, and this allows
them to bypass the security meas-
ures that depended on those
parameters.
To avoid web attacks, inspect your
web applications to check for—and
fix—vulnerabilities. One way to
patch up vulnerabilities without
impacting the performance of the
web application is to use anti-CSRF
tokens. A token is exchanged
between the user’s browser and the
web application. Before a com-
mand is executed, the token’s valid-
ity is checked. If it checks out, the
command goes through—if not, it is
blocked. You can also use
SameSite flags, which only allow
requests from the same site to be
processed, rendering any site built
by the attacker powerless.
14. Insider Threats
Sometimes, the most dangerous
actors come from within an organi-
zation. People within a company’s
own doors pose a special danger
because they typically have access
to a variety of systems, and in some
cases, admin privileges that enable
them to make critical changes to
the system or its security policies.
In addition, people within the organ-
ization often have an in-depth
understanding of its cybersecurity
architecture, as well as how the
business reacts to threats. This
knowledge can be used to gain
access to restricted areas, make
changes to security settings, or
deduce the best possible time to
conduct an attack.
One of the best ways to prevent
insider threats in organizations is to
limit employees' access to sensitive
systems to only those who need
them to perform their duties. Also,
for the select few who need access,
use MFA, which will require them to
use at least one thing they know in
conjunction with a physical item
they have to gain access to a sen-
sitive system. For example, the
user may have to enter a password
and insert a USB device. In other
configurations, an access number
is generated on a handheld device
that the user has to log in to. The
user can only access the secure
area if both the password and the
number are correct.
While MFA may not prevent all

attacks on its own, it makes it easi-
er to ascertain who is behind an
attack—or an attempted one—par-
ticularly because only relatively few
people are granted access to sensi-
tive areas in the first place. As a
result, this limited access strategy
can work as a deterrent.
Cybercriminals within your organi-
zation will know it is easy to pin-
point who the perpetrator is
because of the relatively small pool
of potential suspects.
15. Trojan Horses
A Trojan horse attack uses a mali-
cious program that is hidden inside
a seemingly legitimate one. When
the user executes the presumably
innocent program, the malware
inside the Trojan can be used to
open a backdoor into the system
through which hackers can pene-
trate the computer or network. This
threat gets its name from the story
of the Greek soldiers who hid inside
a horse to infiltrate the city of Troy
and win the war. Once the “gift” was
accepted and brought within the
gates of Troy, the Greek soldiers
jumped out and attacked. In a simi-
lar way, an unsuspecting user may
welcome an innocent-looking appli-
cation into their system only to
usher in a hidden threat.
To prevent Trojan attacks, users
should be instructed not to down-
load or install anything unless its
source can be verified. Also,
NGFWs can be used to examine
data packets for potential threats of
Trojans.
16. Drive-by Attacks
In a drive-by attack, a hacker
embeds malicious code into an
insecure website. When a user vis-
its the site, the script is automatical-
ly executed on their computer,
infecting it. The designation “drive
by” comes from the fact that the vic-
tim only has to “drive by” the site by
visiting it to get infected. There is no
need to click on anything on the site
or enter any information.
To protect against drive-by attacks,
users should make sure they are
running the most recent software
on all their computers, including
applications like Adobe Acrobat and
Flash, which may be used while
browsing the internet. Also, you can
use web-filtering software, which
can detect if a site is unsafe before
a user visits it.
17. XSS Attacks
With XSS, or cross-site scripting,

the attacker transmits malicious
scripts using clickable content that
gets sent to the target’s browser.
When the victim clicks on the con-
tent, the script is executed.
Because the user has already
logged into a web application’s ses-
sion, what they enter is seen as
legitimate by the web application.
However, the script executed has
been altered by the attacker, result-
ing in an unintended action being
taken by the “user.”
For example, an XSS attack may
change the parameters of a transfer
request sent through an online
banking application. In the falsified
request, the intended recipient of
the transferred money has their
name replaced with that of the
attacker. The attacker may also
change the amount being trans-
ferred, giving themselves even
more money than the target initially
intended to send.
One of the most straightforward
ways of preventing XSS attacks is
to use a whitelist of allowable enti-
ties. This way, anything other than
approved entries will not be accept-
ed by the web application. You can
also use a technique called sanitiz-
ing, which examines the data being
entered, checking to see if it con-
tains anything that can be harmful.
18. Eavesdropping Attacks
Eavesdropping attacks involve the
bad actor intercepting traffic as it is
sent through the network. In this
way, an attacker can collect user-
names, passwords, and other con-
fidential information like credit
cards. Eavesdropping can be active
or passive.
With active eavesdropping, the
hacker inserts a piece of software
within the network traffic path to col-
lect information that the hacker
analyzes for useful data. Passive
eavesdropping attacks are different
in that the hacker “listens in,” or
eavesdrops, on the transmissions,
looking for useful data they can
steal.
Both active and passive eavesdrop-
ping are types of MITM attacks.
One of the best ways of preventing
them is by encrypting your data,
which prevents it from being used
by a hacker, regardless of whether
they use active or passive eaves-
dropping.
19. Birthday Attack
In a birthday attack, an attacker
abuses a security feature: hash

algorithms, which are used to verify
the authenticity of messages. The
hash algorithm is a digital signa-
ture, and the receiver of the mes-
sage checks it before accepting the
message as authentic. If a hacker
can create a hash that is identical to
what the sender has appended to
their message, the hacker can sim-
ply replace the sender’s message
with their own. The receiving device
will accept it because it has the
right hash.
The name “birthday attack” refers to
the birthday paradox, which is
based on the fact that in a room of
23 people, there is more than a
50% chance that two of them have
the same birthday. Hence, while
people think their birthdays, like
hashes, are unique, they are not as
unique as many think.
To prevent birthday attacks, use
longer hashes for verification. With
each extra digit added to the hash,
the odds of creating a matching one
decrease significantly.
20. Malware Attack
Malware is a general term for mali-
cious software, hence the “mal” at
the start of the word. Malware
infects a computer and changes
how it functions, destroys data, or
spies on the user or network traffic
as it passes through. Malware can
either spread from one device to
another or remain in place, only
impacting its host device.
Several of the attack methods
described above can involve forms
of malware, including MITM
attacks, phishing, ransomware,
SQL injection, Trojan horses, drive-
by attacks, and XSS attacks.
In a malware attack, the software
has to be installed on the target
device. This requires an action on
the part of the user. Therefore, in
addition to using firewalls that can
detect malware, users should be
educated regarding which types of
software to avoid, the kinds of links
they should verify before clicking,
and the emails and attachments
they should not engage with.
The recent attacks against the
Central newspaper are nothing
new.
The Central has been targeted
many times.
Each attack teaches the Central
newspaper new things to look out
for in an attack.  Claims Joe Ingino,
editor and publisher.
The Central newspaper first atack

took place 26 years ago.  Back
when the internet was nothing short
of a blip on a phone wire.
One morning an employee noticed
a message on a computer.  It was
the flag of turkey with a very politi-
cal message denouncing India.
After careful inspection it was deter-
mined that this message was on all
the computers on the same net-
work.
This brought great concern and
alarm.
The incident required a lot of work
to trace and rid this political mes-
sage from our system.
Our web site was compromised
and shut down.  To the point that a
new web page had to be produced.
The hackers were traced by inter-
national police agencies in Israel.
The location was deemed to have
been a place known to police due to
extremist views and hatred.
Today’s hacks in comparison to
back in the day are night and day in
sophistication.
The level of computer expertise
today is something that is a must in
order to prevent and or assure
computer networks are safeguard-
ed against such attacks.
The attacks today are so sophisti-
cated due to the fact that points of
entry are much more accessible.
As technology advances so are the
points of entry.  
Take for example all of the gadgets
we have today.
Look at all the planform we did not
have 20 years.
The information highway is wide
open and ready for criminals to pick
at it.
Forget a personal identity fraud.
This goes much deeper.
You are talking about people steal-
ing information and using it as a
tool to monitor statistical trends that
they can then capitalize from.
The gathering of intelligence today
has many tools and authorities
have little they can do to stop it.
Attackers unless caught in the act
or in the act of monetarizing their
crime... are just about impossible to
prosecute.
World intelligence agencies have
stopped prosecuting and instead
observe activities that can lead
them to ground level infrastructure
that can be prosecuted.
Across Durham corporations affect-
ed by such hacks can only have
their techs restructure servers and

implement some basic technics that
may make it that much harder to be
attacked in the future.
The bottom line is, reality has
shown that no matter the level of
security.  All networks can be pene-
trated, compromised and manipu-
lated.
Government of the world have also
learned a thing or two about hack-
ing.
Governments know that the pre-
vention of intervention is a very
sophisticated science that required
24/7 monitoring and adaptation.
The use of it’s techniques to infil-
trate networks are being used
today by many intelligence commu-
nities as a form of surveillance.
A way to silently sit in the back of
networks and monitor and observe
trends and or patterns of data flow.
This information is vital to the mind-
set of the population at large.
Something that world government
have been dreaming of accessing
but in  many countries a violation of
privacy and charters.
For the personal user.  The treats
are minimal.   For a personal com-
puter to be affected.  The user must
visit and or engage in infected sites.
Sites that wait for you to click on it
and they go to town on your sys-
tem.
Publishing Clearing House.
People innocently visit and boom
they are not having to deal with all
kids of computer issues.
The most notorious hack and high-
jack was the one where a screen
pops up and tells you to call a num-
ber and that for $400 U.S. they will
set your computer free from a virus.
When in reality all it is a loop on
your browser and the best way to
get rid of it is click alt, control,
delete and delete the browser from
your users tab.   
Most large companies have the
tech’s that can get right on it.  Small
to medium companies some times
do not report attacks...  Others
close down parts of operations in
order to deal with hack.
Hackers test the boundaries of the
technology and are always devel-
oping new ways to enter netework
systems.  As long as computers
exist.  So will hackers.
Consumers be aware and only visit
trusted sites.


