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+ Windows and doors
Heat pump water heaters
Air sealing

© 2025 Independent Electricity System Operator. All rights reserved. © 2025 Enbridge Gas Inc. All rights reserved.

ENBRIDGE

homerenovationsavings.ca/bundles

Terms and conditions apply. Visit homerenovationsavings.ca/terms-and-conditions for details. Any references to energy savings are based on the assumption that the participant is reducing their energy use through
participation in the Home Renovation Savings program.

™ SAVE ON ENERGY and HOME RENOVATION SAVINGS are trademarks of the Independent Electricity System Operator (the IESO). SAVE ON ENERGY is a brand of the IESO and supported by the Government of Ontario.
ENBRIDGE and all related brands, taglines, wordmarks and logos are registered and unregistered trademarks of Enbridge Inc. and used under licence by Enbridge Gas Inc.

ENB-25-2876 11/2025

AWS Outage Creates "Perfect Storm" for Social Engineering Attacks

By Stefanie Schappert
Amazon Web Services (AWS)
went down in the US causing a
ripple effect, from governments
and local municipalities, to
enterprises, small businesses
and the individuals who rely on
these services daily.
AWS is a cloud-based service
thousands of major companies
use to not only store their data,
but run their apps and software
for many critical business serv-
ices.
Whether basic communications
using apps such as Snapchat,
Signal and Reddit to airlines
such as Delta and United
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reporting disruptions to their
customer facing operations,
when these services go down it
highlights the reliance on just a
few cloud services companies
(AWS, Microsoft Azure, ANd
Google Cloud) to run the coun-
try so to speak.

The AWS outage has further
impacted shopping websites,
banking apps, and even
streaming and smart homes
devices.

And while organizations scram-
ble to ensure business opera-
tions continue to run, it's also an
opportunity for individuals to do
a quick check-in on their own
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cyber hygiene.

Cybercriminals and hackers can
easily take advantage of these
types of outages to deploy an
array of social engineering
attacks.

Whether in the office or at
home, nothing is more frustrat-
ing than losing the ability to
access files and documents,
and communicate with business
associates or loved ones, espe-
cially in an emergency or crisis.
Hackers who rely on mass
urgency and panic will see this
as an opportunity to take advan-
tage of people’s heightened
emotions with phishing emails

offering to “fix” the issue and get
you back online and into your
accounts or apps.

But in reality, these scammers
are looking to steal your person-
al information, such as login
credentials by tricking you into
updating your software or reset-
ting your password.

During major outages, users
should avoid clicking on any
links in emails, texts and pop-
ups claiming to be able to fix the
outage.

Additionally, double check that
any alerts or update messages
from organizations, such as
your bank or payment apps, are

verified from the official website
or app.

This is the time to make sure
you are using a strong pass-
word and multifactor authentica-
tion to prevent any unautho-
rized access to your accounts.

However, individuals should
also delay making sensitive
transactions, such as major
financial transactions, resetting
your password, or installing crit-
ical software updates, until the
service in question has been
announced as officially
restored.

Furthermore, when the service
disruption has ended, users

should also monitor any affect-
ed accounts for unusual activity,
discrepancies, and duplicate or
fraudulent transactions.

Finally, this is an excellent
reminder for individuals to make
sure they have a back-up sys-
tem in place to access impor-
tant documents and for commu-
nications.

This can be as easy as keeping
a secondary email account or
even a back-up mobile phone.
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New coalition to address urgent Durham social concerns

With issues like homelessness,
mental health, hunger and the
opioid crisis growing — some
say at alarming rates — con-
cerned residents have come
together to form a new action
group to address urgent social
services concerns.

A recent report by Durham
Region showed that people on
the Homeless By-name List
have grown from 811 in August

to more than 1000. Moreover,
with the withdrawal of the rent
guarantee scheme, some 200+
individuals — 144 children and
88 adults — may face home
insecurity as landlords withdraw
from the affordable housing
scheme. These numbers do not
include those who are not on
the By-Name list managed by
the region.

On Tuesday October 21, The

Regional Municipality o)
Durham described a homeless
encampment in Ajax as a “criti-
cal situation requiring urgent
action®.

The Oshawa Community
Access Coalition (OCAC) is a
group of concerned citizens and
social services agencies who
work together to address poli-
cies and decisions that nega-
tively impact the region’s most

vulnerable residents. The coali-
tion includes parents, home-
owners, social service agency
leaders, and other advocates
who want to ensure that
Oshawa remains a safe and
caring city,” said a OCAC state-
ment.

“Our first concerted effort is the
appeal of Oshawa’s recently
enacted ‘800-metre rule’,” said
Deb Oldfield, an Oshawa resi-

dent and Durham District
School Board (DDSB) Trustee
who has appealed the city’s
zoning change. “I'll be attending
the Ontario Land Tribunal's
(OLT) case management con-
ference in November as the first
step in our fight against this far-
reaching and confusing amend-
ment. “By sweeping so many
different kinds of community
and charitable services under

the vague term ‘social service
establishment’, the city is cast-
ing an indiscriminate net over
many types of essential pro-
grams like drop-in AA meetings
and mental health counselling.
This kind of ‘people zoning’
treats those who rely on com-
munity supports as something
to be pushed farther away,”
Oldfield said.



