The Bitcoin Mechanics (Advanced)

How Bitcoin Works (Blockchain, Nodes, Transactions)

Blockchain: At the heart of Bitcoin is the blockchain, which is a decentralised digital ledger
recording all transactions in a permanent, tamper-resistant way. Instead of a single authority
maintaining the ledger, thousands of independent computers (nodes) across the world each hold a
copy. New transactions are grouped into blocks; each block contains a batch of transaction data
plus a reference (cryptographic hash) to the previous block, linking them in chronological order.
This chain of blocks (the blockchain) is essentially immutable: once a block is added and
confirmed by the network, altering any of its data would break its cryptographic link to subsequent
blocks and be rejected by the other nodes. The blockchain’s design makes Bitcoin transactions
transparent and verifiable, as anyone can inspect the public ledger, yet it is extraordinarily secure
against tampering. No central party can retroactively change or delete entries, which is why Bitcoin
is often described as “trustless”: participants trust the math and network consensus, not any
individual intermediary.

Nodes: Bitcoin nodes are the backbone of this decentralised network. A node is any computer
running the Bitcoin software (most commonly Bitcoin Core) and participating in the peer-to-peer
network. Every full node stores the entire blockchain (now hundreds of gigabytes of data) and
independently verifies all transactions and blocks against Bitcoin’s consensus rules. These rules
include things like ensuring no one spends the same bitcoins twice, that no invalid signatures are
accepted, and that new bitcoins are created only as allowed by the protocol. Nodes communicate
with each other, relaying new transactions and blocks across the globe. When you broadcast a
transaction (for example, by using a wallet app), it first goes to a node, which checks it for validity
(correct signatures, sufficient balance, etc.). If valid, that node shares it with other nodes,
spreading it through the network. By cross-verifying data, nodes collectively prevent fraud: if
someone tried to alter a past transaction on one node’s copy of the ledger, all the other nodes
would detect the mismatch and reject the invalid data. No single node’s opinion is trusted on its
own; security comes from the consensus of a majority of nodes following the same rules. This
distributed architecture makes Bitcoin highly resilient. Even if some nodes go offline or act
maliciously, the network as a whole continues to function correctly as long as honest nodes (which
follow the protocol rules) are in the majority. Importantly, running a node is open to anyone and by
doing so, you contribute to the network’s decentralisation and security, and you can verify your
own transactions with no reliance on third parties. However, simply running a node does not earn
you new bitcoins; that role is performed by miners.

Transactions: A Bitcoin transaction is a transfer of value from one address to another, and it
functions via public-key cryptography. When you send bitcoin, your wallet creates a transaction
message that includes references to your bitcoin holdings and specifies the new owner’s address,
then “signs” this message with your private key. This digital signature proves that the owner of the
funds authorised the transfer, and nodes will verify the signature before accepting the transaction.
The transaction is then broadcast to the network’s mempool (a pool of pending transactions). Each



transaction uses outputs from previous transactions as its inputs (the UTXO model), ensuring that
the bitcoin being spent really exists and hasn’t already been spent elsewhere. Once broadcast, the
transaction is*unconfirmed until a miner picks it up and includes it in a new block. Nodes will only
relay and include your transaction if it is valid according to all rules (for example, the inputs’
signatures match the owners’ public keys, and the sum of outputs does not exceed the sum of
inputs). If everything checks out, a miner will eventually add the transaction to a block and attach
it to the blockchain, at which point the transaction receives its first confirmation and becomes part
of Bitcoin’s permanent record. One confirmation means the transaction is in the latest block; each
subsequent block that is added (roughly every 10 minutes) adds another confirmation. For small
payments, 1-2 confirmations may suffice; but for larger amounts, it’s common to wait for six
confirmations, which usually takes about an hour, to consider the transaction final and highly
secure. Thanks to the blockchain’s immutable design, confirmed transactions are effectively
irreversible: once a transaction has several confirmations, it cannot be cancelled or altered without
an almost impossibly large amount of computational power to outpace the entire network. This is
why it’s crucial to be careful and accurate when sending bitcoin: mistakes (like sending to the
wrong address) cannot be reversed after the fact.

Mining: Mining is the process by which new blocks are created and added to the blockchain, and it
is also the mechanism for releasing new bitcoins into circulation. Bitcoin uses a Proof-of-Work
(PoW) consensus system for mining. In simple terms, miners are specialised nodes that package
pending transactions into a candidate block and then race to solve a difficult mathematical puzzle
tied to that block’s data. The puzzle involves finding a number such that when the block’s data plus
this number are run through the SHA-256 hash algorithm, the resulting hash number is below a
certain target threshold. Because hashes are effectively random, miners must perform trillions of
guesses per second to find a winning solution. This work requires substantial computing power.
The difficulty of the target is automatically adjusted by the network roughly every two weeks
(every 2016 blocks) to keep the block creation rate about steady at one block every 10 minutes, no
matter how much total hashing power (global miner computational power) is on the network.
When a miner finally finds a valid block hash, it “proves” they expended the necessary
computation (hence proof-of-work) and earns that miner the right to add the new block to the
blockchain. The new block is then propagated to all nodes, which independently verify that it is
valid (correct hash, all transactions valid, proper linkage to previous block, etc.) before accepting
it. For this service, the winning miner earns a block reward consisting of newly minted bitcoins plus
all the transaction fees from the transactions included in that block. The block reward is the
incentive for miners to secure the network. Initially (in 2009) the reward was 50 BTC per block, but
it is programmed to halve every 210,000 blocks (approximately every 4 years) to control the supply.
As of 2025, the block reward is 3.125 BTC per block, after the halving that occurred in 2024. This
gradual halving will continue until around the year 2140, when the reward will reach 0 and no new
bitcoins will be created (capping the supply at 21 million BTC). Thereafter, miners will be
incentivised solely by transaction fees. Mining is not just about minting coins; it’s absolutely critical
to security. The immense computational work required to create blocks makes it extremely
difficult to cheat. If an attacker tried to rewrite or falsify the blockchain (for example, to double-
spend coins), they would have to control more hashing power than the rest of the global mining



network combined in order to replace the genuine chain with a fraudulent one: a virtually
impossible feat given Bitcoin’s scale.

In summary, the blockchain, nodes, transactions, and mining all work together: nodes maintain

and verify the ledger, transactions transfer value and are grouped into blocks, and miners secure
the system by expending energy to add those blocks, keeping Bitcoin decentralised, robust, and

trustless.

Bitcoin Nodes:

The Bitcoin peer-to-peer network consists of many validating nodes (computers) and miners.
Nodes propagate transactions and blocks to each other and enforce the consensus rules, while
miners compete to add new blocks. A Bitcoin node is a computer running the Bitcoin software that
connects into Bitcoin’s peer-to-peer network. Running a node is completely voluntary (anyone can
download the open-source software and join). There are different types of nodes, but a full node
specifically is one that fully validates all transactions and blocks by the network’s rules. In practice,
this means a full node downloads the entire blockchain and then checks every block and
transaction in it for compliance with Bitcoin’s consensus rules (for example, no block creates more
BTC than allowed, all signatures are valid, Coinbase rewards follow the halving schedule, etc.). If a
transaction or block violates the rules, a full node will reject it outright. This independent
verification is what gives Bitcoin its integrity: it isn’t necessary to trust any single source of truth,
because your own node can verify the truth. Each node stores its own up-to-date copy of the
blockchain and updates it as new blocks arrive. Nodes also communicate with each other, relaying
new transactions and blocks across the network so that every participant eventually learns of
every valid transaction.

It’s important to note that running a node is not the same as mining. Node operators do not create
new blocks or earn mining rewards; they are not solving proof-of-work puzzles. Instead, their role
is to enforce the rules and maintain a synced copy of the ledger. In Bitcoin’s design, miners expend
work to add blocks, but nodes decide which blocks are accepted as valid. If a miner somehow
produces a block that breaks the rules (say, creates extra bitcoins or spends coins that shouldn’t be
spendable), honest nodes will reject that block and refuse to propagate it, and it will never become
part of the canonical chain. Thus, a miner’s work is wasted if it doesn’t follow the consensus rules
that nodes enforce. This relationship ensures miners stay honest, since invalid blocks yield no
reward.

Afull node requires some computing resources: you need sufficient disk space (the blockchain is
hundreds of GB and growing), a stable internet connection (to transmit data to and from other
nodes), and some processing power to verify transactions. Running Bitcoin Core (the reference
software) is the most common way to run a node. There are also lightweight nodes (SPV clients)
which don’t store the whole blockchain but instead trust other nodes for some information; these
are useful for low-power devices but do not contribute to validation the way full nodes do. In an
advanced context, when we say “node” we usually mean a fully validating node.



Why Run a Bitcoin Node:

Running your own Bitcoin node has several benefits, both for you and for the network, even
though it does not earn you coins directly. First and foremost, a node gives you complete self-
reliance when using Bitcoin. Instead of trusting an external service or someone else’s node to tell
you whether a transaction has confirmed or whether some coins actually exist, your own node will
tell you based on the rules and the copy of the blockchain it maintains. This means you don’t have
to rely on any third-party server or website, which improves your privacy and security. For
example, when your wallet is connected to your own node, you’re not revealing your addresses or
balances to an external server (where that data could be spied on or logged). You get a direct
window into the Bitcoin network.

Using your own node also ensures that you are enforcing the Bitcoin consensus rules for yourself.
You directly verify that each block and transaction you see is following the protocol (no inflation
beyond 21 million BTC, no invalid signatures, etc.), rather than implicitly trusting miners or other
entities. This makes Bitcoin truly trustless for you, it’s as trustworthy as the code and math, not the
honesty of others. If every user runs their own node, it becomes impossible for any fraudulent
activity to slip through, as each node is like a checkpoint that will halt invalid data.

From the perspective of the network, more nodes mean greater decentralisation and resilience.
With tens of thousands of nodes distributed globally, the Bitcoin network has no single point of
failure. The more independent nodes there are, the harder it is for any malicious actor to
propagate false data or for any authority to censor transactions. Nodes make the network robust:
even if some countries ban Bitcoin or some internet infrastructure is disrupted, as long as some
nodes remain connected to each other, the network lives on. In addition, a wide distribution of
nodes helps new users quickly get up to speed (new nodes need to download the blockchain from
peers) and keeps miners honest (since miners want their blocks accepted by the most nodes).

Another reason individuals run nodes is contributing to the community. It’s a way of supporting
the Bitcoin project by donating a bit of bandwidth and storage. While you won’t get paid, you are
helping to keep Bitcoin decentralised and independent. Many see this as a civic duty in the Bitcoin
ecosystem, it’s what makes Bitcoin a network of the people rather than of corporations or
governments.

To run a node, you typically download the Bitcoin Core software, let it synchronise with the
network (which can take hours or days for the initial download), and then simply leave it running.
It will connect to other nodes, verify new blocks, and relay transactions. It’s a relatively low-
maintenance task on a desktop computer or a dedicated device like a Raspberry Pi. You should
ensure you have a reliable internet connection (it uses data to sync and relay, but modest amounts
after initial sync) and enough disk space (plan for over 500 GB and growing). There’s also an option
to run a pruned node which keeps only recent blocks to save space, at the cost of not storing the
full history (but even pruned nodes verify all history at least once).

In summary, running a Bitcoin node gives you greater security, privacy, and sovereignty in using
Bitcoin. You are verifying your own transactions and enforcing the network’s rules, which is the
ultimate form of trust-minimisation. Additionally, you help the network as a whole by increasing



decentralisation. While not everyone needs or wants to run a node, it is considered best practice
for serious Bitcoin users, especially if you are transacting in meaningful amounts. It aligns with the
Bitcoin ethos: “Don’t trust, verify.”

Mining Bitcoin

What Is Mining:

Mining is the process by which the Bitcoin network confirms transactions and secures the
blockchain through computational effort. As introduced earlier, miners bundle new transactions
into blocks and compete to add those blocks to the chain by solving a proof-of-work puzzle. Let’s
delve a bit deeper into how this works. Miners use specialised hardware (today, almost exclusively
ASICs - Application-Specific Integrated Circuits built solely for mining) to compute SHA-256 hashes
at an enormous rate. The goal is to find a hash for the new block that is below the current difficulty
target. This target is a large 256-bit number; the lower the target, the harder it is to find a hash
below it (because there are fewer acceptable hashes out of the ~24256 possible outputs). The
miner essentially keeps tweaking a small portion of the block’s data and hashing over and over
until a winning hash is found. This is like a lottery, each hash is a ticket, and the network adjusts
the difficulty so that roughly one ticket wins every 10 minutes.

When a miner finds a valid block, it immediately broadcasts that block to the network. Other nodes
receive the block, verify that its hash is indeed below the target and that all transactions in the
block are valid, and if so, they add it to their copy of the blockchain. At that point, the block is
officially part of the network’s ledger, and all the transactions inside that block are considered
confirmed. The successful miner is awarded the block reward, which currently consists of 3.125
new bitcoins (as of 2025, after the latest halving) plus all the fees from the transactions in that
block. The new bitcoins are created by the Coinbase transaction in the block (a special first
transaction in every block that has no inputs and mints the block subsidy). This is how Bitcoin
introduces new coins into circulation in a controlled, predictable manner. Approximately every
four years, the block subsidy halves, reducing the new supply, a deliberate design to mimic the
scarcity of commodities like gold and to eventually cap the supply. The next halving after 2024 will
reduce the block reward to 1.5625 BTC, and so on.

Mining Has Two Main Purposes: issuing new coins and confirming transactions in a way that is
extremely costly to subvert. The proof-of-work mechanism means that for a fraudulent actor to
reverse a transaction or create a fake blockchain, they would have to re-mine blocks faster than
the rest of the honest miners combined, which would require an astronomical amount of
computing power and energy, making it economically futile in nearly all cases. Honest mining, on
the other hand, secures the network by making the transaction history permanent and agreed-
upon. Each block buried under further blocks (confirmations) becomes exponentially more
difficult to remove or change due to the accumulating proof-of-work on top of it.



An important aspect of mining is the difficulty adjustment. Bitcoin automatically recalibrates the
difficulty of the puzzle every 2016 blocks (approximately every two weeks) based on how quickly
those last blocks were found, to target the 10-minute block interval. If miners collectively add more
hashing power (say new miners join or machines get faster), blocks will start being found in under
10 minutes on average; at the next adjustment, the network will make the target harder (lower) to
compensate. Conversely, if miners shut off and the network slows, the difficulty will adjust
downward to make mining easier. This feedback mechanism keeps block production relatively
steady over the long term. It has allowed Bitcoin to accommodate huge growth in mining power
over the years (from hobbyist CPUs in 2009 to today’s massive data centres) while maintaining
consistent operation.

In summary, mining is the engine that not only processes transactions and extends the blockchain,
but also defends the system. By requiring energy and work to produce valid blocks, Bitcoin ensures
that participants have “skin in the game” and that attacking the system is prohibitively expensive.
As a side effect, mining is also how all 21 million bitcoins enter the economy (with about 19 million
mined by 2025, and the remainder to be mined over the next century).

Mining Is Optional (You Don’t Have to Mine to Use Bitcoin):

While mining is vital to Bitcoin, you personally do not need to mine in order to use Bitcoin. Bitcoin
can be (and predominantly is) used by people who have never mined a single satoshi. You can
acquire bitcoin by buying it, earning it as payment, or other means, and then use the network
(send/receive) without ever touching a mining machine. Mining is largely performed by specialised
entities these days. In Bitcoin’s early years, mining could be done with a normal PC, but the
competitive nature of mining led to a rapid arms race (from CPUs to GPUs to ASICs) and
professionalisation. Today, mining is a highly specialised and competitive industry dominated by
large operations with warehouses of ASIC devices running 24/7. The barrier to entry is high: not
just anyone can profitably mine at home, because the difficulty has risen to match the huge total
hash power online.

For most users, it’s far more practical to obtain bitcoin through an exchange or other non-mining
methods rather than trying to mine. The network is designed such that mining doesn’t affect the
ability to transact: miners ensure the ledger is updated and secure, and users simply create
transactions and broadcast them. So, mining is entirely optional for participation. Bitcoin’s
security model requires some people to mine, but it doesn’t require everyone to mine. The
economic incentives (block rewards) tend to attract those who are willing and able to invest in the
required hardware and electricity. As a regular user, you benefit from their work every time you see
a confirmation on your transaction, without needing to mine yourself.

That said, some enthusiasts still choose to try mining, either as a hobby or for ideological reasons
(e.g., to further decentralise mining by contributing some hash power). Hobby mining can be
educational, but one should do it with the expectation of likely losing money (or just breaking even
at best) in exchange for learning. There are also other ways to support the network (like running a
full node, as discussed above, which is much easier and cheaper than mining and doesn’t have
ongoing energy costs).



Mining Can Be Expensive and Competitive:

One of the biggest realities of modern Bitcoin mining is that it’s expensive, both in terms of up-
front investment and ongoing costs. Profit-driven miners operate with razor-thin margins and rely
on economies of scale. Here are some factors to consider:

Specialised Hardware: The era of mining with regular CPUs or GPUs (graphics cards) is long past for
Bitcoin. Today’s mining relies on ASICs, which are custom chips designed solely to perform the
Bitcoin hashing algorithm (SHA-256) extremely fast. Examples include Bitmain’s Antminer series,
MicroBT’s WhatsMiner, among others. These machines are not cheap; a single high-end ASIC miner
can cost a few thousand dollars, and top performers even over $10,000 depending on the model
and market demand. Moreover, ASIC technology quickly becomes obsolete as new, more efficient
models come out, meaning miners often have to reinvest in equipment every few years to stay
competitive.

Electricity Costs: Mining is energy intensive. A modern ASIC can consume on the order of 1-3
kilowatts of power continuously. Large mining farms consume megawatts. Since miners are
basically doing trillions of hash calculations (which are not “useful” beyond securing the network),
virtually all of that electrical energy turns into heat. Profitability in mining is extremely sensitive to
electricity price. Many miners only profit if they can get electricity at industrial rates (or subsidised
rates) far below what a typical household pays. This is why you often see big mining operations in
regions with cheap power, such as near hydroelectric dams, geothermal energy sites, or in
countries with excess energy production. If you try to mine at home in a place with high electricity
rates, the cost of power likely exceeds the value of the bitcoin you mine. Mining profitability
calculators are used to estimate this, and for most people in normal residential settings, the
calculation shows a loss once you factor in power costs and hardware depreciation.

Heat and Noise: Running miners generates a lot of heat and noise. An ASIC machine typically has
powerful fans and emits a loud whir (often 75+ decibels, like a vacuum cleaner running
continuously). Dispersing heat is a serious issue; large miners set up cooling systems or fans to
exhaust hot air. In a home, running even one ASIC can make a room very hot and noisy, which is
impractical for most people (except perhaps in winter or in a garage). This is another “cost” or
inconvenience factor for home mining.

Mining Pools: Because finding a block is like winning a lottery, mining pools were created to make
earnings more steady. In a pool, many miners around the world cooperate by pooling their hash
power and sharing the reward when the pool finds a block. Each miner in the pool gets a
proportional share of the bitcoin reward relative to their contributed work. Virtually all miners
today join pools, because otherwise a single small miner could mine for years and never luck into
finding a block on their own due to the vast competition. Pools take a small fee (typically 1-2%) for
coordinating the work. Being in a pool means you get paid small amounts regularly, rather than
hoping for a big jackpot that may never come. While pooling solves variance, it introduces a slight
centralisation concern (pools become big aggregators of hash power), but miners can switch pools
if a pool acts against the network’s interest.



Competition and Difficulty: Mining is highly competitive and self-regulating. If bitcoin’s price
rises, more miners might join (or existing miners might run more machines) trying to capture the
profitability, which then increases difficulty and makes mining harder (thus lowering everyone’s
profit). If price falls or costs rise, some miners will drop out, difficulty will eventually adjust down.
This competitive equilibrium means that mining tends toward break-even for most miners over the
long term. Only those who can operate very efficiently (low electricity cost, latest hardware, good
uptime) tend to realise significant profits. In fact, during bull markets, mining can be profitable, but
during bear markets, many miners operate at a loss and must either shut down or weather the
period hoping for a future price recovery.

Risk: Apart from cost, there are risks: hardware can fail, become obsolete, or get delayed (supply
chain issues often affect miner delivery). There’s also regulatory risk (some jurisdictions have
banned or restricted mining due to energy concerns). All these mean mining is not a guaranteed
money-maker; it’s more like a specialised business venture. For an average person, directly buying
bitcoin might be simpler and even cheaper than trying to mine it.

In conclusion, mining is not necessary for the typical Bitcoin user, and due to the high costs
involved, it’s often not feasible as a casual endeavour. It’s now largely an industrial activity. If you
are interested in mining, it’s crucial to research thoroughly: calculate your electricity costs,
understand the hardware investment, and join a reputable mining pool. Some enthusiasts do mine
at home (sometimes repurposing the heat in winter, for instance), but it should be approached as a
hobby or learning experience rather than a reliable profit centre, unless you are prepared to scale
into a professional operation. Remember that Bitcoin’s security comes from miners doing all this
work; as a user, you benefit from it without needing to participate in the work. Simply using Bitcoin
or running a node does not require heavy computing power or huge electricity bills, those burdens
fall on miners by design.

Buying and Selling Bitcoin:

For most newcomers, the first step into Bitcoin is buying some BTC, and eventually you may also
want to sell BTC to convert back to your local currency. Bitcoin can be acquired in various ways,
but the most common method is through cryptocurrency exchanges or broker services. Below is a
detailed look at how to buy and sell Bitcoin safely and efficiently.

How to Buy Bitcoin:

Choose a Platform: Start by choosing a reputable cryptocurrency exchange or brokerage service
that operates in your country or region. Well-known examples of centralised exchanges include
Coinbase, Binance, Kraken, Gemini, among others. There are also brokerage apps (like Cash App,
PayPal in some countries, etc.) that facilitate Bitcoin purchases. Key factors when choosing a
platform are security, fees, ease of use, and whether you can withdraw your bitcoin (some
platforms, like certain payment apps, initially only allow buying/selling within the app and not
external transfers). For a first purchase, a user-friendly, regulated exchange is often a good choice.



Create an Account and KYC: Once you’ve picked an exchange, you will need to sign up for an
account. This typically involves providing an email, creating a strong password, and agreeing to
terms. Because reputable exchanges comply with financial regulations, you will almost certainly
have to go through an identity verification process known as Know Your Customer (KYC). This
means you’ll upload proof of identity (such as a government-issued ID like a passport or driver’s
license) and often a proof of address (like a utility bill or bank statement). The exchange will verify
your documents, which can take anywhere from a few minutes to a day or two. KYC is required by
law in many jurisdictions to prevent money laundering and fraud. While it adds some hassle and
removes anonymity, using a regulated exchange provides a level of consumer protection and
assures you that the platform is compliant with laws.

Secure Your Account: As you set up the account, take security measures. Enable two-factor
authentication (2FA) on your exchange account if possible (most exchanges support authenticator
apps or SMS 2FA): this adds an extra code for login and significantly improves security. Choose
unique, strong passwords and never reuse the password from your email or other accounts. Since
exchanges are targets for hackers, protecting your login is very important.

Deposit Funds (Fiat or Crypto): After verification, you need to deposit money into the exchange to
trade. Most exchanges offer several payment methods: you might do a bank transfer (ACH/SEPA
wire) which often has lower fees but may take a couple of days or use a debit card for instant
purchase (typically higher fees), or other local payment methods. Some allow credit cards, but
those usually treat it as a cash advance with high fees, generally not recommended unless no other
option. If you already own some other cryptocurrency, some exchanges let you deposit that crypto
and trade it for Bitcoin. For beginners, depositing your local currency (often called fiat currency)
like USD, EUR, etc., is the straightforward route. For example, you can connect your bank account
to the exchange and send a certain amount of money, which will then show up as a balance on the
exchange. On many platforms you can also initiate a purchase directly without a prior deposit (e.g.
buy BTC for $500 with your card), in which case the platform handles the fiat transfer in the
background.

Buy Bitcoin: With funds available on the exchange, you can place an order to buy Bitcoin.
Exchanges typically offer a simple interface (often a “Buy Crypto” button) for market orders, you
input how much currency you want to spend or how much BTC you want to buy, and it will execute
at the current market price. Alternatively, on the trading interface, you can set a limit order to buy
at a specific price if you have a target. For a newcomer, a market order is easiest: for example, “Buy
0.01 BTC at market price” or “Spend $500 to buy BTC”. The exchange will then execute the trade,
and you’ll see Bitcoin in your account’s crypto balance. The platform will likely charge a fee or
include a spread in the price; always check the fee structure. At this point, you own bitcoin, though
it’s sitting in your account on the exchange.

Withdraw to Your Personal Wallet: It is best practice (especially for a significant amount) to
transfer your Bitcoin off the exchange into a wallet you control once the purchase is done. When
the BTC is on the exchange, it’s held in the exchange’s custody, essentially, you have an 10U, and
the actual coins are in the exchange’s wallets. Trustworthy exchanges do secure funds, but there
have been many instances of exchanges getting hacked or freezing withdrawals. To truly own and



control your bitcoin, you should withdraw it to a non-custodial wallet (see the Wallets section
below) where you hold the private keys. To do this, you’ll need a Bitcoin wallet (which could be a
mobile app, a hardware wallet, or even a desktop wallet). You obtain a receive address from your
wallet, paste it into the exchange’s withdrawal section, and request a withdrawal of your BTC.
Double-check the address carefully, it should match exactly (it’'s common to use QR codes or copy-
paste to avoid typos). The exchange will charge a small withdrawal fee (to cover the mining fee)
and send the bitcoin. Within minutes or an hour (depending on network congestion and the fee
used), your BTC will arrive in your personal wallet’s address. Exchanges like to keep users’ funds on
their platform, but it’s widely considered safer to hold it yourself if you can manage the security.
Remember the saying: “Not your keys, not your coins”. As long as your bitcoin sits on an exchange’s
servers, you are trusting that service to keep it safe and to honour your withdrawal requests. For
small amounts or frequent trading, some people leave coins on exchanges for convenience.
However, the risk is that if the exchange has problems, your funds could be locked or lost. A
balanced approach is to withdraw any amount you wouldn’t be okay losing, and only keep on
exchanges what you need for near-term trades.

Alternative Buying Methods:

Peer-to-Peer (P2P) Marketplaces: These are platforms (like old LocalBitcoins, Paxful, or Binance
P2P) where you can buy directly from other individuals. The platform usually provides an escrow:
you find a seller, agree on a price, you send fiat (often via bank transfer or payment app) to the
seller, and the bitcoin is released from escrow to you. P2P can offer more privacy (some require no
KYC or let you meet in person for cash trades), but one must be cautious of fraud and only trade
with reputable users or use platforms with good escrow protection.

Bitcoin ATMs: In many cities, there are physical Bitcoin ATMs where you can insert cash and
receive Bitcoin to your wallet address (or a paper wallet). They don’t require online accounts, but
fees are typically quite high (often 5-10% above market price) and limits might be low for
anonymous use.

Broker apps and Financial Services: Some fintech apps or brokers (e.g., Robinhood, PayPal,
Revolut) allow users to buy Bitcoin easily with a few clicks. These can be simple for beginners, but
often they initially don’t allow you to withdraw the bitcoin to an external wallet (you may have to
sell it back to get cash out, meaning you never directly control the coins). They are more like
synthetic exposure to BTC’s price. If your goal is to actually use bitcoin or hold it long-term in your
own custody, an exchange where you can withdraw, or a broker that supports withdrawals, is
preferable.

Decentralised Exchanges (DEXes): For Bitcoin itself, decentralised on-chain exchanges are less
common (Bitcoin doesn’t have native smart contracts for an order book DEX like Ethereum does).
However, there are platforms like Bisq (a decentralised P2P exchange) that let you trade BTC for
fiat or other assets without a central intermediary. Bisq runs over Tor and can be used relatively
privately, but it’s more technical and liquidity is limited.



Direct Purchase from Someone: Of course, if you know someone who has bitcoin, you could
simply arrange to buy it from them for cash or another payment. If doing so, use caution and
ideally do the trade in a safe place or through an escrow if you don’t know the person well.

In all cases, once you have obtained bitcoin, consider moving it to secure storage under your
control. We’ll cover storage in the next section.

Finally, be aware of fees and rates. Exchanges make money through trading fees (which can range
~0.1% to 0.5% per trade often) and sometimes through a spread on buying/selling. Some also
charge deposit or withdrawal fees. Read the platform’s fee schedule so you aren’t surprised. Also,
when using bank cards, check if your bank treats it as a cash advance (which could incur additional
bank fees). Generally, bank transfers are the most cost-effective way to fund larger purchases.

How to Sell Bitcoin:

Selling Bitcoin is essentially the reverse of buying. If you hold Bitcoin in your personal wallet and
want to convert it to traditional money, the usual path is:

Send Bitcoin to an Exchange: Choose a platform that supports selling for your desired fiat (most
major exchanges do). If you already have an account from buying, you can use the same one. If not,
you’d register and verify similarly as described above. Then, get your exchange deposit address for
Bitcoin (on the exchange, there will be a “Deposit” section for BTC which provides you an address).
Send the amount of BTC you want to sell from your personal wallet to that address. Be mindful of
network fees and time, the transfer might take some minutes to confirm on the blockchain. Also, if
you’re selling a large amount, you might test with a small transaction first to ensure the address is
correct. Always send Bitcoin to a Bitcoin address (not, say, an Ethereum address or a different
coin’s address, which would result in loss). The exchange will credit your account with the BTC
after the required confirmations (many require e.g. 3-6 confirmations for deposited BTC).

Place a Sell Order: Once your BTC is available in the exchange account, you can trade it for fiat.
Similar to buying, you can do a market order (sell instantly at current market price) or set a limit
order (e.g., if you want to try selling at a higher price, you can place an order and wait). Suppose
you have 0.01 BTC to sell and the current price is $30,000/BTC, a market sell would give you about
$300 (minus fees). After executing, you’ll have an account balance in fiat currency on the platform.

Withdraw Fiat to Your Bank or Account: With the cash balance now in your exchange account,
you will withdraw it to your bank or other payout method. Common methods are bank transfer
(ACH in USA, SEPAin EU, etc.), which can take a day or two but usually has low fees. Some
exchanges offer instant cash-out options (like wire transfer or sending to a debit card) which might
incur higher fees. Select your bank or add your bank details (some exchanges require you to link
and perhaps do a test deposit/withdrawal for security). Then initiate the withdrawal for the
amount you want. It will leave your exchange account and arrive in your bank account after the
processing time. Always double-check if the exchange charges a withdrawal fee or a currency
conversion fee if converting currencies.



Alternate Selling Methods:

P2P Marketplaces: List an offer to sell BTC for a certain price and payment method. Once a buyer
agrees, you’d receive payment (bank transfer, cash, PayPal, etc.) and then release the BTC. The
platform’s escrow helps ensure fairness.

Direct Trade: Sell to someone you know personally for cash or other agreed payment. If doing an
in-person cash sale, it’s wise to meet in a safe public place. Only mark a transaction as final once
you have confirmed receipt of the money.

Bitcoin ATMs: Some BTMs allow selling BTC for cash. The machine will have you send BTC to a
provided address, and once confirmed, it dispenses cash. This can have high fees and limits.

Crypto Debit Cards: Some services (e.g., Crypto.com card, Coinbase card) let you load a debit card
with crypto. In reality, when you swipe the card or withdraw from an ATM, it automatically sells
your crypto to cover the transaction in local currency. This is convenient for spending but note that
you’re selling your bitcoin at the time of purchase (possibly incurring tax events), and usually the
conversion rates or fees may not be the best. It also requires trusting the card issuer with custody
of your crypto in the meantime.

When selling, be mindful of tax implications. In many countries, selling cryptocurrency for a profit
(relative to what you acquired it for) triggers a capital gains tax obligation. Keep records of your
purchase and sale dates and prices. Also, watch out for scams when selling. If you’re using P2P or
direct methods, be cautious of fraud (e.g., fake payment confirmations, chargeback scams if using
reversible payment methods, etc.). On exchanges, this is less an issue, but off-exchange, ensure
you truly have the money before releasing BTC.

In summary, buying and selling Bitcoin has become fairly straightforward with the advent of many
user-friendly services. The main steps are picking a trustworthy platform, going through security
checks, and executing the trade, followed by safely storing your bitcoin (when buying) or safely
withdrawing your money (when selling). Always double-check addresses and enable security
features to avoid loss. With a bit of care, converting between Bitcoin and fiat currency is a smooth
process.

Wallets and Storage Options:

Once you have Bitcoin, how you store it is a critical decision. Unlike money in a bank (where the
bank guards it), Bitcoin puts the responsibility of security on the owner. A Bitcoin wallet is a tool
that holds the cryptographic keys that control your bitcoins. It’s important to clarify: the bitcoins
themselves are always on the blockchain (they are ledger entries associated with addresses), but
the wallet holds the private keys that allow you to authorise movements of those coins. It’s similar
to holding the PIN and credentials to your bank account, except with Bitcoin, there is no bank, only
you and your keys.



There are various types of wallets, each with different trade-offs between security and
convenience. The major categories are hot vs. cold wallets and custodial vs. non-custodial wallets.
Let’s break these down:

Hot Wallets (Online/Software Wallets):

A hot wallet is any wallet that is connected to the internet or generally “online.” These include
mobile wallets (apps on your smartphone), desktop wallets (software on your computer), and web
wallets (wallets that run in your browser or are hosted on a website). Hot wallets store your private
keys in a digital file or software on an internet-connected device, which makes it easy for you to
access your funds for transactions, but also potentially accessible to hackers or malware if your
device is compromised.

The advantage of hot wallets is convenience. If you want to quickly send some bitcoin, you can
open your phone app, enter the amount and address, and hit send. Examples of hot wallet
software include Exodus, Electrum, Mycelium, or the wallets by exchanges like Coinbase (if using
non-custodial mode) etc. These often have user-friendly interfaces. Hot wallets are ideal for
everyday spending or for holding small amounts that you might use soon analogous to the cash in
your physical wallet or a checking account that you keep handy for daily needs.

However, because they are on internet-connected devices, hot wallets are more vulnerable to
security risks. Threats include:

e Malware on your PC or phone that can detect crypto wallet files or keystrokes.

e Phishing attacks where a malicious app or website tricks you into entering your seed
phrase or private key.

e Hacks or exploits of the wallet software or the device’s security.

e Ifit’saweb wallet (hosted by a third party), the risk of that service being hacked.

For these reasons, it’s generally recommended not to store very large amounts of bitcoin on a hot
wallet that is constantly online. Use features like strong encryption for the wallet, set up a
password or PIN for the app, and enable two-factor authentication for any web wallet accounts.
Many mobile wallets also allow you to back up a seed phrase (12-24 words) which you must keep
safe (more on that in the Safety section). Hot wallets are a great tool for convenience, but they
should be treated like having cash in your pocket, only what you need accessible, and the rest kept
somewhere safer.

Cold Wallets (Offline Storage)

A cold wallet refers to keeping your private keys completely offline, in a device or medium that is
not connected to the internet. By eliminating the online attack vector, cold storage is considered
the most secure way to hold bitcoin for the long term. Types of cold wallets include:

Hardware Wallets: These are physical devices (often resembling a USB thumb drive) that generate
and store your private keys internally and sign transactions within the device. Popular examples
are Ledger Nano, Trezor, and BitBox, among others. Hardware wallets connect to your computer or
phone via USB or Bluetooth, but they are designed such that the private keys never leave the



device and are never exposed to the internet or to your computer’s memory. When you want to
send a transaction, you typically initiate it on your computer (or phone), the details are sent to the
hardware wallet, you confirm on the device (which usually has physical buttons and a small
screen), the device signs the transaction internally, and then returns the signed transaction to the
app to broadcast. Because the signing happens in the secure element of the hardware wallet, even
if your computer is infected with malware, it can’t steal your private key or forge a transaction; the
worst it could do is maybe try to fool you about what you’re signing, which is why hardware wallets
have their own screen to show transaction details. Hardware wallets cost money (typically
between $50 and $200 depending on the model), but they provide a very high level of security for
the cost. They are often used in combination with a seed phrase backup (you set up the device,
write down the 24-word seed it gives you, and that’s your backup). As long as you keep the seed
safe, you could lose the device and still recover your funds (by purchasing a new device or using
another wallet implementation).

Paper Wallets: A paper wallet is simply a document (paper or even metal) on which the private key
and public address are printed or written. For example, you could generate an offline key pair
(using a tool like BitAddress or Electrum, ideally on a computer not connected to the internet) and
then print the QR code of the private key and address on a piece of paper. If you send bitcoins to
the public address, they will be “stored” at that address, and the only way to later spend them is to
use the printed private key. If kept secret and safe, paper wallets are a form of cold storage
however, they have significant disadvantages. Paper can be lost, burned, water-damaged, etc. If
someone finds that paper, they can sweep the funds. And when it comes time to spend from a
paper wallet, you typically import the key into a software wallet (making it hot at that moment)
and that can be risky if not done carefully. Due to these issues, paper wallets are considered an old
method and are not recommended for most users today (hardware wallets are much safer and not
overly expensive). But some people still use them for gifts or very long-term deep storage. If you
do, consider making multiple copies and storing them securely (and perhaps laminating to protect
from moisture).

Air-Gapped Computers or Devices: Some technically inclined users set up an old laptop or a
specialised device that is never connected to any network (Wi-Fi, ethernet, Bluetooth all off) and
use that to generate and store keys, essentially turning it into a single-purpose cold wallet
machine. They may transfer unsigned transactions to it via USB, sign them offline, then transfer
back to an online machine to broadcast. This is quite advanced but is another cold storage
technique (often used by institutions for the highest security, sometimes with multi-signature,
etc.). For an individual, this is probably overkill given hardware wallets are available.

Cold storage provides excellent security because an attacker from the internet cannot reach your
keys. Even if your online computer is compromised, your cold wallet keys are safe offline. The
trade-off is convenience: if you want to spend or move funds from cold storage, it takes extra steps.
For example, with a hardware wallet, you need to have it with you to confirm a transaction. With a
paper wallet, you have to import it. Thus, cold wallets are best for long-term holding and amounts
that you do not need frequent access to, like a savings vault. Many people use a combination: keep
the bulk of savings in a cold wallet, and a smaller spending balance in a hot wallet.



Custodial Wallets (Third-Party Custody):

A custodial wallet is one where a third party (like an exchange or service provider) holds the private
keys on your behalf. In effect, you have an account with them that says you own X BTC, but you
don’t personally control the keys; the custodian does. Examples include leaving coins on an
exchange (Coinbase, Binance, etc. provide you with a balance but they manage the actual wallets)
or using certain mobile/web wallets that manage keys for you (some multifactor custodial wallets,
etc.). When you log in and want to send bitcoin, you are basically asking the custodian to sign a
transaction for you.

Custodial wallets trade off control for ease of use. For a beginner, it’s often simpler because you
might only need a username/password, and if you lose your password, the service can reset it for
you (since they have other ways to authenticate you). You don’t have to manage backup phrases or
worry about losing a device as much (though you should still secure your account). However, this
convenience comes at the cost of trusting someone else completely with your funds. If the
custodian has poor security and gets hacked, your bitcoin could be stolen. If the company running
the wallet decides to freeze your account (or is forced to by authorities), you lose access. If they
become insolvent or fraudulent (unfortunately, there have been cases of exchanges going
bankrupt or running off with funds), you might not get your coins back. Essentially, with custodial
wallets, you have to trust the custodian similarly to how you trust a bank, except cryptocurrency
services don’t always have the same insurance or regulations banks do.

A famous saying in the crypto world is “Not your keys, not your coins”. This highlights that if you’re
not in control of the private key, you don’t truly control the asset, the custodian does. Many
experienced users therefore minimise use of custodial wallets, using them only for short-term
needs (e.g., storing on an exchange only when actively trading, then withdrawing). That said,
custodial solutions are improving and sometimes necessary in contexts like institutional storage
(where a fund might use a professional custodian for regulatory reasons).

In summary, a custodial wallet might be fine for small amounts or for users who absolutely cannot
manage private keys, but it introduces counterparty risk. If you do use one, ensure it’s a reputable,
well-secured company (major exchanges use measures like cold storage for most customer funds,
insurance policies, etc., but nothing is foolproof).

Non-Custodial Wallets (Self-Custody):

A non-custodial wallet means you control your private keys directly, and no one else has access to
them. The wallet (be it an app, device, or software) gives you a secret (usually in the form of a seed
phrase) and that is the master key to your funds. All the types of wallets discussed under hot and
cold (mobile, desktop, hardware, paper) can be non-custodial, as long as you hold the keys. Non-
custodial is the default for many wallet apps; for example, if you install a wallet app like BlueWallet
or Exodus and it shows you a 12-word recovery phrase, that means it’s non-custodial: those 12
words are your key to the funds, and the wallet provider cannot help you if you lose them.

The advantage of self-custody is complete control and sovereignty. No one can freeze your account
or stop you from transacting, because you don’t need permission from a third party to use your



own coins. It’s in line with Bitcoin’s philosophy of decentralisation, you become your own bank. It
also can be more private, as you aren’t registering your identity to use your own wallet (apart from
any identifying info leaked when you acquired the bitcoin, etc.). And there is no additional
counterparty risk; your risk is purely in how well you secure your keys.

The disadvantage is that the responsibility is entirely on you. If you lose your private key (or seed
phrase) and have no backup, there is no “password reset” or customer support that can restore it,
the funds are lost forever. If someone tricks you into revealing your seed phrase or somehow steals
it, they now control your coins, and you likely cannot recover them. Managing keys requires
caution and a bit of learning, which some new users find intimidating. However, with good
practices, it’s very doable and is strongly encouraged for anyone holding a meaningful amount of
bitcoin.

To Be a Successful Self-Custodian, You Should:

e Keep backups of your seed phrase in a secure, offline manner (write it on paper or metal,
store in secure places). Never share it or enter it on any electronic device after initial setup
except when recovering your wallet.

e Use ahardware wallet for large amounts, which greatly reduces risk of digital theft.

e Use strong PINs/passwords on your wallets and devices so that if someone gets physical
access, they still can’t easily use your wallet.

e Consider multisig (multisignature) for very large holdings: this is an advanced setup where
you distribute the control across multiple keys/devices (e.g. a 2-of-3 multisig where you
need any 2 of 3 keys to spend). This can protect against single points of failure (like one key
getting compromised isn’t enough). There are services and tools to help with multisig, but
it’s more complex.

Ultimately, non-custodial storage is recommended for most Bitcoin users, especially if you believe
in financial self-sovereignty. It does demand personal responsibility, essentially, you take on the
role of securing your own fortune, but it frees you from having to trust third parties.

Best Practice

Combining Security and Convenience:

Often the ideal approach is to use a combination of wallets for different purposes. Keep a small
amount of BTC in a mobile hot wallet for day-to-day spending or rapid access. For example, the
equivalent of the cash you might carry in your wallet, enough for routine transactions but not
devastating if the phone is lost or hacked. Even here, secure the phone and wallet with PINs and be
cautious. Store the majority of your holdings in a cold, non-custodial wallet for the long term. A
hardware wallet is a great solution for most, as it provides strong security without being overly
difficult to use. When you set it up, it will give you a 24-word seed: make sure to write that down
(and/or use metal backup plates) and keep it somewhere safe (or even split into parts or kept in
multiple secure locations). Do not take a photo of it or save it digitally. Treat that seed as an even



more important secret than the device itself. Some people further split funds into multiple
storages, e.g., multiple hardware wallets in different locations, or multisig as mentioned. This can
protect against scenarios like theft or disaster (fire, etc.), but adds complexity. If you do leave coins
on an exchange (custodial) for trading or convenience, be very aware that you’re effectively
trusting the exchange as your bank. Many experienced users have a rule: “Only keep on exchanges
what you intend to trade in the near term; move everything else to cold storage”.

To draw an analogy, think of your hot wallet like a checking account or a physical wallet you carry:
you keep some spending money there. Think of your cold wallet like a savings account or a safe
deposit box: you don’t touch it often, it’s stored securely, and it’s where you keep your nest egg.
And the custodial vs non-custodial choice is like the difference between keeping your gold under
your mattress (self-custody) vs in a bank’s vault (custodial): the latter might seem safer from
certain dangers but introduces trust and counterparty risk.

One more category to mention is multisignature services and collaborative custody (just for
completeness). There are services that allow you to split keys between yourself and a company, so
that neither can move funds alone. This can add security (even if the company is breached, thieves
can’t move funds without your key) and help in backup situations (if you lose one key, the
company can co-sign with you to move funds). Unchained Capital and Casa are examples of
companies providing such multisig custody solutions for individuals. This can be a middle ground
for those who want extra peace of mind, though it usually comes with fees or requirements.

In the end, the “best” wallet solution depends on your needs, but a general advanced
recommendation is: use non-custodial wallets, favour cold storage for large amounts, and always
have secure backups of your keys. Learn the wallet’s recovery process upfront. By taking these
steps, you can greatly reduce the chances of losing your bitcoin, whether to hacks, mistakes, or
theft.

Making Bitcoin Transactions

Using Bitcoin, both sending and receiving, becomes straightforward once you understand the
steps. Here’s how a typical Bitcoin transaction works and best practices to ensure it goes smoothly:

Receiving Bitcoin: To receive bitcoin, you need a Bitcoin address. An address is a string of
characters which is like your account number. If someone is paying you, you generate a new
address in your wallet and give it to them (often via copy-paste or scanning a QR code). You can
safely share your Bitcoin addresses; they do not reveal your private keys. Modern wallets often
generate a new address for each transaction to improve privacy (so that all your incoming
payments aren’t associated with one single address on the public ledger). If you’re expecting a
payment, you provide the address (or QR). Once the payer sends the bitcoin, you will see an
unconfirmed transaction in your wallet (the wallet software monitors the blockchain network).
Within 10-20 minutes on average (could be more if network is busy or if they set a low fee), you
should see a confirmation, meaning the transaction was included in a block. For more security on
larger payments, wait for additional confirmations as discussed earlier (each roughly 10 minutes).



Sending Bitcoin: To send bitcoin to someone else, you will need their Bitcoin address. When
you’re ready to send, open your wallet and look for the “Send” function. You will typically:

Enter the Recipient’s Address: This can often be done by scanning a QR code if the recipient
provides one (which helps avoid typos), or by copy-pasting the address string. It’s crucial to ensure
the address is correct. Bitcoin addresses have a built-in checksum (to catch errors), so if you
mistype a character the wallet usually will tell you the address is invalid. However, if you were to
accidentally paste a different valid address (some malware can swap clipboard data to a hacker’s
address, be wary of that), the transaction would go to that wrong address, and you wouldn’t easily
get it back. So always double-check at least the first and last few characters of the address and
verify it’s exactly what the recipient gave you.

Enter the Amount: You can usually choose to enter the amount in BTC or in your local currency
(the wallet will convert using current rates if it has access to price data). Be careful with decimals,
e.g. 0.5 BTC is much different than 0.05 BTC. If paying an invoice denominated in fiat, it’s easier to
type that amount in your currency to avoid mistakes. Also be mindful of the unit: BTC vs mBTC vs
satoshis. Many wallets display in BTC (with perhaps 8 decimal places). If you want to send e.g. $100
worth, double-check that it matches roughly the expected BTC amount at the current price.

Set the Transaction Fee: Bitcoin transactions require a fee to incentivise miners to include them.
Most wallets will suggest a fee or have options like “fast”, “normal”, and “slow” corresponding to
different fee rates. The fee is usually expressed in satoshis per byte or satoshis/vByte of data (a
typical transaction might be ~100-250 vBytes). If the network is not congested, even a low fee can
get confirmed in the next block or two. But if there is high demand (say many people are
transacting, or there’s some popular token sale or something causing activity), miners prioritise
transactions by fee rates, higher fee transactions get in first. The wallet’s suggested fee is based on
recent conditions and is usually fine. If your transaction is urgent, choose a higher priority fee
which means you’ll pay a bit more but likely confirm in the next block (~10 min). If it’s not time-
sensitive, you can pick a lower fee to save money; just understand it might take longer (sometimes
hours or even more if you really set a low fee during a busy period). Some advanced techniques
exist like RBF (Replace-By-Fee) or CPFP (Child-Pays-For-Parent) to bump a low-fee transaction
later, but it’s best for most users to set a reasonable fee from the start.

Confirmation and Signing: Once you’ve input address, amount, and fee, the wallet will typically
show you a summary. Make sure everything looks correct (especially the address and amount).
Then you hit “Send” or “Confirm.” At this point, if it’s a non-custodial wallet, the software will
create the transaction and then use your private key to sign it. In a mobile/desktop wallet, this
happens in the app background. In a hardware wallet setup, at this step your computer will prompt
you and you’ll need to approve on the hardware device (which then signs the transaction). The
result is a signed transaction hex, which the wallet then broadcasts out to the Bitcoin network (to
the nodes it’s connected to). The moment it’s broadcast, the transaction is unconfirmed but
publicly visible. You (and the recipient) might see it as “pending” in your respective wallets. At this
stage, your wallet will also typically subtract the amount and fee from your displayed balance,
since those coins are now effectively spent (though if it gets stuck for a very long time, some
wallets might “refresh” it, but generally consider it spent).



Confirmation: Miners will pick up your transaction from the mempool and include it in a block
according to fee priority. When a block containing your transaction is mined, your wallet will show
it as confirmed (1 confirmation). If you’re the sender, you might not need to wait further once you
see 1 confirmation (it means the network accepted it). If you’re the receiver of a large payment, as
mentioned, wait for about 6 confirmations for finality. Each confirmation exponentially decreases
the probability of a double-spend or chain reorganisation affecting the transaction. For most
practical purposes, after 6 confirmations a transaction is permanent for all but the most extreme
scenarios.

Transaction Details: Bitcoin transactions can have multiple inputs and outputs (for example, if
your wallet’s balance is composed of several past UTXOs, the transaction might gather them as
inputs). They can also include a change output: if you’re sending part of your balance, the
difference between what you spent (plus fee) and the total inputs will be sent back to a change
address in your wallet. Wallets handle this automatically, but it means you might see an address
you don’t recognise in the transaction details, that’s your change coming back. It also means if you
were expecting your entire remaining balance to still be in one address, it might have moved to a
new change address your wallet controls (again, handled internally, but mentioning to avoid
confusion if you ever inspect the blockchain details).

Best Practices for Transactions:

Double-Check Everything: As emphasised, verify addresses and amounts. One common scam is
malware that modifies a copied address in your clipboard to the attacker’s address. By habit,
always glance at the first and last few characters of an address after you paste it to ensure it
matches your intended destination.

Use Memo/Labels: Some wallets allow you to tag transactions with a note (like “Payment for X” or
“Sent to Bob”). This can help with record-keeping since blockchain transactions themselves don’t
carry human-readable notes.

Be Careful with Addresses: Only send Bitcoin to Bitcoin addresses. If someone gives you an
address for another cryptocurrency by mistake, or you try to send across chains (like sending BTC
directly to a Ethereum or BCH address), you can lose funds. Bitcoin does not have built-in recovery
if sent to a valid-but-incorrect address (in many cross-chain cases, the address might not even be
valid and the wallet would error, but if it is valid in a different system, that’s bad). Keep different
cryptos separate and ensure you’re on the right network.

Watch for Confirmations: If your transaction doesn’t confirm within the expected time, it could be
because the fee was too low. Most wallets will show it as pending until it confirms. If it’s stuck,
some wallets support fee bumping (RBF) which allows you to resend the transaction with a higher
fee. Alternatively, you might just wait; if it’s not urgent, it will confirm eventually when fees drop
(unless fees remain high and it gets evicted from mempool after a couple weeks, which is rare and
advanced scenario).

Privacy Consideration: Bitcoin’s blockchain is public, so transactions can potentially be traced.
Use a new address for each receive if your wallet supports it (most do) to avoid linking all your



transactions together. Be cautious about publicly posting addresses or transaction details
associated with your identity. There are techniques to enhance privacy (like CoinJoin mixing), but
that’s beyond basic usage. Just remember that anyone who knows your address can see its
balance and all transactions involving it, so maintain good address hygiene and don’t reuse
addresses when possible.

Irreversibility: Understand that a confirmed Bitcoin transaction is final. There is no chargeback or
dispute centre in the protocol. If you send to the wrong address or wrong amount, you will need
the cooperation of the receiver to return it (if they can even be identified). Thus, treat Bitcoin
transfers like handing cash: only send to trusted parties or when you’re sure of the recipient, and
triple-check before sending. Scammers often exploit this by persuading people to send them
bitcoin under false pretences and then disappearing (since the victim has no recourse). We’ll cover
scams next, but this irreversible nature is a key reason to be careful.

Overall, making a Bitcoin transaction is as simple as entering an address and amount and hitting
send, but the responsibility on the user is higher than with a bank transfer because there is no
safety net if something goes wrong. By following these practices and being attentive, sending and
receiving bitcoin becomes a routine and safe process.

Safety and Self-Custody:

One of Bitcoin’s greatest strengths is that it gives you complete control over your money; with that
power comes the need to take security precautions seriously. There is no bank fraud department
or customer support line that can undo mistakes. Here we outline crucial aspects of keeping your
bitcoin safe and sound under your own custody.

Protecting Your Seed Phrase (Private Keys):

The seed phrase (or recovery phrase) is the master key to your wallet. Typically, 12 or 24 words, this
phrase can regenerate all your private keys if you import it into any compatible wallet. Anyone who
obtains your seed phrase can steal all your funds; no password or 2FA will stop them, because
those words are the keys. Therefore:

e Never share your seed phrase with anyone. No legitimate entity will ever need you to tell
them your seed. Scammers might impersonate support staff or wallet developers and ask
for it; don’t fall for that. If someone asks for your seed, it is a scam 100% of the time.

e Keep it offline. Write it on paper or engrave in metal and store it in a secure, private
location. Do not take a photo of it, do not save it in a cloud drive or email, do not store it
unencrypted on a computer. Digital storage can be hacked; printers have memory; phones
can be malware infected. Many sad stories exist of people who screenshot their seed or
kept it in Google Drive and got hacked, losing everything.

e Make backups. If you have only one copy of your seed and you lose it (fire, flood, forget
where you put it, etc.), your bitcoins are gone forever if your device fails. It’s wise to have at
least two copies in separate secure locations (for example, one at home and one in a safety



deposit box, or at a trusted relative’s house). Ensure those locations are both safe from
theft and disasters. If using paper, consider using a high-quality paper and maybe
laminating it to prevent water damage. Some people use steel plates designed for storing
seed phrases (to survive fire).

e Be mindful of anyone observing. When setting up your wallet and writing down the seed,
doitin private. Don’t read it out loud or let any camera see it. Treat it like you would treat
the password to your email combined with your bank PIN, actually, even more cautiously.

o No screenshots. On phones especially, never screenshot the seed phrase. Malicious apps or
photo backup services could expose it. The same goes for copying it to clipboard; some
malware specifically looks for 12/24-word patterns.

o Ifyou suspect that your seed phrase might have been exposed or compromised at any
point, the best course is to move your funds to a new wallet (with a new seed) that is
definitely secure. For example, if you think someone might have seen your backup, you can
create a new wallet and send all coins there (which of course costs a transaction fee, but
it’s worth the security). Consider using a passphrase (also called a 25th word) if your wallet
supports it. This is an advanced feature: you can set an additional password on top of the
12/24 words. It creates a different set of addresses entirely. The upside is that if your seed
words are somehow exposed, the coins are still protected by the extra passphrase only you
know. The downside is, it adds complexity: if you forget the passphrase, the seed alone
can’t recover funds. Only use this if you understand it and can securely remember/record
the passphrase as well.

e Incase of death or emergency, have a plan (if relevant) so that your heirs can access your
seed or coins. Some people include instructions in a will or with an attorney, split the seed
among trusted family, etc. This must be balanced with security (the more people who have
parts of the secret, the more risk). This is a personal decision but don’t ignore estate
planning if significant assets are in Bitcoin.

To emphasize: The seed phrase is your ultimate backup and your ultimate vulnerability. Treat it
with the utmost care. The loss or theft of this phrase is essentially the loss or theft of your Bitcoin.

Avoiding Scams and Fraud:

The crypto space, unfortunately, has attracted many scammers due to the irreversible and
pseudonymous nature of transactions. It’s important to develop a sceptical mindset and be aware
of common scams:

“Double Your Bitcoin” or Giveaway Scams: If you ever see a message (on social media, email,
anywhere) saying “send 0.1 BTC and you’ll get 0.2 BTC back” or some multiple, it’s a scam. This
never happens legitimately. Scammers often impersonate celebrities or crypto personalities and
claim to do giveaways. The moment you send, your money is gone, and nothing comes back.
Always assume offers of free money are fake.

Phishing Websites and Apps: Scammers create fake websites that look like real exchange or
wallet sites, or send emails with links saying, “Your account is in trouble, log in here”. They might



also make Google ads or search results for common wallet names that lead to imposter sites. When
you enter your credentials or (worse) your seed phrase, it goes to them. Solution: Only download
wallet apps from official app stores or the official website (double-check the URL spelling). When
logging into web services, bookmark the correct site and use that rather than clicking random
links. Be very cautious of email links or messages claiming issues; always verify if it’s real by
contacting support through official channels.

Tech Support Scams: If you post online about a problem (say on a forum or Twitter), you might
get replies or DMs from people claiming to be support and asking for your wallet info or offering
help that involves you installing software or giving access. Real support will never ask for your
private keys or seed. They also generally won’t DM you first out of the blue. This is common on
Telegram and Twitter, fake support agents trying to steal from users.

Impersonation and Social Engineering: Scammers may impersonate trusted figures (even using
deepfake videos of famous people endorsing an investment platform, etc.). Or they might build a
relationship (e.g., romance scams) and then lure victims into sending money for a fake investment
or emergency. Always be on high alert when someone online you don’t personally know asks for
money or proposes a deal involving crypto.

Ponzi or High-Yield Schemes: Be wary of schemes that promise very high returns on your bitcoin
if you invest or lock it up somewhere. Many cloud mining schemes or lending platforms in the past
were essentially Ponzi schemes that eventually collapsed. If it sounds too good to be true (like
“earn 10% per week” or some such nonsense), it is. Bitcoin itself can have high returns (or losses)
due to market fluctuation, but no legitimate investment will guarantee outrageous consistent
gains.

Malware: Some malware specifically targets cryptocurrency users. It might detect crypto
addresses in your clipboard and swap them, as mentioned. Or log your keystrokes to find
passwords or seed phrases. Keep your devices secure: install updates, use antivirus or anti-
malware from reputable sources, and avoid downloading software from unknown places. If you
use a hardware wallet, that mitigates a lot of risks, but still keep your computer clean especially
when dealing with crypto transactions.

Public Wi-Fi and Exposed Networks: Avoid doing sensitive crypto operations (like entering keys
or even sending transactions) on unsecure public Wi-Fi where you don’t know who might be
snooping. While Bitcoin transactions are encrypted and signed, a man-in-the-middle attack could
still potentially trick you in various ways. If you must use public internet, consider using a VPN for
an extra layer of encryption, or better yet, use your cellular network.

Scam Coins and Forks: Occasionally you might hear “Bitcoin XYZ” or some variant, claiming to be
a new version or offshoot, always research thoroughly. Bitcoin has had some forks (e.g., Bitcoin
Cash in 2017), but scammers may use confusion to get you to send coins to wrong chains or buy
fake “new Bitcoin.” Generally, stick to the main Bitcoin (ticker BTC) and be cautious of any new
thing using the Bitcoin name unless you’ve researched it.



In short, maintain healthy scepticism. When dealing with money, especially in crypto, it pays to
double-check and question things. If an email or message triggers urgency or fear (“Act now or
your account will be closed!”), take a step back, this is a common tactic to make you act rashly.
Verify through official channels. If someone is offering something that seems overly generous or
easy, assume it’s a trap. By being cautious and verifying through independent means, you can
avoid 99% of scams. Remember that once you send Bitcoin to a scammer, it’s gone, unlike a credit
card where you could chargeback. This finality means the onus is on you to not fall victim in the
first place.

Security Best Practices

Beyond guarding your keys and avoiding scams, there are additional security measures to protect
your Bitcoin holdings:

Use Two-Factor Authentication (2FA): For any account related to crypto (exchanges, email
associated with exchanges, etc.), enable 2FA. Ideally use an authenticator app (like Google
Authenticator, Authy, or others) or hardware 2FA (like YubiKey). Avoid SMS 2FA if possible, because
SIM card hijacking is a risk (where an attacker ports your phone number to steal SMS codes). If SMS
is the only option, it’s still better than nothing, but be aware of SIM swap fraud. 2FA means even if
someone steals your password, they’d still need the second factor to get in. It greatly reduces risk
of account takeovers.

Secure Your Email: Your email is often the recovery path for other accounts. If your email is
compromised, an attacker could reset passwords on your exchange accounts. So, secure your
email with a strong password and 2FA as well. Consider a separate email just for financial stuff that
isn’t widely known.

Use Strong, Unique Passwords: It should go without saying, but do not reuse passwords between
different sites. Use a password manager if needed to generate and remember complex passwords.
A leak from one service (unrelated to crypto) could give attackers clues to attempt on your crypto
accounts if you reuse passwords. Also, never use trivial passwords (no names, dictionary words,
etc.). Complex and long (e.g. 12 characters with mix of letters, numbers, symbols) is the way to go.

Keep Software Updated: Ensure your wallet software, firmware (for hardware wallets), and device
0S are up to date. Updates often patch security vulnerabilities. However, be cautious of fake
update prompts: always download updates from official sources. For hardware wallets, verify
you’re on the legitimate site when downloading their manager apps or firmware.

Verify Addresses or Use Test Transactions: For very large payments, you could do a small test
transaction first to confirm the address is correct and the recipient received it, before sending the
bulk. Yes, you’ll pay a bit more in fees, but for a big transfer it might be worth the peace of mind.

Multisig for Added Security: If you hold a significant amount of bitcoin, you may consider using a
multisignature wallet (e.g., requiring 2 of 3 keys to move funds). This way, even if one key is stolen
or one device is hacked, the thief still can’t move the funds without the other key(s). You could



keep keys in very separate places (one hardware wallet at home, one at office, one in a bank vault,

for example). There are user-friendly services to help with multisig now. It adds complexity butis a
powerful protection especially against physical theft or coercion (an attacker would have to breach
multiple locations).

Physical Security: Be mindful of who knows you own bitcoin, especially if it’s a lot. There have
been cases of people being targeted in person for their crypto (so-called “$5 wrench attack”, where
someone threatens you with violence to make you unlock your wallet). If nobody knows you have a
fortune, you're less likely to be targeted. So, it’s wise not to brag or even mention your holdings.
Online, consider using pseudonyms and not tying your real identity to addresses publicly. In
person, consider discreetly securing hardware wallets (some carry them on keychains, others hide
them). If you’re ever in a situation where you are forced to unlock a wallet, one idea is to use a
decoy wallet with a small amount and a separate one for the big stash. Some hardware wallets
allow a “duress” passphrase that opens a dummy account. But hopefully you never face that, the
main point is, don’t make yourself a tempting target.

Node Privacy: If you run your own node and use it for transactions, great, it improves privacy since
you’re not querying someone else’s server about your addresses (which could link them to you). If
you use a light wallet, consider those that use privacy techniques (like connecting over Tor or using
bloom filters etc.). This is more about privacy than security, but the two can intertwine.

To summarise this section: treat your Bitcoin like a combination of cash and sensitive data. Secure
it like you would a pile of cash (don’t leave it lying around or tell random people about it) and
secure the digital aspects like you would top-secret data (backups, encryption, protection against
hacking). With proper precautions, you can greatly reduce the risk of loss or theft. The good news
is that by following best practices, many people have securely held Bitcoin for years without
incident. It just requires that you stay vigilant and disciplined about security.

Common Mistakes to Avoid

In the world of Bitcoin, mistakes can be costly. Here is a list of common pitfalls and how to avoid
them:

Sharing Your Seed Phrase: Never ever share your recovery words with anyone. If a website,
person, or app asks for your 12- or 24-word seed, it’s a scam: there are no exceptions. Keep that
phrase secret. Similarly, don’t enter it into random websites. Only use it within your wallet when
recovering your wallet, and even then, ensure you’re using the legitimate wallet software. A leaked
seed phrase equals stolen coins.

Sending to the Wrong Address: Bitcoin transactions are irreversible, so you must double-check
the destination address before sending. Make sure it’s a valid Bitcoin address and exactly the one
intended (check the first and last few characters). There is no undo button if you send to the wrong
address or wrong blockchain. A quick verification can save you from a permanent loss.



Not Backing Up Your Wallet: If you don’t have a backup of your private keys or seed phrase, losing
your device means losing your bitcoins. Phones get lost, computers crash. Always back up your
wallet’s seed phrase and keep it somewhere safe. If you only store coins on an exchange, that’s also
a single point of failure (the exchange account). Take ownership by holding keys and backing them
up. Remember, if you lose the only key, no one can help you recover the funds.

Leaving Coins on Exchanges Long-Term: While exchanges are convenient, storing significant
amounts of Bitcoin on an exchange indefinitely is risky. Exchanges can be hacked, go bankrupt, or
freeze withdrawals (we’ve seen this happen multiple times over the years). If that happens, you
might lose access to your funds or have to wait a long time to retrieve them (if ever). It’s fine to
keep some funds on an exchange for trading or short-term purposes, but for savings, withdraw to
your own wallet where you control the keys. Not your keys, not your coins.

Using Weak Passwords or No 2FA: Using a weak password for your exchange or wallet app (or
reusing a password that got leaked elsewhere) can lead to your account being compromised.
Likewise, not enabling 2FA makes it easier for attackers to break in. Always use strong, unique
passwords and enable two-factor authentication on any service that supports it. This greatly
reduces the chance of an online account breach.

Falling for Scams: As discussed, many people have lost money by trusting scammers, whether it’s
sending crypto to “get a prize”, trusting a fake investment scheme, or being tricked into revealing
keys. Be extremely wary of any unsolicited offers, and if something seems off, get a second opinion
or do more research. When in doubt, do nothing until you can confirm legitimacy. It’s better to miss
out on a potential opportunity than to lose coins to a scam. Always remember: if it sounds too
good to be true, it almost certainly is.

Ignoring Tax Obligations: In many jurisdictions, Bitcoin is treated as property or an investment for
tax purposes, meaning you owe taxes on capital gains when you sell or spend it at a higher value
than you acquired it. Some users make the mistake of trading actively or making profits and not
realising they need to report it. This can lead to issues with tax authorities later. Keep records of
your transactions (many exchanges provide history, and there are crypto tax software tools).
Understand the basic rules in your country : for example, in the U.S. every sale or spend is a taxable
event, and in some other countries, long-term holdings might be tax-free or have different rules.
Consult a tax professional if needed. The point is, don’t assume you can ignore taxes; many
governments have increased enforcement. It’s better to be compliant than to face penalties for tax
evasion.

Overconfidence without Knowledge: Getting into Bitcoin without understanding how it works
can lead to mistakes. Take time to learn the basics of private keys, confirmations, fees, etc. Even
things like sending to a SegWit address (starting with bc1) from an older wallet that might not
support it: these issues are less common now but stem from not being informed. Use test
transactions if trying something new and ensure you’re using up-to-date wallet software that
follows current best practices.

By keeping these common mistakes in mind and proactively avoiding them, you’ll greatly improve
your Bitcoin experience and security. Bitcoin gives you a lot of freedom, but with that comes the



need to take responsibility. Fortunately, the community has learned from early mistakes (often the

hard way), and we now have well-established guidelines, like the ones above, to keep your crypto

journey safe and successful.

Happy Bitcoining!




