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Abstract India recently decided to ban a slew of applications 
(“apps”), mostly Chinese, accessed on mobile phones and other 
internet-based devices citing privacy and security concerns 
arising from the surreptitious mining and profiling of user data 
that is collected by these apps. It found these activities to be 
prejudicial to the sovereignty and integrity of India, defence of 
India, security of the state and public order. China responded that 
it suspected India’s decision to ban these apps to have violated the 
obligations that India had committed to under the framework of 
the World Trade Organization (WTO). Through this paper, we 
explore certain claims that China could potentially bring against 
India’s measure under the relevant WTO agreements, especially 
the General Agreement on Trade in Services (GATS) and various 
ensuing issues that WTO adjudicating bodies may be confronted 
with in examining these claims. Assuming that India’s measure is 
inconsistent with India’s obligations and commitments under the 
GATS, we further analyse whether India can justify this measure 
under the GATS national security exception (Article XIVbis) 
considering that the measure was taken by India at a time of 
escalating tensions between Indian and Chinese military troops 
at the border between these two countries. Finally, we seek to 
answer a counterfactual question: if the immediate background 
of military conflicts and heightened tensions was missing, how 
credible is the claim that the activities of certain Chinese apps are 
prejudicial to the security of the country where the data subjects 
of these apps are located? We feel that this analysis could be 
important in the light of other countries imposing a similar ban 
on apps or devices that are owned by Chinese operators.
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i. The facTual background: iT’s all ‘aPPening

On the 29th of June 2020, the Government of India decided to block the 
use of 59 applications (apps), mostly Chinese,781 in India. A press release 
from the Ministry of Electronics and Information Technology noted that the 
ban was being imposed based on information that these apps are engaged 
in activities that are prejudicial to the sovereignty and integrity of India, 
defence of India, security of state and public order.782 Close on the heels of 
this decision, the Indian government doubled down and blocked an addi-
tional 118 apps, once again mostly Chinese, on 2 September 2020, citing the 
same reasons as before.783

781 The official communication from the Indian government does not use the word “Chinese” 
or provide any information regarding the nationality or ownership structure of the apps in 
question. However, most of these apps are, reportedly, either owned, operated or developed 
by Chinese companies or have Chinese investment. See “India Bans 59 Mostly Chinese 
Apps Amid Border Crisis” (Reuters, 29 June 2020) <https://www.reuters.com/article/
us-india-china-apps-idUSKBN24025V > accessed 22 September 2020.

782 Ministry of Electronics and IT, “Government Bans 59 Mobile Apps which are Prejudicial 
to Sovereignty and Integrity of India, Defence of India, Security of State and Public Order” 
(Press Information Bureau, Government of India, 29 June 2020) < https://pib.gov.in/
PressReleseDetailm.aspx?PRID=1635206 > accessed 22 September 2020.

783 Ministry of Electronics and IT, “Government Blocks 118 Mobile Apps Which are Prejudicial 
to Sovereignty and Integrity of India, Defence of India, Security of State and Public Order” 
(Press Information Bureau, Government of India, 2 September 2020) <https://pib.gov.in/
PressReleasePage.aspx?PRID=1650669> accessed 22 September 2020. News reports sug-
gest that during the intervening period (i.e., between the 30th of June and the 2nd of 
September), the Indian government had also blocked access to some 47 apps that were 
reportedly “clones” of the apps that were blocked by the 29 June order. (See “India bans 
47 clones of Chinese apps amid border tensions with Beijing: Reports” (Scroll.in, 27 July 
2020) <https://scroll.in/latest/968701/india-bans-47-clones-of-chinese-apps-amid-border-
tensions-with-beijing-reports> accessed 22 September 2020). This brings the total number 
of blocked apps to 224.
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The apps on the hit-list serve a range of utilities. Starting from global 
behemoths like TikTok (a social media platform owned by the Beijing based 
ByteDance that became an overnight sensation in 2017 and have now reg-
istered close to 2 billion downloads globally, and recently provoked a new 
episode in the US-China ongoing trade war) and PUBG (a deeply, and some-
times fatally, enthralling online multiplayer game that is owned by the South 
Korean developer PUBG Corporation and published in India by the China 
based Tencent Games), the list also contains e-commerce platforms (Club 
Factory, Shein, ROMWE), web browsers (UC Browser, CM Browser), news 
aggregators (Newsdog, UC News, QQ Newsfeed) and apps that provide 
mapping and navigation services (Baidu Map) among others.

The statement released by the Ministry elaborates how these apps are 
engaged in activities that impinge upon the sovereignty and integrity of 
India. It notes that these apps are misused for the purpose of “stealing and 
surreptitiously transmitting users’ data in an unauthorized manner to servers 
which have locations outside India” which is then compiled, mined and pro-
filed by elements hostile to national security and defence of India. It further 
notes that the government has received representations from the public rais-
ing concerns regarding how this constitutes a breach of privacy and inputs 
from credible sources showing how this poses a threat to the sovereignty and 
integrity of India.784

Two events that were whirring in the background when India made the 
decision to ban the apps appear noteworthy to mention. First, on the 16th 
of June 2020, less than two weeks before the first wave of ban on apps, an 
effort to de-escalate an ongoing stand-off between the Indian and Chinese 
military troops along the Line of Actual Control (a de facto boundary line 
between Indian and Chinese territory) took an anti-climactic turn result-
ing in violent clashes causing casualties on both sides.785 Although the offi-
cial communique banning the apps makes no mention of the confrontation 
between the troops, the decision was indeed made in the temporal backdrop 
of simmering border tensions with China.

Second, the Indian government has, in recent months, been mobilizing 
a political narrative around a “self-reliant India” with a renewed policy 

784 Ministry of Electronics & IT supra note 782.
785 D Peri and S Haider, “Indian Army Says 20 Soldiers Killed in Clash with Chinese Troops in 

the Galwan Area” The Hindu (16 June 2020) <https://www.thehindu.com/news/national/
indian-army-says-20-soldiers-killed-in-clash-with-chinese-troops-in-the-galwan-area/
article31845662.ece> accessed 24 September 2020. See also ‘Chinese Military Demands 
Indian Border Troops Stop Infringing and Provocative Actions” (Website of the Ministry 
of National Defence People’s Republic of China, 16 June 2020) <http://eng.mod.gov.cn/
news/2020-06/16/content_4866818.htm> accessed 24 September 2020.
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emphasis on import substitution and export promotion. In the wake of a 
national “lockdown” that was imposed due to the outbreak of the coronavi-
rus (Covid-19), the Government of India announced an economic stimulus 
package of 20 Trillion INR (~265 Billion USD) under the “Aatma Nirbhar 
Bharat Abhiyan” (Self Reliant India Campaign).786 The rallying call for a 
self-reliant India, that had first appeared in the Indian Prime Minister’s 
speeches (and reverberated, at least among a section of the populace, as a 
call for boycott of Chinese goods) started taking a concrete shape in the 
policies that the government unveiled in various sectors in recent months.787 
The digital/technology sector was no exception. On the 4th of July 2020, less 
than a week after the first announcement banning certain apps, the govern-
ment announced the Aatma Nirbhar Bharat App Innovation Challenge with 
the avowed goals of giving an impetus to the development of Indian apps 
and promoting already existing Indian apps so that they could have global 
visibility.788

786 ‘PM’s address to the Nation on 12.5.2020’ (Website of thePrime Minister’s Office India, 
15 August 2020) <https://www.pmindia.gov.in/en/news_updates/pms-address-to-the-na-
tion-from-the-ramparts-of-the-red-fort/?comment=disable> accessed 25 September 2020. 
At his Independence Day speech to the nation on the 15th of August 2020, the Prime 
Minister of India exhorted his countrymen “to see to it that ‘Make in India’ products get 
appreciated in the world” and to bring an end to India’s export of raw materials and import 
of finished goods. (See ‘PM’s address to the nation from the ramparts of the Red Fort’ 
(Website of thePrime Minister’s Office India, 15 August 2020) <https://www.pmindia.gov.
in/en/news_updates/pms-address-to-the-nation-from-the-ramparts-of-the-red-fort/?com-
ment=disable> accessed 25 September 2020).

787 See, for e.g., “Modi’s Atma Nirbhar Bharat Wave Pumps Fresh Blood in India’s Solar 
Industry; Govt Gets new Proposals” Financial Express (13 August 2020) <https://www.
financialexpress.com/industry/modis-atma-nirbhar-bharat-wave-pumps-fresh-blood-in-
indias-solar-industry-govt-gets-new-proposals/2054023/> accessed 25 September 2020; 
“‘Team Up for Toys’, PM Modi’s Fresh Push for Atma Nirbhar Bharat” Live Mint (30 August 
2020) <https://www.livemint.com/news/india/pm-modi-address-to-the-nation-mann-ki-
baat-live-updates-11598762572628.html> accessed 25 September 2020; “Defence Minister 
Rajnath Singh Announces Import Embargo on 101 Items to Spur Atma Nirbhar Bharat 
Initiative” Deccan Herald (9 August 2020) <https://www.deccanherald.com/national/
defence-minister-rajnath-singh-announces-import-embargo-on-101-items-to-spur-atman-
irbhar-bharat-initiative-871264.html> accessed 25 September 2020; “Indian Railways 
to Promote Domestic Players in a Big Way as Mission Atma Nirbhar Bharat Takes off” 
Swarajya Magazine (26 July 2020) <https://swarajyamag.com/news-brief/indian-railways-
to-promote-domestic-players-in-a-big-way-as-mission-atma-nirbhar-bharat-takes-off> 
accessed 25 September 2020 .

788 “PM launches Aatma Nirbhar Bharat Innovation Challenge” (Website of thePrime 
Minister’s Office India, 4 July 2020) <https://www.pmindia.gov.in/en/news_updates/
pm-launches-aatmanirbhar-bharat-innovation-challenge/> accessed 25 September 2020. 
See also “PM Urges Tech Community to Participate in Aatma Nirbhar Bharat App 
Innovation Challenge” (Prime Minister’s Office India, 4 July 2020) <https://www.pmin-
dia.gov.in/en/news_updates/pm-condoles-demise-of-shri-s-p-balasubrahmanyam/?com-
ment=disable> accessed 25 September 2020.
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It remains uncertain whether, or to what extent, the various geopolitical 
and political economy considerations discussed above, played a role in this 
specific decision by India to ban access to 224 apps. We list these develop-
ments here because we believe that they do illuminate the broader context 
within which the decision was taken, and knowledge about the context is 
beneficial for the purposes of our discussion that follows. Trade policy is 
embedded in the democratic dialogue in India, it is not part of an insu-
lated administrative state. It is even more part of the political discourse in 
China, even though the political context there is quite different from that 
in India. Perhaps, consequently, the context offers additional explanations 
for the measure. We will return to this broader context later. For now, let us 
concentrate on the immediate aftermath.

China responded that India’s apps-ban decision was selectively and dis-
criminatorily aimed at certain Chinese apps on ambiguous and far-fetched 
grounds. It noted that India’s measure ran afoul of fair and transparent pro-
cedure requirements, abused national security exceptions, and is suspected 
of violating WTO rules. It urged India to rectify the discriminatory practices 
violating WTO rules, and provide an open, fair and impartial business envi-
ronment for all market players from various countries including China. In 
its defence, China argued that it has always required Chinese overseas com-
panies to abide by international rules and operate in compliance with laws 
and regulations.789 Months have passed since the measure was introduced, 
and neither a unilateral revocation or review of the measure, nor a bilateral 
reconciliation appear to be in sight. As things stand, China has expressed its 
strong disagreement with the Indian measure, but has refrained from under-
taking other actions.

Through this paper, we first explore a scenario wherein China decides 
to bring a dispute against India alleging that the ban orders issued by India 
(“measures at issue”) are inconsistent with the GATS. This discussion con-
tains two parts. First, we examine certain claims that China could poten-
tially bring against India’s measure under the GATS and various issues that 
WTO adjudicating bodies may have to consider in examining these claims. 
Second, assuming that India has violated its obligations under the WTO, we 

789 “Statement on India’s Blocking Certain Chinese Mobile Apps by Spokesperson of the 
Chinese Embassy in India Counsellor Ji Rong” (Website of the Chinese Embassy in 
India, 30 June 2020) <http://in.china-embassy.org/eng/gdxw/t1793445.htm> accessed 25 
September 2020. See also “Response to Media Query by Spokesperson of Chinese Embassy 
in India Counsellor Ji Rong on the Government of India’s Decision of Blocking 118 Chinese 
Mobile Apps” (Website of theChinese Embassy in India, 9 September 2020).
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look at whether India’s actions could be justified under any of the exceptions 
expressly provided in the GATS.790

In the last section, we seek to answer a counterfactual question: if the 
immediate background of military conflicts and heightened tensions was 
missing, how credible is the claim that the activities of certain Chinese apps 
are prejudicial to the security of the country where the data subjects of these 
apps are located? We believe that this analysis could be important in the light 
of other countries imposing a similar ban on apps or devices that are owned 
by Chinese operators.

ii. resoluTion of The disPuTe

A. Forum Conveniens

Assuming that the issue is not resolved bilaterally, and China (or Chinese 
companies affected by the ban) wishes to resolve the issue through recourse 
to legal proceedings, what are the avenues available for China or the Chinese 
commercial operators to get India to walk back on the ban orders? App 
makers or operators hit by the ban and/or users of these apps could insti-
tute a challenge against the ban order in Indian domestic courts.791 On the 
international stage, two avenues are available to China or Chinese investors. 
First, Chinese investors could bring claims against India before an arbitra-
tion tribunal alleging that India has violated the provisions of the China 
– India Bilateral Investment Treaty (BIT).792 Although the treaty that was 
signed by the two countries in 2007 was unilaterally terminated by India on 

790 The object here is to take stock of the issues that a WTO panel or the Appellate Body could 
be confronted with in examining the consistency of these measures with the GATS.

791 See Apar Gupta, “How not to Tame the Digital Dragon” The Hindu (2 July 2020) <https://
www.thehindu.com/opinion/op-ed/how-not-to-tame-the-digital-dragon/article31966409.
ece> accessed 25 September 2020; Atmaja Tripathy, “India Takes a Dig at Chinese Apps- A 
threat to Free Speech” (Global Freedom of Expression Columbia University, 7 July 2020) 
<https://globalfreedomofexpression.columbia.edu/updates/2020/07/india-takes-a-dig-at-
chinese-apps-a-threat-to-free-speech/> accessed 25 September 2020; Shubhangi Agarwalla 
and Siddharth Sonkar, “Examining the Legal and Policy Process Behind India’s Ban on 
Chinese Apps” (The Wire, 7 July 2020) <https://thewire.in/tech/india-ban-chinese-apps-
tiktok-legal> accessed 25 September 2020; and Anupriya Dhonchak and Nikhil Purohit, 
“Is India’s Ban on Tiktok and 58 other Chinese Apps Consistent with the Provisions of 
IT Act?” (Scroll.in, 1 July 2020) <https://scroll.in/article/966131/is-indias-ban-on-tik-
tok-and-58-other-chinese-apps-consistent-with-the-provisions-of-it-act> accessed 25 
September 2020 for a discussion on this.

792 Prabhash Ranjan, “Chinese Investments Enjoy Treaty Protection. Beijing can Drag New 
Delhi to Tribunals” (The Print, July 2020) <https://theprint.in/opinion/chinese-invest-
ments-enjoy-treaty-protection-beijing-can-drag-new-delhi-to-tribunals/453880/> accessed 
25 September 2020.
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3 October 2018, it contains a “survival/sunset clause” which provides that 
“the Agreement shall continue to be effective for a further period of fifteen 
years from the date of its termination in respect of investments made or 
acquired before the date of termination of this Agreement” (i.e. 3 October 
2018). Second, China as a member of the WTO, could initiate a dispute 
against India alleging that the ban on apps constitute a violation of India’s 
obligations under the WTO. We limit our discussion to an examination of 
this latter, currently hypothetical, scenario. It is anyway highly unlikely that 
China would opt to litigate before Indian courts, knowing that India has 
already invoked national security to justify its measures, an invocation that 
risks weighing heavily on the examination of the matter by domestic courts 
that could be asked to pronounce on the issue. On the international stage, it 
makes less sense for China to submit to a now defunct BIT, that no one has 
an interest in reviving. WTO, its current problems notwithstanding, offers 
the most plausible forum for adjudicating this dispute.

B. The Ways of the WTO: Rules of Engagement

The dispute settlement mechanism of the WTO could constitute, as the 
Chinese spokesperson has already noted, a forum where China could initi-
ate proceedings to challenge India’s action to ban the apps. Assuming that 
China decides to bring a dispute against India within the dispute settlement 
mechanism of the WTO, we examine certain (e.g., the most probable) claims 
that China could raise against India under the GATS.

The measures at issue constitute a restriction on apps that provide various 
types of services over the internet on mobile devices and other internet-ena-
bled devices, from providing such services within the territory of India.793 To 
that extent, the measures at issue would likely be challenged by China under 
the GATS, which applies to measures adopted by WTO members “affect-
ing trade in services”.794 In making this statement, we remain conscious 
of the ongoing academic and policy debate surrounding the applicability 
of WTO/GATS rules, which were negotiated and adopted in a pre-Inter-
net era, to Internet-based services.795 However, if China was to institute a 

793 Conversely, it could also be seen as consumers or users of the services provided by these 
apps being blocked the access to these apps. The importance of this two-dimensional per-
spective (i.e., viewing it as a restriction on app providers from entering the Indian market 
and viewing it as a restriction on Indian consumers from accessing these apps) becomes 
apparent in para 2.25.

794 General Agreement on Trade in Services (15 April 1994), Marrakesh Agreement 
Establishing the World Trade Organization, Annex. 1-B, 1869 U.N.T.S. 183, 33 I.L.M. 
1167 (1994) (hereinafter “GATS”) Art. I.

795 See WTO Council for Trade in Services, “Work Programme on Electronic Commerce 
– Progress Report to the General Council” (27 July 1999) S/L/74 para 4. See also Ines 
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dispute against India under the WTO, the GATS would constitute China’s 
first-best option to bring claims (as opposed to the Annex 1A agreements 
which regulate trade in goods or the Agreement on Trade-Related Aspects 
of Intellectual Property Rights (TRIPS Agreement) which relates to the pro-
tection of intellectual property). Additionally, considering that the WTO 
adjudicating bodies (panels and the Appellate Body (AB)) have consistently 
adopted a broad interpretation of the terms “measures affecting trade in 
services” to which the GATS applies, and that services that are relayed over 
the internet have been found to fall within the purview of the GATS in the 
past,796 it seems likely that a panel or the AB would find that the GATS, in 
general, applies to the measures at issue here. Indeed, in US-Gambling, in 
the name of technological neutrality, a concept that in the mind of the WTO 
AB members at least, permeates all modes of supply, Internet gambling was 
covered by the GATS, even though, at the moment when commitments on 
gambling had been entered by the United States, Internet gambling was not 
in the cards. Accordingly, we limit our own examination to the consistency 
of the measures at issue with the rights and obligations of Members under 
the GATS.

C. A Game of GATS

As discussed above, the GATS is characterized by an idiosyncratic archi-
tecture, where general obligations (such as non-discrimination between like 
foreign services and service suppliers or, in WTO-speak “Most Favoured 
Nation” (MFN) treatment and transparency requirements) provided in Part 
II of the Agreement are distinguished from specific commitments (such as 
Market Access and National Treatment (which requires non-discrimination 
between like foreign and domestic services and service suppliers)) provided 
in Part III of the Agreement, which apply only to service sectors and modes 
of service delivery,797 where Members have inscribed commitments under its 
Member-specific schedule of commitments. Effectively, what this means is 

Willemyns, “GATS Classification of Digital Services – Does ‘The Cloud’ Have a Silver 
Lining?” (2019) 53 Journal of World Trade 1 59; Henry Gao, “Can WTO Law Keep 
Up with the Internet?” (ASIL Proceedings, 2014); Shin-Yi Peng, “Renegotiate the WTO 
‘Schedules of Commitments’? Technological Development and Treaty Interpretation” 
(2012) 45 Cornell International Law Journal 403.

796 Panel Report, United States — Measures Affecting the Cross-Border Supply of Gambling 
and Betting Services (adopted Apr. 20, 2005) WTO Doc. WT/DS285/R para 6.285.

797 The GATS provides for four modes through which a service can be supplied: Mode 1 is 
cross-border supply (neither the supplier nor the consumer move as the service is supplied 
from the territory of the service supplier into the consumer’s territory); Mode 2 is consump-
tion abroad (the consumer consumes the service in the jurisdiction of the supplier); Mode 
3 is commercial presence (the supplier supplies service in the jurisdiction of the consumer 
through commercial presence therein); and, finally, Mode 4 (supplier, a physical person, 
supplies a service in the market of the consumer).
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that a WTO member can keep its market closed in all those service sectors or 
sub-sectors which it has not enshrined into its schedule of specific commit-
ments, provided it does so on an MFN basis (otherwise known as the “pos-
itive-list” approach of sectoral commitments under the GATS). Relevant to 
our discussion, what this means is that India can legally deny market access 
to internet-based apps provided (i) it has done so on an MFN basis and in 
a manner that is consistent with other general obligations under the GATS 
and; (ii) that measures at issue relate to a sector/sub-sector in which India 
has not enshrined commitments under India’s schedule of specific commit-
ments. We begin our analysis with the general obligations under the GATS 
to test whether India has violated general obligations, and then move on to 
assess whether India has violated any specific commitments by adopting the 
measures at issue.

1. General Obligations

As we noted above in para 1.7, China claims that India’s decision to ban the 
apps at issue could constitute a violation of the principle of non-discrimina-
tion, and that it ran afoul of transparent procedure requirements. Accordingly, 
we first explore certain issues that a WTO panel or the Appellate Body could 
be confronted with in addressing these two claims, i.e., that the measures at 
issue violate Articles II (MFN) and III (Transparency) of the GATS.

MFN in GATS largely reproduces the GATT discipline: trade advantages 
must be extended to all like services/suppliers automatically and uncondi-
tionally. It all hinges on how the term “like services/suppliers” should be 
understood. As in GATT, the question is, whether regulatory concerns will 
inform the understanding of “likeness”, or conversely, whether it is consumer 
who will decide on likeness through their choices in the marketplace. One 
might have rationally expected that the former criterion would have been 
privileged. Services are, overwhelmingly, experience- and/or credence goods, 
and rarely only search goods. They are thus, very often regulated. And yet, 
case law seems to suggest the opposite. In EC-Bananas III, the AB opted 
for a marketplace-test.798 In Argentina-Financial Services, a subsequent dis-
pute, Panama had claimed that Argentina was violating MFN by treating 
two suppliers differently, depending on whether they were cooperating in 

798 Appellate Body Report, EC – Bananas III (9 September 1997) WT/DS27/AB/R paras 240-
241 (wherein the AB has explicitly rejected the relevance of the aims and effects test in the 
context of claims under Article II of the GATS when dealing with the likeness analysis 
relying on its findings in Japan – Alcoholic Beverages, where it had done the same in the 
context of the GATT).
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the fight against tax evasion.799 The panel agreed that regulatory concerns 
should inform likeness, but the AB, for all practical purposes, “ducked” the 
issue. The jury is then still out on this score.

If a panel, in the present case, applies the marketplace test to determine 
likeness it could be the consumers’ perception as discerned through exten-
sive market surveys of actual consumers or through econometric indicators 
that will be taken into account in determining whether two services are 
like services.800 This could possibly result in a finding that a Chinese app 
such as TikTok is “like” Instagram and therefore work in favour of China. 
Conversely, a regulatory approach could work in favour of India which is 
the sole competent authority to decide how to regulate its domestic market 
assuming that its measures are necessary to attain its stated objectives (when 
specific commitments have been undertaken), and have been applied in a 
non-discriminatory manner.

Even if regulatory concerns were not retained in the realm of “like-
ness”-analysis, a WTO member can always seek to justify its measures by 
invoking regulatory intent in accordance with Article XIV of GATS (the list 
of general exceptions). Furthermore, WTO members can justify deviations 
from MFN by enlisting services/suppliers/other WTO members in their list 
of MFN exemptions.

Under Article III of the GATS, WTO members must publish promptly all 
measures of general application affecting trade in services, and must also be 
prepared to respond to questions for clarification as well. Transaction costs 
are somewhat served through this obligation, which has its limits though, 
as it operates under the assumption that processing of information poses 
no problems. The distribution of administrative capacity is, alas, asymmet-
rically distributed across the WTO membership, and the GATS does not 
provide for any special and differential treatment for developing country 
members vis-à-vis transparency obligations. In the present case, as we noted 
above, the measures at issue were in fact published by the Indian government 

799 Panel Report, Argentina – Financial Services (30 September 2015) WT/DS453/R para 
7.116.

800 See Appellate Body Report, Japan – Alcoholic Beverages (4 October 1996) WT/DS8/AB/R 
25 (where the Appellate Body upholds the panel’s approach to determine whether two 
products are “directly competitive or substitutable” under Article III:2 of the GATT by 
looking at the market in the sense that it is the consumers who will ultimately determine 
whether two products are directly in competition with each other). See also, Appellate 
Body Report, EC – Asbestos (12 March 2001) WT/DS135/AB/R para 122 where the AB,in 
interpreting the term “like products” under Article III:4 of the GATT, modified the mar-
ketplace test to mean that it is a reasonable or risk-averse consumer that will determine the 
likeness of two products and not the average Joe.
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in the form of Press Information Bureau notifications, consequently India 
had observed its transparency obligation under the GATS.801

2. Specific commitments

As foreshadowed above in para. 2.4, over and above the general obligations, 
WTO members are obliged to also honour specific commitments that they 
will provide Market Access and National Treatment in the service sectors/
sub sectors that they have inscribed in their respective schedules through the 
committed modes of delivery, subject to the qualifications and conditions 
further specified therein. It is important to repeat though, that there is no 
obligation to enter specific commitments. It is reciprocity that will largely 
dictate in practice, whether this has been the case. Relevant to the pres-
ent discussion, to ascertain whether India has breached its specific commit-
ments, three related questions arise: (i) Which sector does the measure at 
issue relate to or fall under and what mode of delivery does the measure tar-
get; (ii) has India inscribed that sector into its schedule; and finally (iii) to the 
extent that India has inscribed such sector (or sectors) into its schedule, has 
it scheduled any restrictions or limitations in the relevant mode of delivery to 
its Market Access and National Treatment commitments. If the measures at 
issue relate to a sector which India has inscribed in its schedule and if India 
has placed no restrictions on Market Access and/or National Treatment in 
the relevant modes of delivery, it could be argued that India has violated its 
specific commitments under the GATS. This would also be the case, if the 
alleged violation is not germane to restrictions already enlisted in India’s 
schedule of concessions.

However, the difficulty in identifying the sector and the mode of service 
delivery that the measure at issue targets should not be underestimated. The 
arduousness of this task owes itself to a multiplicity of factors.

a. Evolutionary vs static interpretation and the magic wand 
of technology neutrality:

One of the foremost difficulties in determining whether a measure falls 
within a sectoral commitment is the fact that technology has advanced leaps 
and bounds since these commitments were made. Situated within a larger 
debate regarding whether WTO adjudicating bodies could engage in an evo-
lutionary application of treaty provisions and Members’ schedules, the issue 
that concerns us is whether technological developments that have occurred 
since a Member made a commitment in a certain service sector should be 

801 See Ministry of Electronics and IT supra note 782 and 783.
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taken into account when determining the scope of that service sector in the 
present day. To give an example, if a Member had made the commitment 
to provide unrestricted market access through Mode 1 in “Voice telephone 
services” (W/120 – 2.C.a) in the year 1995, should that commitment be inter-
preted now to apply to voice calls placed over the internet using digital plat-
forms such as WeChat?

This issue came before the consideration of a panel and thereafter, upon 
appeal, before the Appellate Body in China – Publications and Audiovisual 
Products.802 The question before the panel was, whether the entry of “Sound 
recording distribution services” in China’s GATS Schedule extended to the 
distribution of sound recordings through electronic means. Applying the 
rules of treaty interpretation enshrined in the Vienna Convention of the Law 
of the Treaties (VCLT), the panel had first examined the ordinary meaning 
of the terms “sound recordings” and “distribution services”, read in their 
context and in light of the object and purpose of the GATS and arrived at a 
preliminary conclusion that China’s commitments in sound recording distri-
bution services extend not only to the physical medium of distribution but 
also to the electronic medium through technologies such as the internet.803 
Agreeing with the panel’s conclusion that China’s commitment covers both 
physical distribution as well as the electronic distribution of sound record-
ings, the Appellate Body noted, crucially for the purposes of this discussion, 
the possibility of temporal evolution of the universe of items to which treaty 
terms could apply to. It stated that the terms “sound recordings” and “distri-
bution services” are “sufficiently generic that what they apply to may change 
over time”.804 It noted that the GATS schedules constitute multilateral trea-
ties that contain “continuing obligations that WTO members entered into 
for an indefinite period of time.805

802 Appellate Body Report, China – Measures Affecting Trading Rights and Distribution 
Services for Certain Publications and Audiovisual Entertainment Products (adopted 19 
January 2010) WT/DS363/AB/R DSR 2010:I 3; and Panel Report, China – Measures 
Affecting Trading Rights and Distribution Services for Certain Publications and 
Audiovisual Entertainment Products (adopted 19 January 2010) WT/DS363/R and Corr.1, 
as modified by Appellate Body Report WT/DS363/AB/R, DSR 2010: II p 261 (hereinafter 
China – Publications and Audiovisual Products).

803 Panel report supra note 796 paras 7.1172-7.1220.
804 Appellate Body Report, United States – Measures Affecting the Cross-Border Supply of 

Gambling and Betting Services (adopted 20 April 2005) WT/DS285/AB/Rpara 396.
805 In making this observation, the Appellate Body noted that its approach was consistent 

with that it took in interpreting the term ‘natural resources’ contained in Article XX(g) of 
the GATT 1994 in US - Shrimp (that the generic term ‘natural resources’ in Article XX(g) 
is not ‘static’ in its content or reference but is rather ‘by definition, evolutionary’). See 
Appellate Body Report, United States – Import Prohibition of Certain Shrimp and Shrimp 
Products (adopted 6 November 1998) WT/DS58/AB/R, DSR 1998 VII 2755. It also relied 
on the ICJ’s ruling in 2009 that the term ‘comercio’ (‘commerce’), contained in an 1858 
Treaty between Costa Rica and Nicaragua, should be interpreted as referring to both trade 
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Turning to supplementary means of treaty interpretation (Article 32, 
VCLT) to confirm its preliminary conclusion, the panel had examined the 
preparatory work in the negotiation of the GATS, such as document W/120 
and the 1993 Scheduling Guidelines, and the circumstances of the conclusion 
of China’s Protocol of Accession annexing China’s Schedule to the GATS. 
Crucially, for the latter, the panel examined whether there was any evidence 
of the existence of non-physical forms of distribution of sound recordings at 
the time of conclusion of China’s Accession Protocol. The respondent (the 
United States) had raised a threshold argument that the commercial feasibil-
ity of the business at the time of making the commitment was not relevant 
to the panel’s analysis. But it argued that, in any event, sound recordings 
were being distributed through electronic means way before China made its 
commitments. The panel, based on evidence on the record, concluded that 
electronic distribution of sound recordings was technically feasible and a 
commercial reality as early as 1998 which was years before China made its 
GATS commitments (December 2001).

However, the fact that the panel did appreciate the importance of the 
circumstances attending a commitment when that commitment was made 
(although, only as a supplementary tool for interpretation) appears to be 
hinting at a static, rather than temporally evolving, application of GATS 
Schedule by the panel. We do not know what interpretative weight it would 
have carried had China actually demonstrated before the panel that elec-
tronic distribution was not technologically feasible at the time of making the 
commitment. In any event, as we noted above (paragraph 2.13 and footnote 
24), this is not how the Appellate Body understood terms in multilateral 
treaties to be interpreted anyway. The following excerpt from the Appellate 
Body’s report confirms its approach of temporally evolving application of 
treaty terms:

“[I]nterpreting the terms of GATS specific commitments based on 
the notion that the ordinary meaning to be attributed to those terms 
can only be the meaning that they had at the time the Schedule was 
concluded would mean that very similar or identically worded com-
mitments could be given different meanings, content, and coverage 
depending on the date of their adoption or the date of a Member’s 
accession to the treaty. Such interpretation would undermine the 
predictability, security, and clarity of GATS specific commitments 
[…].”806

in goods and trade in services, even though, at the time of the conclusion of the treaty, such 
term was used to refer only to trade in goods. ICJ Reports, Dispute regarding Navigational 
and Related Rights (Costa Rica v Nicaragua) (2009) 213.

806 Appellate Body Report, China – Publications and Audiovisual Products, para 397.
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Overall, it seems safe to conclude that the Appellate Body appears to be in 
favour of the notion that the scope of sectoral commitments is in a state of 
temporal flux- i.e., the universe of items to which a scheduled commitment 
applies to is not finite but could expand over the course of time- provided 
that the commitment is made in a manner that is “sufficiently generic”.

One way to, arguably, short-circuit this debate is the proposition of “tech-
nology-neutrality” of Members’ commitments, or better still of the GATS 
itself. For example, a commitment to open the market for voice telephone 
services is a commitment to open voice telephone services across all mediums 
of technology that service can be delivered through (whether cables, wire-
less, satellite, or internet). The definition of a service or the interpretation of 
its scope need not “evolve” to now apply to a new technology or to a new 
mode of supplying that service if it, from the moment of its inception into a 
Member’s schedule, always meant to apply to all technological mediums of 
supplying that service. An early Progress Report on the “Work Programme 
on Electronic Commerce” prepared by the Council on Trade in Services pro-
vides some credibility to the principle of technology neutrality of the GATS. 
It notes that “[i]t was […] the general view that the GATS is technologically 
neutral in the sense that it does not contain any provisions that distinguish 
between the different technological means through which a service may be 
supplied.”807 The Progress Report adds immediately, however, that this view 
was not one that was shared by all the Members.

 This approach has in fact been already adopted by a WTO panel in US 
– Gambling.808 The panel found that a commitment under mode 1 in a ser-
vice sector “implies the right for other Members’ suppliers to supply a ser-
vice through all means of delivery, whether by mail, telephone, Internet etc., 
unless otherwise specified in a Member’s Schedule”.809 This finding was not 
appealed, even though in literature, the premise of this approach has been a 
matter of much debate, especially since the argument was raised that, in the 
name of technological neutrality, reciprocity might be eviscerated.810 What 
matters though (legally, at least), is case law and not academic positions. In 
fact, assuming that this approach was to be repeated in future case law, there 
would be no need to have recourse to evolutionary interpretations anymore: 

807 Work Programme on Electronic Commerce supra note 795, para 4.
808 Appellate Body Report supra note 804, DSR 2005: XII 5663 (and Corr.1, DSR 2006: XII 

5475).
809 Ibid., para 6.285.
810 For a critique, see for e.g., Petros C. Mavroidis, The Regulation of International Trade: 

The General Agreement on Trade in Services (forthcoming November 2020). See also, 
Shin-Yi Peng, supra note 795; Ruosi Zhang, Covered or not covered: That is the ques-
tion - Services classification and its implications for specific commitments under the GATS 
(WTO Staff Working Paper, No. ERSD-2015-11).
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technological neutrality provides by definition almost, the bridge to the con-
temporary in the realm of supply of services.

To sum up this discussion, a complainant party seeking to read tech-
nological advancements in a service or in the methods of delivering that 
service into the scheduled commitments by the respondent in that service 
could make two arguments: 1) if the commitment was made in a sufficiently 
generic manner, it could argue that the scheduled commitment should now 
be interpreted to also apply to the technological advancements in that sector; 
or 2) it could argue that the commitment that was made was technology neu-
tral and therefore extends to all means of delivering that service.

b. The classification status of “intermediaries” and problems 
in identifying the final output:

A second difficulty in determining the appropriate scheduled commitment 
that the measure relates to is that most Internet-based digital platforms 
(including some of the apps at issue here) have dynamic functionalities that 
interact with, and are integral to, each other. For example, an app that is 
enabling its user to communicate or otherwise interact with other users of 
the app (e.g. TikTok, Instagram, Facebook, Twitter) could be generating its 
revenues by providing an advertisement platform to a third party. Crucially, 
its ability to provide the quality of advertising services that it provides (i.e. 
targeted advertising) and thereby generate revenue could be directly related 
to its operations as a social media platform.811 In such a scenario, is the digital 
platform providing Telecommunications services (CPC 752) or Advertising 
services (CPC 871)? Hypothetically, imagine scenario (a), where India has 
made commitments to provide unrestricted market access for advertising 
services but made no such commitments in telecommunications services and 
China argues that the ban on TikTok constitutes a breach of commitments 
in the advertising services sector. India could potentially argue that if TikTok 
was a stand-alone advertising platform which did not have access to reams 
and reams of user data (that it had collected and profiled from the consumers 

811 See e.g., Facebook, Annual Report (2018) <https://s21.q4cdn.com/399680738/files/doc_
financials/annual_reports/2018-Annual-Report.pdf > accessed 20 September 2020, noting 
that “if we are unable to maintain or increase our user base and user engagement, our 
revenue and financial results may be adversely affected. Any decrease in user retention, 
growth, or engagement could render our products less attractive to users, marketers, and 
developers, which is likely to have a material and adverse impact on our revenue, business, 
financial condition, and results of operations”; and Twitter, Annual Report (2018) <https://
www.annualreports.com/Company/twitter-inc> accessed 20 September 2020, noting that 
“if our users or content partners do not continue to contribute content or such content is 
not viewed as unique or engaging by other users, we may experience a decline in the num-
ber of users accessing our products and services and user engagement”.
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of its social media or communication service) it could not have supplied 
advertising services. In other words, the supply of advertising services ties 
back to, and is integrally linked to the provision of communication service. 
Now imagine a converse scenario (b), where India has made commitments 
to provide unrestricted market access for telecommunications services but 
made no such commitments in advertising services and China argues that 
the ban on TikTok constitutes a breach of commitments in the telecommuni-
cations services sector. In such a scenario, India could potentially argue that 
the business model of TikTok is such that it earns revenue almost exclusively 
by providing the service of advertisements and earns almost no revenue 
directly from enabling users to communicate with each other and, therefore, 
the inherent nature of the service provided by TikTok is advertising services.

WTO panels have in the past dealt with the issue of sectoral classification 
in case of service transactions that involved a number of distinct services 
operating in conjunction with each other. In EC – Bananas III, the panel 
when confronted with the question of the sectoral classification of “subordi-
nate activities” that accompanied a principle service, noted that a distinction 
exists “between performing any of these subordinate activities as a compo-
nent of supplying a ‘wholesale trade service’ and performing any of them as 
a service in its own right. In the case of the latter, that [subordinate] activity 
is classified in a separate CPC category with a different number and would 
be treated under the GATS as such”.812

In China – Electronic Payments, the panel first acknowledged that the 
service at issue (electronic payment services for payment card transactions) 
was composed of several elements which could be considered, individual-
ly,as services in their own right. However, according to this panel all of 
these services, together, were necessary for the payment card transaction 
to materialize and were integrated into a whole and therefore, “considering 
the transaction from beginning to end, electronic payment services for pay-
ment card transactions constitute an integrated service”.813 The panel found 
the services at issue as an integrated service falling under a single subsector 
“payment and money transmission services”. Although the report was not 
appealed, China made it clear at the DSB meeting where the adoption of the 
panel report was confirmed, that it was not happy with this notion of an 
“integrated service”.814

812 Panel Report, EC – Bananas III (US) (22 May 1997) WT/DS27/R/USA para 7.291 (empha-
sis added). See also Appellate Body Report, EC – Bananas III (US) (9 September 1997)WT/
DS27/AB/R paras 225-226.

813 Panel Report, China – Electronic Payments (16 July 2012) WT/DS413/R paras 7.58-7.59 
(emphasis added). See also Appellate Body Report, EC – Bananas III (US), paras 225-226.

814 China noted that “[t]he Panel had classified these separate and distinct services into a single 
subsector, ‘payment and money transmission services’, based on the idea that any service 
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Two things are important to note here. First, there is no clear guidance 
on the appropriate sectoral classification of “subordinate activities” or 
“intermediate services” when such services are “services in their own right”. 
Should they be splintered up and classified under categories different from 
that of the principal service (EC – Bananas III) or should they be treated 
as forming part of one integrated service and classified within the princi-
pal service (China – Electronic Payments)? Also, when does a service stop 
being an input or an intermediary and become a service in its own right? 
Assuming for an instance that Facebook and TikTok functions as a social 
media platform only so that it can collect user data, process it so that it can 
augment its advertising services, are the communication services provided 
by the social media platform “services in their own right”? Can it then be 
classified separately?

Second, and a rather more pressing concern in the case of digital services 
is the difficulty in determining the principal service or the “service output”. 
What seems clear is that a service is to be classified based on the final out-
put provided by the service supplier. If that is the case, should the principal 
service or the final output be that from which a service supplier predomi-
nantly earns its revenues (for example, platforms like TikTok and Facebook 
earn most of their revenue by selling advertising services to third parties 
whereas platforms like Uber, Didi are intermediary platforms that earn rev-
enue by facilitating commercial interactions between buyers/consumers and 
sellers/service providers) or should it based on the essential characteristic 
of that service that distinguishes it from other services (telecommunication 
services in the case of social media platforms like TikTok and Facebook). 
The question, following the report on China-Electronic Payment Services, 
is what makes an activity a service in the W/120 sense of the term? If for 
example, two separate transactions come under the same classification, will 
they always be treated as the classified service? Does the fact that they can 
be supplied and/or consumed separately matter? There are risks, undenia-
ble risks, were one to respond in the affirmative. Services classifications are 

that was ‘necessary’ or ‘essential’ to the supply of another service should be classified as 
that other service. The Panel’s approach to services classification should be of broader sys-
temic concern to Members as a whole. This approach, if followed in other disputes, would 
undermine the taxonomy of distinct and mutually exclusive service subsectors that was 
the foundation for negotiating and scheduling services commitments. Many service trans-
actions involved a number of distinct services operating in conjunction with each other. 
[…] If services were classified based on whether they were ‘necessary’ or ‘essential’ to the 
provision of some other service, Members would be left with an undifferentiated mass of 
‘services’. That was not how Members had agreed to negotiate and schedule their services 
commitments, and it was inconsistent with the Appellate Body’s recognition that the ser-
vice subsectors in a Member’s Schedule of Specific Commitments were mutually exclusive.” 
[WTO, Meeting of the dispute settlement body (7 November 2012) WT/DSB/M/321 para 
91].



196 The IndIan Journal of InTernaTIonal economIc law Vol. XIII

often, “incomplete” contracts, that will need to be interpreted and adjusted. 
Ideally, some legislative guidance akin to the General Rules of Interpretation 
of the Harmonized System would be welcome. As things stand, it is for the 
WTO judges to decide.

c. Mode 1 versus Mode 2:

The third issue relates to identifying the mode of service delivery. Determining 
the correct mode of delivery targeted by the measures at issue bears impor-
tant ramifications, because the intensity of commitments made under each 
mode could differ. The difficulty in determining the mode of delivery arises 
due to the blurry distinction between modes 1 and 2 when faced with the 
availing of online services. Assume that a Chinese e-commerce platform has 
no commercial presence in India, and a consumer in India, completes an 
online transaction (for e.g. buys a pair of jeans) using the services provided 
by that e-commerce platform. So, in this example, supplier and consumer are 
separated by a national frontier. The question that arises is: is that digital 
platform supplying its service through cross border flow of services (Mode 
1) (cross-border) or is the consumer travelling abroad (Mode 2) to access the 
services provided by that digital platform? Although the difficulty underly-
ing a distinction between Mode 1 and Mode 2 in the case of e-commerce had 
animated discussions at the WTO as way back as in 1999,815 and spawned a 
surfeit of academic literature,816 the issue has not yet come up before a panel. 
Different benchmarks have been proposed in theory, and probably the most 
coherent approach would be a place-of-consumption test. According to this 
benchmark, what would always matter, is the location of the consumer. Were 
this test to prevail, the response to our illustration above would be Mode 1.

d. India’s scheduled commitments:

With an understanding of these considerations and limitations in identifying 
the specific sectors to which the measures at issue could relate, we list below 

815 Work Programme on Electronic Commerce supra note 795, para 5.
816 See for e.g., Ahmed Usman et al., “Mode 1, Mode 2, or Mode 10: How Should Internet 

Services Be Classified in the Global Agreement on Trade in Service?” (2015) Boston 
University School of Law International Law Journal <http://www.bu.edu/ilj/files/2015/11/
BUSL-ILJ-Ahmed-Bieron-Horlick.pdf> accessed 22 September 2020 discusses this issue, 
and the lack of definitive resolution under current case law; Sacha Wunsch-Vincent, 
The WTO, the Internet and Trade in Digital Products: EC-US Perspectives (2006); 
Emad Tinawi and Judson O. Berkey, E-Services and the WTO: The Adequacy of the 
GATS Classification Framework (IATP, 16 March 2000) <https://www.iatp.org/sites/
default/files/E-Services_and_the_WTO_The_Adequacy_of_the_GAT.pdf.> accessed 22 
September 2020.
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certain commitments made by India in select sectors which we believe are 
potential candidates vis-à-vis the measures at issue:

Sector Limitations on MA Limitations on NT

1. BUSINESS 
SERVICES
Computer and Related Services
a) Consultancy services related 
to the installation of computer 
hardware (CPC 841)
b) Software implementation 
services (CPC 842)
c) Data processing services 
(CPC 843)

Mode 1) Unbound
Mode 2) Unbound
Mode 3) Only through incorporation with 
a foreign equity ceiling of 51 per cent

Mode 4) Unbound except as indicated in 
the horizontal section

Mode 1) Unbound
Mode 2) Unbound
Mode 3) None
Mode 4) Unbound except as 
indicated in the horizontal section

2.COMMUNICATION 
SERVICES
C. Telecommunication 
Services817

Data and message 
transmission services, the 
following:
Electronic mail (CPC 7523**)
Voice mail (CPC 7523**)
On-line information and data 
base retrieval (CPC 7523**)
Enhanced/value added 
facsimile services, including 
store and forward, store and 
retrieve (CPC 7523**)
On-line information and/or 
data processing (CPC 843**)

Mode 1) None
Mode 2) Unbound
Mode 3) Only through incorporation with 
a foreign equity ceiling of 51 per cent
Mode 4) Unbound except as indicated in 
the horizontal section

Mode 1) None
Mode 2) Unbound
Mode 3) None
Mode 4) Unbound except as 
indicated in the horizontal section

817 Excluding broadcasting services and measures affecting such services. Broadcasting is 
defined as a form of the unidirectional telecommunications intended for large number of 
users having appropriate receiving facilities and carried out by means of radio or cable 
network. This may include sound transmission, television transmission or other types of 
transmission.
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Sector Limitations on MA Limitations on NT

Other
Cellular mobile telephone 
services.

(1) Unbound
(2) Unbound
(3) The service will be permitted to be 
provided only after the operator gets a 
licence from the Designated Authority 
who shall determine the need, if any, for 
issuance of new licences. The terms and 
conditions of the licence will be as laid 
down by the Designated Authority or 
Government or the prevailing laws in the 
country Only digital (GSM) technology 
will be permitted and this will only be 
terrestrial based. There will be two cellular 
service operators in each service area. 
The position will be reviewed after 10 
years. The right of DoT/MTNL to enter into 
each service area is reserved. The private 
operator should be a company registered 
in India in which total foreign equity must 
not exceed 25%. The detailed terms and 
conditions for providing the service will be 
as per licence conditions.
(4) Unbound except as indicated in the 
horizontal commitments

(1) Unbound
(2) Unbound
 (3) Unbound
(4) Unbound except as indicated in 
the horizontal commitments.

D. Audiovisual Services
a) Motion picture or video 
tape distribution services (CPC 
96113)

1) Unbound
2) Unbound*
3) i) Only through representative offices 
which will be allowed to function as 
branches of companies incorporated 
outside India ii) Import of titles restricted 
to 100 per year
4) Unbound except as indicated in the 
horizontal section

1) Unbound
2) Unbound*
3) Subject to the prescribed 
authority having certified 
that the motion picture has: 
a) won an award in any of the 
international film festivals notified 
by the Ministry of Information 
& Broadcasting, Government of 
India; or b) participated in any of 
the official sections of the notified 
international film festivals; 
or c) received good reviews in 
prestigious film journals notified 
by the Ministry of Information 
& Broadcasting, Government of 
India.
4) Unbound except as indicated in 
the horizontal section

Table 1: India’s commitments in select sectors818

818 Compiled based on “India’s Schedule of Specific Commitments” (15 April 1994) GATS/
SC/42 and GATS/SC/42/Suppl.3.
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3. Exceptions – General and National Security

Assuming China absolves its responsibility to show that India has been 
reneging on its commitments, India will have a second bite on the cake so to 
speak, as it will be attempting to justify its violations of the GATS. Assuming 
that China prevails in its claims under Articles XVI (Market Access) and/
or XVII (National Treatment) of the GATS, the burden of proof will switch 
to India to defend its measures under one of the exceptions contained in the 
GATS. India could defend itself by arguing that the measures are necessary 
to protect/maintain public order [GATS Article XIV(a)]. In this case, India 
would have to not only demonstrate that the measures at issue were designed 
to protect public order (that is, that they could appropriately serve the stated 
regulatory objective), but also that the measures were necessary to protect 
public order (that is, that they constituted the reasonably available to India 
least restrictive means to reach the stated ends). “Least restrictive” refers to 
the burden on international trade, which is consequential to pursuing one of 
the objectives embedded in Article XIV of GATS. Now, what does “reason-
ably available” mean? The guidance that the AB has provided so far on this 
score is summed up in § 308 of its report on US–Gambling:

An alternative measure may be found not to be “reasonably available,” 
however, where it is merely theoretical in nature, for instance, where the 
responding Member is not capable of taking it, or where the measure imposes 
an undue burden on that Member, such as prohibitive costs or substantial 
technical difficulties. Moreover, a “reasonably available” alternative meas-
ure must be a measure that would preserve for the responding Member its 
right to achieve its desired level of protection with respect to the objective 
pursued under paragraph (a) of Article XIV.

Hardship, thus, does include monetary costs. The question, of course, is 
whether this is the only element that should be evaluated in order to decide 
if a less restrictive measure is reasonably available to the regulating state. In 
our view, it should not be. Think, for example, of the AB report on Korea–
Various Measures on Beef. There the AB, in an obiter dictum, suggested that 
the Republic of Korea could have achieved their objective through extensive 
policing of imports (instead of the dual retail system, obliging retailers to sell 
either domestic or imported beef, which it had adopted).819 Extensive policing 
means that additional budgetary outlays must be dedicated to this purpose. 
What if Korea had argued that the number of police officers patrolling the 
country cannot be increased because the status of police officer is associated 

819 Appellate Body Report, Korea – Various Measures on Beef (11 December 2000)WT/
DS169/AB/R paras 178-180.
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with some sort of social responsibility and respect? What if Korea had argued 
that, to preserve this status, they keep a fixed number of police officer, sig-
nalling thus to the society that only a few chosen individuals can access this 
profession (function)? Should panels request that Korea undo its traditions? 
There is no quick fix when similar issues are raised. The good news is that, 
for now at least, case law has not equated the hardship test solely to consid-
erations of economic concern.

Additionally, the AB has noted that, when read with footnote 5 to Article 
XIV(a) of the GATS, the public order exception may only be invoked where 
a genuine and sufficiently serious threat is posed to one of the fundamen-
tal interests of society.820 In the panel’s analysis of whether the measure is 
designed to protect public order, it could be crucial that the measures at 
issue have been introduced as “interim orders” under Section 69A of the 
Information Technology Act. India’s defence hinges, to a considerable 
extent, on the characterization of the measure as interim or not. Although, 
public order is not immutable, there are no paradigm shifts in short intervals, 
since it constitutes (as per GATS case law) the fundamental interests of a 
society.821 Interim measures are thus, prima facie at least, hardly consistent 
with public order-type of concerns. India could also argue that the meas-
ure is necessary to achieve compliance with domestic laws or regulations, 
which are not inconsistent with the provisions of the GATS (Article XIV(c)). 
Additionally, in both these cases, India will have to demonstrate that it has 
met the requirements embedded in the chapeau of Article IV – i.e. that the 
measure is not implemented in an arbitrary or discriminatory manner, and 
that it does not constitute a disguised restriction on trade. Case law suggests 
that the burden of persuasion required to meet the requirements included in 
the chapeau could be exacting on the Member invoking the exceptions under 
Article XIV.822

It is most likely that India will argue that the measures are justified under 
Article XIVbis (national security exception) of the GATS. Unlike in the 
case of Article XIV(a), interim measures are almost a sine qua non in cases 
where the national security exception has been invoked as justifying means. 
Logically, such measures should also be withdrawn once such national secu-
rity concerns abate so that they do not turn into punitive measures. In Russia-
Traffic in Transit, the panel made it clear that it would first examine whether 
the challenged measures had been adopted during war or other emergency 
in international relations, and, to this effect, it relied on evidence before the 

820 Appellate Body Report (US-GAMBLING) supra note 808, para 298.
821 Appellate Body Report (US – Gambling) supra note 808, para 296.
822 See Appellate Body Report (US- Gambling) supra note 808, paras 366-372 and Panel 

Report (Argentina – Financial Services) supra note 799, para 7.761.
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United Nations (UN).823 India could point to the skirmishes at the border 
as evidence to this effect. The panel in Russia-Traffic in Transit adopted a 
broad interpretation of the terms “other emergency in international rela-
tions” to refer “generally to a situation of armed conflict, or of latent armed 
conflict, or of heightened tension or crisis, or of general instability engulfing 
or surrounding a state”.824Prima facie, it appears that the events that were 
unfolding at the border between India and China (see para 1.4 above) would 
fall within this description of emergency in international relations.

Assuming it passes this test, India will have to also show that its measure 
is “necessary” to protect its essential security interests. Since the Appellate 
Body report on EC-Asbestos, WTO courts have shown greater deference 
towards the regulating state in determining the necessity of a measure, if 
the regulatory objective is judged “important”. Panels have stuck, ever so 
closely, to this deferential standard of review when the national security 
exception is invoked (whether in the context of Art XXI of the GATT Art 
XXI825 or Art 73 of the TRIPS826) which is of course a hot button regulatory 
objective for all sovereign nations. The scope of review by WTO judges is 
further pared down, considering that the term “necessary” is preceded by 
the phrase “which [the invoking Member] considers”. Invoking Members 
only need to ensure that the “good faith” muster is passed- i.e., the measures 
at issue meet a “minimum requirement of plausibility in relation to the prof-
fered essential security interests”.827 We see no reason why the standard of 
review for the necessity analysis under the national security exception would 
be any different in the GATS (Art XIVbis) context. The relevant question 
for the panel would therefore be whether the decision to ban the apps meets 
a minimum requirement of plausibility in relation to the proffered essential 
security interests, i.e., it is not implausible to conceive of this measure as a 
measure protective of these interests.

823 Panel Report, Russia – Measures Concerning Traffic in Transit (adopted 26 April 2019) 
WT/DS512/R and Add.1 (hereinafter Russia – Traffic in Transit) para. 7.122 and footnotes 
203-204.See also the analysis of Mona Pinchis-Paulsen, “Trade Multilateralism and U.S. 
National Security: The Making of the GATT Security Exceptions” (2020) 41 Michigan 
Journal of International Law 1 109-132.

824 Panel Report, Russia – Traffic in Transit, para 7.76. See also Panel Report, Saudi Arabia – 
Measures Concerning the Protection of Intellectual Property Rights (16 June 2020) WT/
DS567/R and Add.1 (hereinafter Saudi Arabia – IPRs) paras. 7.257 and 7.263 (applying 
this standard).

825 Panel Report, Russia – Traffic in Transit supra note 823, paras 7.138-7-139.
826 Panel Report, Saudi Arabia – IPRs supra note 824, para 7.252.
827 Panel Report, Saudi Arabia – IPRs supra note 824, para 7.138.
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a. Does the Wider Context Matter When Addressing the 
Narrow Legal Issue under Article XIVbis?

In Russia-Traffic in Transit, the panel decided to consult the UN record, in its 
effort to understand whether Russia was facing a genuine national security 
concern. Pinchis-Paulsen (2020), in her thorough examination of the panel 
report, notes that this was not a fig leaf.828 The panel did not simply pay lip 
service to the UN record. As a responsible trier of facts, it attempted to get 
it right on the facts, knowing of course, that this was the first and last time 
a WTO adjudicating body would have the opportunity to properly establish 
the factual record: the Appellate Body is not, per construction, a trier of 
facts; Article 17 of the DSU limits its extent of review to legal issues only.

One observation is an anecdote of course, and two starts looking like 
data. And alas, in the realm of judicial review of national security concerns, 
we only have one observation so far to go by.

The approach by the panel though, resonates with a reasonableness-stand-
ard, that seems quite appropriate in this context. The risk of committing 
irreparable type I errors when addressing national security defences, should 
steer panels away from intrusive reviews. The only area, where they can 
legitimately have a say is with respect to the surrounding context. Article 
XIV bis reads:

“1. Nothing in this Agreement shall be construed:

(a) to require any Member to furnish any information, the disclosure 
of which it considers contrary to its essential security interests; or

(b) to prevent any Member from taking any action which it considers 
necessary for the protection of its essential security interests:

(i) relating to the supply of services as carried out directly or indirectly 
for the purpose of provisioning a military establishment;

(ii) relating to fissionable and fusion-able materials or the materials 
from which they are derived;

(iii) taken in time of war or other emergency in international rela-
tions; or

828 Mona Pinchis-Paulsen supra note 823.
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(c) to prevent any Member from taking any action in pursuance of its 
obligations under the United Nations Charter for the maintenance of 
international peace and security.”

(emphasis added)

The emphasized terms concern the wider context. They also concern a 
factual situation. We would expect future panels to mimic the approach fol-
lowed in Russia-Traffic in Transit, and inquire into official sources (like the 
UN) about the wider context, and the state of play, when adjudicating dis-
putes under Article XIV bis of the GATS. This could indeed prove to be rel-
evant to the present dispute considering that, as we noted above, the events 
that were unfolding at the border between India and China at the time of 
imposing the measures at issue, appear to fall, at least prima facie, within the 
description of emergency in international relations.

D. The No-Confrontation Counterfactual

As we noted in paragraph 1.4 above, the official communication from the 
government of India banning the apps does not mention that the decision 
was necessitated by a specific escalation of border tensions between the 
two countries. Instead, it rather broadly notes that apps in question were 
prejudicial to the sovereignty and integrity of India, defence of India, secu-
rity of state and public order. Assuming a counterfactual scenario wherein, 
there were no border skirmishes or standoff when the decision to ban the 
apps was taken by India, could there be any legitimacy to India’s claim that 
these apps still constitute a threat to India’s sovereignty, integrity, security 
or public order? We feel that this analysis could be important in the light of 
other countries imposing a similar ban on apps or devices that are owned by 
Chinese operators (such as the United States’ ban on TikTok; and the ban on 
Huawei by a few countries).

E. Chinese Tech Firms and the Chinese Government: The 
Looming Risk of a Porous Firewall?

The scepticism underlying the access to or control of user data by Chinese 
firms rests primarily on the argument that the Chinese government has 
unfettered access to this data.829 An extreme version of this argument goes 

829 The communication accompanying India’s first ban on apps (Ministry of Electronics and 
IT, (n 2)) notes that these apps are misused for the purpose of “stealing and surreptitiously 
transmitting users’ data in an unauthorized manner to servers which have locations outside 
India” which is then compiled, mined and profiled by elements hostile to national security 
and defence of India. Elaborating on this point, in an interview article published by the 
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as far as to argue that there exists no real veil between Chinese corporate 
actors and the Chinese government (or the Chinese Communist Party).830

Rhetoric aside, is there a cause for concern? China’s Cybersecurity Law, 
which is the centrepiece legislation of China’s cyber governance and data 
privacy architecture, placed wide-ranging limitations on what tech firms 
or “network operators” could do with users’ personal information. They 
are required to abide by the “principles of legality, propriety, and neces-
sity”,831 prohibited from gathering personal information unrelated to the 
services they provide;832 and from disclosing, tampering with, or destroy-
ing personal information they gather; and from providing personal infor-
mation to others, absent the consent of the person whose information was 
collected.833 Commentators on China’s Cybersecurity law have lauded 
China’s efforts towards enhancing data privacy and have noted that the 

Government of India’s Press Information Bureau, a Professor of Computer Sciences notes 
that these apps are “bound by the laws and regulations prevailing in a foreign country. The 
data collected by these firms may be stored on servers located outside the country. While 
such data normally resides in the custody of the company itself, they may have to honour 
data requests received by governments of those countries.” [“Stealing and Mining of App 
Data can Lead even to Unanticipated National Security Risks” (Press Information Bureau, 
Government of India, 4 July 2020) <https://pibindia.wordpress.com/2020/07/07/steal-
ing-and-mining-of-app-data-can-lead-even-to-unanticipated-national-security-risks/#:~:-
text=Skip%20to%20content,%E2%80%9DStealing%20and%20Mining%20of%20
App%20Data%20can%20lead,to%20unanticipated%20National%20Security%20
Risks%E2%80%9D&text=The%20Ministry%20of%20Electronics%20%26%20
Information,of%20state%20and%20public%20order.> accessed 22 September 2020].

830 Executive Order, “Executive Order on Addressing the Threat Posed by TikTok” (White House, 
11 August 2020) <https://www.federalregister.gov/documents/2020/08/11/2020-17699/
addressing-the-threat-posed-by-tiktok-and-taking-additional-steps-to-address-the-nation-
al-emergency> accessed 22 September 2020 (noting that data collection by TikTok threat-
ens to allow the Chinese Communist Party access to Americans’ personal and proprietary 
information); “TikTok: Chinese app may be banned in US, says Pompeo” (BBC, 7 July 
2020) < https://www.bbc.com/news/technology-53319955> accessed 22 September 2020 
(citing US Secretary of State Pompeo welcoming India’s move to ban the apps and not-
ing that these apps “serve as appendages of the Chinese Communist Party’s surveillance 
state”); and “TikTok Deal Faces Complications as U.S. and China Ratchet Up Tit-for-Tat” 
(The New York Times, August 31 2020) <https://www.nytimes.com/2020/08/31/technol-
ogy/tiktok-export-us-china.html> accessed 22 September 2020 (citing Peter Navarro, the 
White House Trade Advisor, as noting that the real policy position underlying why the 
United States has gone after TikTok and WeChat is that “China, communist China, the 
Chinese Communist Party, is basically going out around the world trying to acquire tech-
nology and influence”).

831 Rogier Creemers, Paul Triolo, and Graham Webster, “Translation: Cybersecurity Law of 
the People’s Republic of China (Effective June 1 2017)” (New America, 29 June 2018, Art. 
41) <https://www.newamerica.org/cybersecurity-initiative/digichina/blog/translation-cy-
bersecurity-law-peoples-republic-china/> accessed 22 September 2020.

832 Ibid.
833 Rogier Creemers supra note 831, Ar.t 42. This prohibition contains the exception that, 

if after processing there is no way to identify a specific individual, and the identity of the 
individual cannot be recovered, the information can be provided.
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privacy enhancements align with the standards in the European Union and 
elsewhere.834

On the other hand, limitations on what network operators could do with 
user data constitute only half the story. What is equally important is that 
there are equally onerous obligations on the regulatory authorities as well, 
and this is where the Cybersecurity Law has been found wanting. Article 28 
provides that “[n]etwork operators shall provide technical support and assis-
tance to public security organs and national security organs that are safe-
guarding national security and investigating criminal activities in accordance 
with the law.” This provision, along with Article 37, which sets out a manda-
tory data localisation requirement,835 is cited as providing sweeping powers 
to the national security firmament in China to gain access to user data that 
is in the hands of Chinese app developers. The provision is phrased in vague 
language such as “technical support and assistance” and it is not immedi-
ately clear whether personal data or encryption keys would come within the 
meaning of these terms.836 Indeed, the vagueness in the language and the 
level of discretion that it seems to leave domestic regulatory authorities with 
are part of the problem.837

834 Emilio Iasiello, “China’s Cyber Initiatives Counter International Pressure” (2017) 10 
Journal of Strategic Security 1; Patrick Burke, “China Finalizes Cyber Security Law” 
(Carpe Datum Law, 28 November 2016) <https://www.carpedatumlaw.com/2016/11/chi-
na-finalizes-new-cyber-security-law/> accessed 22 September 2020; Jyh-An Lee, “Hacking 
into China’s Cybersecurity Law” (2018) 53 Wake Forest Law Review 57, 88; and Gabriela 
Kennedy and Xiaoyan Zhang, “China Passes Cybersecurity Law” (2018) 29 Intellectual 
Property & Technology Law Journal 20, 20.

835 “Critical information infrastructure operators that gather or produce personal informa-
tion or important data during operations within the mainland territory of the People’s 
Republic of China, shall store it within mainland China”. See Rogier Creemers supra note 
831, Art 37.

836 Critics have raised concerns that Chinese regulatory authorities could, through Article 28, 
mandate tech firms to hand over user data or seek decryption assistance or legally mandate 
backdoors without first obtaining a warrant or court order. See Justin (Gus) Hurwitz, 
“Encryption Congress MOD (APPLE + CALEA)” (2017) 30 Harvard Journal of Law & 
Technology 2 footnote 267; and Jyh-An Lee, “Hacking into China’s Cybersecurity Law” 
(2018) 53 Wake Forest Law Review 57, 88.

837 See Bruce Einhorn, “A Cybersecurity Law in China Squeezes Foreign Tech Companies” 
(Bloomberg, 22 January 2016) <https://www.bloomberg.com/news/articles/2016-01-21/a-
cybersecurity-law-in-china-squeezes-foreign-tech-companies> accessed 22 September 
2020 (quoting the European Chamber of Commerce as stating that “the law’s vague word-
ing on when and how to help law enforcement decrypt data leaves concern about how com-
panies will be expected to carry this out); “China to Launch Cybersecurity Law Despite 
Concerns” (Livemint, 30 May 2017) <https://www.livemint.com/Politics/uHbY8b15G-
b2IPySDvl05mM/China-to-launch-cybersecurity-law-despite-concerns.html> accessed 22 
September 2020 (quoting Jake Parker, vice president ofthe US-China Business Council as 
stating that “It’s been enormously difficult for our companies to prepare for the implemen-
tation of the cybersecurity law, because there are so many aspects of the law that are still 
unclear,”); and Emilio Iasiello, “China’s Cyber Initiatives Counter International Pressure” 
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Another concern is, to what extent Chinese firms can push back against 
requests for “technical support and assistance” from Chinese public security 
organs. Recent reports in the media suggest that Chinese firms can and have 
pushed back against data requests by enforcement authorities, but this need 
not always be the case.838

F. Crouching Tiger, Hidden Dragon: Protectionism 101?

As we noted briefly in paragraph 1.5 above in the context of India, the possi-
bility that the decision to ban Chinese apps is driven by protectionist consid-
erations cannot be rejected. Protectionism is of course an abstract notion and 
it is often not easy for a neutral observer to objectively determine whether 
a government’s action was in fact motivated by protectionist intent and this 
requires reliance on proxies. As we noted above, more favourable treatment 
towards like service suppliers is a classic test for protectionism. The fact that 
almost all the apps that are hit by the bans are those that are either devel-
oped, owned or distributed by Chinese firms, could point in that direction 
unless the regulator imposing the ban can demonstrate that the breach in 
data privacy by Chinese firms are particularly severe or in some other way 
(other than their origin) distinct from the rest. This could prove onerous 
particularly in the wake of recent startling revelations regarding data breach 
involving Indian apps839 and exposés such as the Cambridge Analytica-
Facebook scandal and the PRISM surveillance programmes that revealed the 
vulnerability of personal information that is stored and collected by certain 
apps developed by service suppliers in the United States.

(2017) 10 Journal of Strategic Security 1 8. (Creating the most uneasiness is the vagueness 
surrounding the language of the law).

838 “Alibaba and Tencent Refuse to Hand Loans Data to Beijing” (Financial Times, 19 
September 2019) <https://www.ft.com/content/93451b98-da12-11e9-8f9b-77216ebe1f17> 
accessed 22 September 2020; “What I Learned at Alibaba’s Data Protection Summit” 
(Centre for Strategic and International Studies, 11 October 2018) <https://www.csis.org/
analysis/what-i-learned-alibabas-data-protection-summit> accessed 22 September 2020. 
See also Testimony by Samm Sacks, “Dangerous Partners: Big Tech and Beijing” (Senate 
Committee on the Judiciary, 4 March 2020) <https://www.judiciary.senate.gov/meet-
ings/dangerous-partners-big-tech-and-beijing> accessed 22 September 2020. For its part, 
TikTok clarified recently that it stores and processes user data in the United States and other 
markets where TikTok operates, and that TikTok does not operate in China and that the 
government of the People’s Republic of China has no access to TikTok user’ data. (David 
Carroll, “Is TikTok a Chinese Cambridge Analytica Data Bomb Waiting to Explode?” 
(Quartz, 7 May 2019) <https://qz.com/1613020/tiktok-might-be-a-chinese-cambridge-an-
alytica-scale-privacy-threat/> accessed 22 September 2020.

839 “Data of over 7 million BHIM users exposed in CSC website breach: Report” (The 
Economic Times, 1 June 2020) <https://economictimes.indiatimes.com/tech/software/
data-of-more-than-7-million-bhim-site-users-leaked-report/articleshow/76144061.cms> 
accessed 22 September 2020; “Aarogya Setu: Why India’s Covid-19 Contact Tracing 
App is Controversial” (BBC, 15 May 2020) <https://www.bbc.com/news/world-asia-in-
dia-52659520> accessed 22 September 2020.
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Additionally, was a complete ban on the apps necessary to protect the 
national interests? Could the regulator have not instead instructed that 
Chinese apps shall maintain their user data in servers within the territory 
of the data subject if they wish to continue their operations in that territory? 
But here again, the end question for determining protectionism would be, 
whether data localization requirements are as efficient as a ban, assuming a 
certain level of risk aversion.

iii. conclusion

Through this paper, we have attempted to explore certain claims that China 
could potentially bring against India’s measures under the GATS, as well as 
the ensuing issues that WTO adjudicating bodies may have to consider in 
examining these claims. We focussed our attention on two general obliga-
tions, namely, MFN and the requirement for transparency. Our hypothesis 
has been that China had alleged that India has violated these obligations, 
by introducing the challenged measure. To secure a finding of MFN viola-
tion, China will have to, most likely, demonstrate that the measure discrimi-
nates between “like service suppliers”, who are in a competitive relationship 
with each other in the marketplace. With regard to the question of whether 
India had also violated the transparency requirement, a panel would have to 
examine the facts on the record, including the publication procedures that 
preceded or accompanied India’s measure. Only following an examination 
to this effect, a panel could pronounce whether India has indeed violated its 
obligations under Art III of the GATS.

Turning to specific commitments undertaken by India in its Schedule, we 
outline certain difficulties that a panel/Appellate Body would be confronted 
with in identifying the service that is provided by the apps at issue, sector(s) 
within which that service falls and the mode through which the service is 
delivered. We note that when confronted with similar questions in the past, 
panels and the Appellate Body have tried to address them by turning to an 
evolutionary application of the terms of the treaty or by reading the principle 
of technology neutrality into the GATS. These interpretive techniques fall 
short of addressing the first order issue that the WTO membership is faced 
with- that there are limitations that are inherent to the GATS framework in 
classifying new digital services or new methods of delivering “traditional” 
services- which can only be clarified through rule making by the membership. 
However, to the extent that a panel was to embark on this classification exer-
cise, we note that “Computer and related services”, “Telecommunications 
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services”, and “Audiovisual services” would perhaps be the closest possible 
candidates as the relevant sectors.

Assuming that India has violated its obligations or commitments under 
the GATS, the next question would be whether India can justify its measure 
under the GATS general exceptions (Article XIV) or the national security 
exception (Article XIVbis) considering that the measure was taken by India 
at a time of escalating tensions between Indian and Chinese military troops. 
In examining the latter, case law suggests that the panel would look into the 
wider context (for example, evidence before the UN) to determine whether 
the challenged measure had been adopted during war or other emergency 
in international relations. Additionally, the question of whether the meas-
ure was necessary to protect essential security interests would likely turn 
on whether the decision to ban the apps meets a minimum requirement of 
plausibility in relation to the proffered essential security interests. If prior 
case law from panels on the necessity analysis under the national security 
exception is any guidance, India can expect a deferential standard of review 
on this issue.

Finally, an examination of a decision to ban Chinese apps, without there 
being any immediate background of military conflicts or heightened ten-
sions, could be pertinent considering that some other countries have also 
imposed a similar ban on apps or devices that are owned or operated by 
Chinese operators. Although China’s Cyber Security Law imposes exacting 
standards on app developers or “network operators” on the collection and 
processing of personal information, the Chinese data privacy legislation is 
found wanting on imposing similar limitations or accountability on Chinese 
regulatory authorities or public security organs that can seemingly man-
date tech firms to hand over user data. There is quite a bit that the Chinese 
government could do in clarifying the scope of these legislative provisions 
to improve transparency and imposing limitations and accountability on 
Chinese regulatory authorities. On the other hand, countries that allege that 
the activities of these Chinese apps constitute a threat to public order could 
subject apps that are owned or developed by their domestic firms to the same 
level of scrutiny to negate any counter-claims of protectionism.


