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1. INTRODUCTION

One of modern civilization’s greatest achievements has been the
dramatic increase in life expectancy.' The life expectancy for a United States
citizen in 2014 was 78.8 years,” a considerable increase from the 49.3-year
life expectancy in 1901.> Much of this increase in life expectancy can be
attributed to improvements in medical technologies.*

Advancements in medical technology, from the magnifying glass to the
ultrasound, the stethoscope to the artificial heart, and the x-ray to the M.R.I,
have increased health care providers’ knowledge of disease detection,
prevention, and cure.” While there are countless examples of technological
advances in medicine,® one of the most impactful changes occurred in how
patient information is recorded and stored in the electronic medical record
(EMR)

EMRs were first developed in the 1960s.® As they evolved and gained
widespread acceptance, paper records became all but obsolete in the modern
practice of medicine.” As with any new technology, EMRs brought new
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possibilities, opportunities, challenges, and difficulties not only for the
medical profession, but also the legal profession.'’

For the medical profession, EMRs’ ability to record and store
information is like a dream, albeit an imperfect one.!! However, their impact
on the legal system is more akin to a nightmare.!? The complexity of EMRs
has created challenges that our legal system has been slow to subdue.!* The
law has dragged painfully behind the technology only addressing a select few
of the discovery issues that have arisen with EMRs.!* To make matters worse,
the few times that the courts have ruled on such issues the clarity hoped to be
achieved is lost in a fog of inconsistent rulings.'> To demonstrate some of the
discovery issues created by EMRs, it is helpful to analyze a hypothetical
medical malpractice case.

In the hypothetical case, Dr. Krueger has been served with a complaint
as well as a request for production of documents. The request for production
specifies that Dr. Krueger is to produce all medical records that he has
pertaining to the care received by the plaintiff over the past ten years. Further,
the plaintiff wants access to her EMRs’ metadata and audit trails, a computer
with the EMR software installed, and the EMR software’s manual.

Dr. Krueger remembers the days when paper medical records with his
illegible hand writing were kept in individual manila folders in his small
family practice on Elm Street. Due to Dr. Krueger’s reluctance to change, he
did not implement an EMR system in his practice until 2009. Therefore, some
of the plaintiff’s requested records are in paper format while others are
EMRs. Dr. Krueger inquires of his retained counsel in this matter whether he
would be complying with the request for production if he printed the EMRs
and produced all the records in paper format.

In addition to the format of production, Dr. Krueger is unsure what
medical records to produce. The electronic health record (EHR) system
utilized by his group is connected with the records of various other providers
as well as the local hospital. Therefore, Dr. Krueger has access to various
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medical records authored by different health care providers that he did not
create.

To further complicate the matter, the EHR system utilized by his group
does not organize records based on the provider. Instead, records are
organized based on type of records such as laboratory results, office visits,
and radiology reports. Therefore, Dr. Krueger cannot make a determination
of what records he created without looking at each individual record. Dr.
Krueger wants to know if he should produce the entire EHR containing
various other providers’ records, or if he should go through his entire system
and manually select those records that he created.

Dr. Krueger did attempt to locate a few of the pertinent medical records
to show his attorney. Unbeknownst to Dr. Krueger, he created additional
metadata by accessing these records. Dr. Krueger does not know what
metadata is, how it is created, or how to produce the metadata if he is so
required.

Finally, Dr. Krueger is unhappy with the request by plaintiff to provide
a computer for her to access the medical records. He believes this request is
unreasonable. He wants to know if he must comply with that request and the
request for the software’s manual.

While the hypothetical presents a few seemingly simple questions that
arise out of the use of EMRs, the answers are not simple. The hypothetical
demonstrates some discovery and production issues associated with EMRs
that were not previously encountered with paper records. Unfortunately, the
current Federal Rules of Civil Procedure, as amended, do not adequately °
address these new issues.!® Furthermore, the courts have provided little
guidance for these issues as the vast majority have yet to be ruled upon.!” To
further complicate the situation, the courts that have ruled on some of these
issues have issued conflicting holdings.'®

The purpose of this Note is to analyze the production and discovery
issues that arise with the use of EMRs and EHRs. Part II provides detailed
definitions of medical records, EMRs, and EHRs, the history pertaining to all
three, and an overview of the current Federal Rules of Civil Procedure in
relation to electronically stored information (ESI) such as EMRs and EHRs.

Part III will examine the discovery and production issues created by the
structure of EHRs and the imbedded metadata in EHRs. In regards to
structure, there is an in-depth discussion of the lack of interface uniformity,
the difficulties associated with printing the EHR, and the non-static quality
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of the EHR as a living document. Part III also will also discuss how courts
are currently deciding whether to order the production of metadata.

Part IV argues that the discovery and production issues currently
plaguing the legal system can be alleviated by enacting legislation and
amending the Federal Rules of Civil Procedure. Legislation that mandates a
universal EHR structure would alleviate many issues that are created by the
current EHRs’ structure. Furthermore, an amendment to the Federal Rules of
Civil Procedure would provide further guidance in the production of all ESI
including EHRs.

II. BACKGROUND
A. What Are Medical Records?

In order to understand the discovery and production issues created
by EMRs, one must first have a basic understanding of what constitutes a
medical record. Courts have used various different sources to define medical
records.!® One such source is the Merriam-Webster’s Dictionary.? It defines
a “medical record” as “a record of a patient’s medical information” such as
past medical history, treatment provided, and diagnosis.?!

Another available source for the definition of medical records can be
found in state statutes such as the Ohio statute which defines medical records
as any form of data that “pertains to a patient’s medical history, diagnosis,
prognosis, or medical condition and that is generated and maintained by a
health care provider in the process of the patient’s health care treatment.”??

Moreover, courts in some states have defined medical records in their
court rules like the Supreme Court of Minnesota which defines medical
records as “any records that relates to the past, present, or future physical or
mental health or condition of an individual including but not limited to
medical history, examination, diagnoses, and treatment.”?3

Alternatively, other courts have provided their own definition of medical
records in their opinions like a court in Ohio which defined medical records

19 See, e.g., Griffith v. Aultmann Hosp., 54 N.E.3d 1196, 1205 (Ohio 2016); Perry v. Bullock, 761
S.E.2d 251,253 (S.C. 2014).
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webster.com/medical/medical%20records (last visited Sept. 16, 2016).
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as records created and maintained by a medical provider while administering
the patient’s health care treatment.?*

Congress has also provided a definition of medical records contained in
the Health Insurance Portability and Accountability Act of 1996 (HIPAA).?
HIPAA defines health information as “any information . . . recorded in any
form or medium, that: (1) [i]s created or received by a health care provider
... and (2) [r]elates to the past, present, or future physical or mental health
or condition of an individual.”?

Understanding the requirements for medical records can also aid in
understanding the definition. A health care professional is required by state
licensure laws, regulations, accreditations standards, professional association
guidelines, and reimbursement programs to keep records for his or her
patients.”” Medical records provide the ability to document aspects of patient
care, communicate between health care providers, identify problems, monitor
the effectiveness of treatments, provide data for research and education, and
keep records for legal documentation.?®

The content required for medical records varies from state to state.?
These requirements can be found in statutes, regulations, municipal codes,
and accreditation standards.*® The Joint Commission provides one such
example of medical record requirements.”!

The Joint Commission is the “nation’s predominant standards-setting and
accrediting body in health care.”® In order to be accredited by the Joint |
Commission, hospitals are required to create and maintain medical records .
for each individual treated.** Each entry must be signed by an authorized .
individual, contain identifying patient information, support the diagnosis and
treatment, and document the hospital’s course and result of treatment.** The
medical records must also promote continuity of care among health care
providers.*

While there is no one universally accepted definition, a combination of
these sources makes it clear that medical records are created by health care

2* Griffith, 54 N.E.3d at 1205.
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providers to aid in the treatment of patients and provide a way to document
said treatment.’

B. The History of Medical Records

To further understand the definition of medical records, it is helpful to
analyze the history behind the recording of medical information. The
recording of medical information dates back as far as a papyrus text on
surgery from 1600 B.C. Egypt.*’ In the seventeenth century, the increased
knowledge of human anatomy by way of dissection resulted in an increased
impulse to record the information ascertained.’® By the mid-eighteenth
century, physicians in Western Europe began keeping case books recording
their practices of bleeding and purging.®®

The first hospital in the United States to keep patient medical records was
New York Hospital in 1793.%° However, these “medical records” contained
only line items of admissions and discharges.*! In the 1800s, qualitative
measures in clinical medicine were emerging creating a desire to
systematically record the data.*? By 1880, the usage of medical records as a
legal document motivated the New York Hospital to supervise the content
and quality of the information they were recording.”” However, medical
records were not used to aid in the treatment of patients until 1898.4

In 1918, the American College of Surgery required hospitals to keep
patient records that contained a summary of care and outcomes.* By the late
nineteenth century, medical records contained sections for history, present
illness, physical examination, and progress notes.* From that point forward,
the system of maintaining detailed patient records became the norm.*’

3% See supra notes 19-35 and accompanying text.
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C. What Are EMRs and EHRs?

Electronic medical records (EMRs) are medical records that document,
monitor, and manage the health care administered by a health care provider
that are stored in an electronic format.*® According to the National
Coordinator for Health Information Technology, EMRs are digital versions
of the traditional paper medical records.*” EMRs differ from electronic
health records (EHRs) in that they consist of only the records of one
provider.®® Therefore, a health care provider’s ability to exchange
information with another provider is not significantly enhanced by the mere
use of EMRs.!

However, many providers have an EHR system that provides a
heightened amount of interoperability between health care providers.’? These
systems combine the EMRs of various providers into a comprehensive record
for each patient called an EHR.** According to the National Coordinator for
Health Information Technology, the EHR contains the records of various
health care providers for one particular patient.> The National Alliance for
Health Information Technology stated that- EHR data “can be created,
managed, and consulted by authorized clinicians and staff across more than
one healthcare organization.”*

The EHR is distinct from the EMR by its interoperability, the type of
information it contains, its intended use, and its ownership.’® Unlike the .
EMRs, the EHR is not limited to just health care information.’” Tt also .
includes administrative and financial data that is relative to that particular
patient.’® '

The intended uses of EHRs and EMRs can also be differentiated. EHRs
were designed to be used by all health care providers, irrespective of which

8 Dave Garets & Mike Davis, Electronic Medical Records vs. Electronic Health Records: Yes, There
Is a Difference, HIMSS ANALYTICS (Jan. 26, 2006),
https://app.himssanalytics.org/docs/WP_EMR_EHR.pdf.
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health care provider authored the particular record.” They were created to
share information amongst health care providers in an effort to reduce
fragmented care in the health care system.*® EHRs’ design permits health
information to be accessed by all those involved in the patient’s care,
including the patients themselves.®!

Another important distinction between EMRs and EHRs is ownership.®
EMRs are owned by the physician or facility that created that particular
record.® In contrast, the overall EHR with the information from various
providers “belongs” to the patient.** This distinction in who owns a particular
set of information can have implications when determining what records are
required to be produced in response to a request for production of
documents.%

D. The Emergence of EHRs

Just as the history of medical records is helpful to understanding the
definition of medical records, so too is the history of EMRs and EHRs helpful
in the understanding of their definitions. The history of EMRs goes back to
the late 1960s.% The creators of these early health information systems
wanted to make records immediately available to the user anywhere and
reduce the work of clinical bookkeeping.t” However, it wasn’t until the 1990s
that data exchange in health care began to gain acceptance.5

In 1990, the Institute of Medicine (IOM) began a study analyzing paper
medical records.®® In 1999, it published the results of that study titled 7o Err
is Human: Building A Safer Health Care System.”® This report stated that
using EHRs would improve patient outcomes.” In performing the study, the
IOM found that between 44,000 and 98,000 Americans die in hospitals each
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year due to medical errors.”? The report also found that preventable adverse
outcomes cost the United States somewhere between $17 billion and $29
billion per year.”

The report attributed these preventable errors to the fragmented health
care delivery system.” The study revealed that patients see multiple
providers each year.” Based on the EMR systems in place at the time of the
study, those providers did not have access to the records of the other treating
providers.” This fragmented system made it more likely for information to
be missed leading to adverse outcomes.”” The IOM’s report asserted that until
there was an organized EHR system, the population would pay the price of
unsafe care.”

With its study, the IOM laid the groundwork for creating policy and
increasing investments in health information technology.” The data from its
study, collected in 1990, helped lay the foundation for the creation and
passage of HIPAA in 1996.%° In turn, HIPAA was a driving force behind the
widespread use of EHRs 3!

In 2001, the IOM published another study: Crossing the Quality Chasm:
A New Health System for the 21st Century.® This study advocated for the
investment of resources into health information.®* Through the use of both
reports and studies, the IOM advocated for increased interoperability of _
health care providers’ EHRs.* 4

Despite the two IOM studies and the passage of HIPAA, the use of EHRs |
by health care providers remained low.®* There are many factors that have -
been attributed to the reluctance of health care providers to adopt EHR .
systems including high costs, lost revenues during the time of transition, the
challenge of choosing a system, lack of protection standards, and conflicting
federal and state privacy policies.®
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In 2004, President George W. Bush created the position of National
Health Information Technology Coordinator to develop a nationwide
interoperable health information technology system.®” In June 2004, the
National Coordinator published The Decade of Health Information
Technology: Delivering Consumer-centric and Information-rich Health
Care - Framework for Strategic Action.® It was the first strategy document
relating to the use and adoption of health information technology.® It
provided specific actions to “accelerate the adoption of information
technology in health care.” The strategic framework contained four goals:
to inform clinical practice, interconnect clinicians, personalize care, and
improve population health.”’ These goals remain the foundation of our
current system of health information technology.”

In 2009, Congress passed the American Recovery and Reinvestment Act
(ARRA).” The Health Information Technology for Economic and Clinical
Health Act (HITECH) was enacted as part of the ARRA.” HITECH
developed federal policy and provided stimulus funds to aid in the design,
development, and adoption of a nationwide health information technology
system that would enable electronic exchange of medical records.” HITECH
contained a Medicare and Medicaid incentive program for the “meaningful
use” of EHRs by providers who met the federal established objectives.” In
2015, these incentives changed to penalties for healthcare providers not
meaningfully using EHRs.”

Since its passage in 2009, HITECH has stimulated the use of EHRs by
health care providers.®® In 2013, a study published by the Health and Human
Services (HHS) Office of the National Coordinator for Health Information
Technology found that eight in ten office-based physicians reported they used
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an EHR system.”” The HHS continues to provide resources to increase the
use of health information systems in the United States.'® In September 2016,
HHS awarded over $87 million for health care information technology
improvements in health care facilities across the nation.'”’ HHS’s current
strategic plan is focused upon strengthening health care, advancing scientific
knowledge and innovation, advancing the health, safety, and well-being of
the American people, and ensuring efficiency, transparency, accountability,
and effectiveness of the HHS programs.!®

As time passes, the usage of electronic health information will continue
to increase.'”® The interoperability between physicians that both the
government and the medical community are advocating for will continue to
expand.'” While the desired interoperability has the potential to improve
patient care and medical treatment outcomes,'® it does present the risk of
continuing to create discovery and production issues in the legal system that
the current Federal Rules of Civil Procedure, as amended, do not address.!%¢’

E. The 2006 Amendment to Civil Procedure Affecting Discoverability of
EHRs

Rule 34 of the Federal Rules of Civil Procedure governs requests for
production of documents.!” As originally adopted, Rule 34 focused on the
production of documents and things.'® In 1970, Rule 34 was amended to
include data compilations.'® Since then, the amount of electronically stored
information (ESI) has increased dramatically.'' -

2 Id.
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Prior to the 2006 amendment, judges interpreted “documents” to include
ESL"" Those judges reasoned that it would be unfair to the requesting party
to allow the responding party not to produce relevant information just
because it was stored electronically.!'> However, it became increasingly
difficult to fit all types of ESI within the definition of documents.!!3

In 2006, the Federal Rules of Civil Procedure were amended to address
discovery issues caused by ESL.!''* The newly-amended Rule 34(a) labeled
ESI as its own category of discovery.''® Judges would no longer have to try
to fit all the various types of ESI into the definition of a document.!'®

The 2006 amendment to Rule 34(b) permits the requesting party to
designate the form in which the requested ESI should be produced.""” Rule
34 recognizes that different forms of discovery may be appropriate for
different types of ESL''® Therefore, Rule 34 allows flexibility by not
prescribing one set form of production; it instead leaves the determination of
the appropriate form up to the parties.'"” Furthermore, Rule 34(b) does not
require the requesting party to choose a form of production.!?

In the response to a request for the production of ESI, the responding
party must state the form it intends to produce the information in if the form
was not specified or if the responding party objects to the form specified by
the requesting party.'?! If the form is not specified, the information must be
produced in the form in which it is “ordinarily maintained or in a reasonably
usable form.”'?? However, the responding party’s option to produce in a
reasonably usable form does not entitle the responding party to convert the
ESI into a form that that makes it more difficult or burdensome for the
requesting party to use.!?* If the requesting party is not satisfied with the form
stated by the responding party or the responding party objected to the form
requested, the parties must attempt to resolve the matter before the requesting
party can file a motion to compel with the court.'*
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The Advisory Committee Notes for Rule 34 state that the responding
party may need to provide technical support, software information, or other
assistance to enable the requesting party to use the ESL.'?* Also, the Advisory
Committee Notes clarify that the same ESI needs only to be produced in one
form.'?

While the 2006 amendment to Rule 34 did address some of the complex
issues created by the production of ESI,'?" it did not address many pertinent
issues that arise from the production of EHRs.'”® EHRs are complex living
documents.'” As such, their discovery leads to many complex questions
regarding how to produce and what to produce in response to a request for
production of documents.'*

II. ANALYSIS

While EMRs and EHRs cause many different discovery and production
issues, the following section focuses on two issues that are frequently
encountered by the legal system. First, the discovery and production issues
created by the structure and interface of EHRs is explored. Within that
section, the lack of interface uniformity, the difficulties associated with
printing the EHR, and the non-static quality of the EHR as a living document
are discussed. The second discovery issue discussed is metadata. In that
section, metadata is defined and case law that relates to its production is
analyzed. .

A. Discovery and Production Issues Created by the
Structure and Interface of EHRs

EHR software refers to the program that allows authorized users to access
the EHR from a variety of devices including laptops, tablets, and
smartphones.!®! Different software providers of EHRs structure patient
information differently, creating interfaces that are unique to each EHR
system."*> An EHR interface refers to how the patient’s information is
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presented to a physician while utilizing the EHR.'** The fact that the structure
and interface varies depending on the EHR software program creates
discovery and production issues in the legal system.!3*

The hypothetical medical malpractice case discussed in Part I provides
an illustration for some of these issues.!* Fist, Dr. Krueger’s EHR software
did not contain a print function. Second, his system had a source-oriented
structure without a sort function to enable him to only see the records that he
had authored. Finally, his particular EHR system did not allow him to view
the information as it would have looked at the time he provided the treatment
in question. All of these present barriers to production created by Dr.
Krueger’s particular EHR system’s software. To fully understand why many
of these barriers exist, it is beneficial to return to the discussion of the history
of medical records and the history of EMRs from Part I1.13¢

The desire to keep detailed paper records of medical treatment was
motivated, at least in part, by the need of the legal system to have detailed
records for litigation purposes.'*’ In contrast, EMRs were not created with
such a focus in mind.'*® Instead, EMRs were created to reduce errors,
improve patient outcomes, and increase communication between
providers.' In essence, the EMRs were not designed with litigation in
mind.'*

Early versions of EHRs had software which structured the medical
records either as time-oriented, problem-oriented, or source-oriented.'*!
Time-oriented records were structured in chronological order.!'*? However,
problem-oriented records were structured based upon problems with each
problem located in its own section of the interface containing subjective
information, objective information, assessment, and plan information for that
particular problem.** While source-oriented records were organized based
on where that particular record’s information was gathered such as office

133 DAN ARMUO, ELECTRONIC HEALTH RECORD USABILITY 8 (James Bell Associates et al. eds., Oct.
2009).

134 Gamble, supra note 10.

135 See infra Part 1.
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visits, hospital records, and radiology reports.'* While the first EHRs were
structured based on one of the three orientations,'*> most modern EHR
systems utilize a combination of the three different orientations.'¢

While there are many different issues created by EHR software, this
section focuses upon the lack of uniformity in interface designs, the
difficulties associated with printing the EHR, and the inability of the software
to display the information as it would have appeared to a particular physician
at a particular point in time.

1. Interface Uniformity

Unfortunately, there is no universal EHR system that is utilized by all
health care providers.'*” To make matters more complex, there is also no set
structure, interface, or set informational requirements for EHR systems;!*®
meaning that the more than 300 EHR system used by health care providers
in the United States could, theoretically, each be structured differently, have
different interfaces, and contain different pieces of health care information.'*

Moreover, each one of those 300 systems can offer countless different
combinations of orientations, interfaces, and information to different health
care providers.'””® In fact, it is fairly common for different health care
providers, even within the same health care facility, to have different
interfaces based on what information is most relevant to their particular role
on the patient’s health care team.'”! While this type of structural tailoring
may lead to reduced error rates and improvements in patient outcomes,'*? it
definitely creates a discovery nightmare.'*?

The impact of a complex discovery process extends further than the
client’s bill.!** It can also have serious implications for the underlying case.'*
When health care providers struggle to provide the EMRs pertaining to a
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particular patient, the focus of a medical malpractice case can easily shift
from a breach in the standard of care to the structure and interface of an EHR
system. !¢

It is difficult for the fact-finder to grasp that how the information is being
presented to them may not have been how it was viewed by the particular
physician at the time in question.!*’ Health care providers can find themselves
under an increased level of scrutiny when they cannot easily locate the
information due to a difference between how the information is presented to
them while testifying and how it is presented in the interface to which they
have grown accustomed.'® Judges and jurors can get lost in such details,
resulting in undue delay and confusion of the issues as litigators spend time
trying to explain complex technical concepts in terms that the lay juror can
understand.'*

2. Integrated Print Function

Whether or not an EHR system contains an integrated print function can
also impact the ease of production of an EHR.'®® Luckily, many EHRs have
an integrated print function. ¢! Yet, the resulting printout comes with some
drawbacks.!®? The printed document may not provide an adequate
representation of how the information is portrayed by the physician’s
interface.'®® As discussed previously, this can be an incredibly difficult
concept for jurors to grasp and accept.'®*

And while an integrated print function may not be the ideal method of
production, there are still some EHR systems that are not equipped with such
a print function making the task of production that much more problematic.'®®
Without such an integrated print function, providers must respond to a
request to produce his or her EMRs via screenshots of each and every screen
in the EMR.'% Screenshots make it increasingly difficult to interpret and

1% Chris Dimick, EHRs Prove a Difficult Witness in Court, J. AM. HEALTH INFO. MGMT. ASSOC.
(Sept. 24, 2010), http://journal.ahima.org/2010/09/24/ehrs-difficult-witness-in-court.
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organize the information contained in the EMRs.'$’ Not to mention the fact
that it is incredibly time consuming to capture all the information from an
EMR in such a manner.'%

Time is not the only cost of a lack of an integrated print function.'®® If a
provider cannot produce the EMRs in a comprehensive format, it may raise
suspicions that the record is faulty or the physician is intentionally
withholding information.'”” Which leads to another hurdle that must be
explained to a juror.'”!

Northshore University Health System (Northshore) provides an example
of the impact on both the requesting and responding parties when the EHR
lacks an integrated print function.!”? Since its EHR system did not contain an
integrated print function, Northshore was forced to use screenshots to print
its EMR.'” Hours of diligent work went into capturing every piece of
medical information.'”* The result was four boxes worth of pages that were
incredibly difficult to decipher.'”

These boxes were produced to the requesting attorney.'”® Not
surprisingly, he was very suspicious of how the medical records had been
produced.!”” He filed a motion to compel with the court requesting access to
the EHR system.!”® The court granted his motion and ordered Northshore to
provide the attorney offsite access to the EHR.!” However, even with the
offsite access, the plaintiff’s attorney found the interface of the EHR to.be
severely limited.!®° He felt that the interface impeded the ability of the EHR
to tell the patient’s medical story.!®!

Northshore provides an example of the real discovery issues that are felt
by both the requesting and the responding parties when the EHR lacks an
integrated print function.'®? Yet, even with such a function, the printout
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created can lead to its own discovery issues.'®® Nonetheless, an integrated
print function is superior to the alternative.!3*

3. Static Document

Finally, the software of EHRs is not currently equipped with a filtering
function that allows the EHR to be produced with only the information that
would have been available at a set point in time.!®® EHRs were designed to
be fluid in nature.'® As such, they exist as “abstractions composed of
thousands of data elements.”'®” They are considered to be living documents
that are ever-changing with each patient encounter. '8

Current EHR systems make it impossible, or at least cost prohibitive, to
produce a patient’s EHR as it would have appeared to the physician on a
particular date.'®® Every time new information is added, the EMR reflects the
information in various different locations making it impossible to recreate the
medical records as they would have been at the time in question.!°

The lack of a filtering feature can have devastating implications for a
medical malpractice case.'®! The standard of care required of a physician is
predicated upon what information was available to the physician at the time
of treatment.'”? If counsel is not able to ascertain what information was
available, it could have serious implications for determining whether a breach
in the standard of care has occurred.'”

4. Conclusion

Returning to Dr. Krueger’s questions regarding the source-oriented
structure of his EHR, the most assurance that can be given to him is that it is
common for EHRs to have a predominately source-oriented structure.!” As
designed, the current EHRs do not contain a sort function that would allow
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him to view and produce only those records which he authored.'®> With the
source-oriented structure, Dr. Krueger has two options in regards to
producing the documents. He can produce the entire EHR, including his
EMRs as well as the EMRs of other physicians, or he can sort through each
individual record manually making a determination if that particular record
was authored by him. Both options have significant disadvantages.
Unfortunately, the current EHR software does not provide an attractive
option for the production of source-oriented EHRs.

Since Dr. Krueger’s EHR does not contain an integrated print function,
he will be required to use screenshots to produce his EMRs.!%® This can make
it even more burdensome to produce the enormous amount of information
contained in the EHR.!” It will lead to a tremendous amount of paper that is
incredibly tedious to decipher.!®

Finally, Dr. Krueger’s current EHRs’ structure does not allow him to
view or produce the information as he would have seen it at the time of
treatment. This can lead to many issues. It can be difficult to determine
whether or not he violated the standard of care, if the information available
to him at the time of treatment is unknown.'”

The hypothetical demonstrates the frustration that can be felt by both the
medical and legal professions when trying to produce EMRs. The simple
truth of the matter is that EHRs, as currently structured, are not adequately
equipped with the proper functions to enable ease of production for litigation
purposes. Until a change is made by the industry, these production and
discovery issues will continue to be felt by the legal system.

B. Determining the Required Format to Produce EHRs

Returning to the hypothetical from Part 1,>* Dr. Krueger inquired of his
counsel whether it would satisfy the request for production of documents if
he produced his EMRs in print format. The answer depends upon the
language of the request.’' In Dr. Krueger’s case, the request for production
specifically requested the EHR’s metadata, audit trails, a computer with the
EHR software installed, and the EHR software’s manual. Rule 34 of the

195 Id

1% Dimick, supra note 156.
197 Id

198 Id

199 [d

M See infra Part 1.

2! See Fep. R. Civ. P. 34,



322 UNIVERSITY OF LOUISVILLE LAW REVIEW [Vol. 56:303

Federal Rules of Civil Procedure governs whether Dr. Krueger is required to
comply with those requests.?®?

1. The Request for Production of Metadata

As discussed in Part 11,2 Rule 34 of the Federal Rules of Civil Procedure
requires electronically stored information (ESI) to be produced in the format
in which “they are kept in the usual course of business.”?* Rule 34 also
permits the requesting party to specify the form in which the ESI is to be
produced.?®> If the request does not specify a format, the ESI must be
produced in a form “in which it is ordinarily maintained or in a reasonably
usable form.”?% If a format is requested, the responding party may object to
the format requested and instead state the format in which the ESI is being
produced.?”’

A mere printout of the EHR may be insufficient to satisfy the request for
production of documents?® because it lacks the EHR’s metadata.?’ Metadata
is ESI that describes the “history, tracking, or management of an electronic
document.”?!® Metadata is in essence data about the data.’!’ The EHR’s
metadata can show when a medical record was created, by whom, and any
edits that were made to the record after its initial entry.?'2

Audit trails are a type of system metadata that are particularly relevant in
EHRs.?* Audit trails provide verification of the activity that has occurred in
the EHR.>'* Federal regulations require that audit trails be maintained in all
EHRs.2"® Specifically, regulations require that information be recorded of any
person accessing the medical record, the time and date of the access, the
record that was accessed, and any action taken by that individual.?'®
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Audit trails and metadata can be particularly useful in cases where the
veracity of the record is questioned.?!” On the other hand, if the authenticity
of the record is not in question, the production of metadata can cause an
undue burden to the producing party with little to no gain to the requesting
party.?'® These competing interests often lead to disagreements between
parties on the discoverability of metadata.?'

Therefore, if the parties cannot come to an agreement regarding the
production of metadata, the requesting party can file a motion to compel its
production.??® The courts must then step in and determine if the metadata
should be produced.?!

Unfortunately, courts have not been consistent in determining whether or
not metadata is required to be produced.?? In fact, there is not a bright-line
rule regarding even which party has the burden of proof in a motion to compel
the production of metadata.??* To make matters hazier, different courts have
also looked at different factors to determine whether the burden has been
met.??*

2. Determining Which Party Has the Burden of Proof

There is conflicting case law on which party has the burden of proof on
the issue of the discoverability of metadata.??> Some courts have held that the
requesting party has the burden of proof in order to prevail on a motion to
compel.??® However, several courts have held that the burden is upon the
producing party to provide evidence to prevent an order compelling the
production of metadata.?’” Unfortunately, as the law stands, there is no bright-
line rule on which party has the burden of proof when the court is ruling on
a motion to compel metadata.??
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3. Determining What Must Be Proved

Irrespective of which party has the burden of proof, there is no clear
requirement for what must be proved to either prevail on a motion to compel
or prevent an order compelling.?” Some courts have held that the requesting
party must show a “particularized need” for metadata.*® Other courts have
held that the producing party must show undue hardship or expense.?! Others
still have adopted a blanket rule that, where the parties cannot agree on the
format, the default standard is a PDF format devoid of any metadata.?*

4. Determining if the Burden of Production Has Been Met

Courts have held that there is a general presumption against the
production of metadata.?** The Wyeth court held that the requesting party
could rebut the presumption by demonstrating a particularized need for the
data.?** There, the court denied the requesting party’s motion to compel the
production of metadata,®®> because the requesting party did not make a
demonstration that there was a particularized need for the metadata.>*
Likewise, in Kentucky Speedway, the court refused to compel the production
of metadata, because the requesting party had not made a showing of
particularized necessity.??’

The Williams court also stated that there is a general prohibition against
the production of metadata.”*® Yet, the court did not look at if there was a
particularized necessity to overrule that general presumption.* Instead, the
court hinged its determination of whether the metadata should be produced
on whether the metadata was viewable in the ordinary usage of the requested
record.*® The court also clarified that metadata should only be produced in
the absence of a prior agreement to the contrary.?*! Also, the court specified
that a producing party should not have to make a special effort to preserve or
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produce metadata.?*? However, the court held that when the responding party
has been ordered to produce the document in the form it is ordinarily
maintained in, it must produce them with the metadata intact.*>

And while the court in Williams required the production of metadata in
that case,?* the court recognized that the production of metadata would not
be justified in certain instances.?*® Such instances include both when the
parties agree that metadata should not be produced?*® and when the
responding party obtains a protective order to prevent the metadata from
being produced.?*’ Additionally, the responding party can make a timely
objection to the request for production of metadata.?*®

Other courts have looked to the relevancy of metadata to determine
whether or not they should compel its production.’®® Gilbert is an example of
a court allowing the production of an EHR’s audit trail in medical records.?*°
In Gilbert, the plaintiff requested the production of the audit trail because the
medical records as produced did not indicate whether or not an emergency
department physician had ever reviewed plaintiff’s medical records prior to
her discharge.”®' There, the court permitted disclosure of the audit trail,
because it was relevant to the plaintiff’s allegations.?*?

Vargas provides an example of the court utilizing a relevancy
determination to deny a motion to compel metadata.”® In Vargas, the
plaintiff sought to have the court compel the hospital to produce its EHR with
the audit trial intact to identify what time treatment was received by the
plaintiff.** The court denied the motion to compel.?** It found that the details
of treatment could be ascertained from the EMRs which had previously been
produced, making the production of the audit trail unwarranted.?>

The court in Vargas provided an explanation of when audit trails should
be produced.?” The court reasoned that audit trails would be relevant to a
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determination of the process in which a document was created or when a
document’s authenticity is questioned.”® The Vargas court ruled that
metadata should not be produced merely because it contains relevant
information.? Instead, the court stated that the metadata should only be
required to be produced if the information was not readily obtainable from
the records produced to the requesting party.?*

5. Conclusion

While the case law is definitely not set, 26! the Federal Rules of Civil
Procedure allow a requesting party to request metadata.’*? The responding
party can object to the request of metadata®®* or file a motion for a protective
order for the metadata.?®* Courts are split on which party has the burden of
proof,?®> what they must prove,?®® and what factors are considered in the
determination of whether the production of metadata will be required.?s’

As such, there is no clear answer for Dr. Krueger’s question regarding
whether or not he must produce his EMRs’ metadata. Due to the fact that the
plaintiff specifically requested the form for production of the EMR, Dr.
Krueger has three options. He can comply with the request,*® object to the
requested format?®® and produce the EMR in a format devoid of metadata,?”
or he can file for a protective order for his EMRs’ metadata.?”! Considering
the inconsistent rulings regarding metadata,?”> no further clarification for
whether or not he is required to produce the metadata can be given to Dr.
Krueger.
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IV. RESOLUTION

In analyzing Dr. Krueger’s hypothetical medical malpractice case, it is
clear to see the nightmare created in his small practice on Elm Street. Both
the judicial and legislative bodies need to take steps in order to prevent future
nightmares. Legislation is needed to create a universal EHR structure
equipped with various features that eliminate many of the production issues
identified in Dr. Krueger’s hypothetical. In addition, the Supreme Court
should amend the Federal Rules of Civil Procedure in order to provide further
guidance regarding the production of all ESI including EHRs.

A. Resolving the Discovery and Production Issues Created by the Structure
and Interface of EHRs

The first step in resolving discovery and production issues caused by
EHR software is the creation of a universal EHR structure. In order to achieve
a universal EHR structure, Congress needs to pass legislation with the
guidance of organizations such as The Joint Commission, The Institute of
Medicine, and The Health and Human Services Office of the National
Coordinator for Health Information Technology. The universal EHR
structure should be aimed at creating a uniform interface that all EHR
software providers must adhere to in order to be used by health care providers
that treat either Medicaid or Medicare patients.””> A universal EHR structure
would alleviate many of the discovery nightmares currently plaguing the
legal system.

The new legislation should follow a similar implementation schedule as
the one utilized by the HITECH Act.?™* Specifically, there should be a
predetermined amount of years where physicians are compensated for their
use of the new universal EHR structure.?’”’> After the incentive years have
passed, a fee should be assessed to each physician who receives
reimbursement from either the Medicare or Medicaid programs that is not
using such a system.?’®

As part of the new required structure, EHR systems should be required
to have an integrated print function. The print function should provide the
option to only print those records authored by a particular physician or
facility. The print function should also provide the option to print the

3 See American Recovery and Reinvestment Act of 2009, Pub. L. No. 111-5, 123 Stat. 115 (2009).
4 See id.
5 See id.
7 See id
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information based on either of the three orientations, time, problem, or
source.

Finally, the system should allow the authored user to see how a particular
EHR appeared as of a certain date. Likewise, the system should also enable
the EHR to be printed including only the information that would have been
available at that date. A universal EHR structure will not solve all of the
discovery or production issues associated with EHRs. However, it will be an
important step towards quashing the nightmare.

B. Resolving the Ambiguity in Requests for Production of Metadata

In addition to legislation, the Federal Rules of Civil Procedure should be
amended in an effort to address issues pertaining to the production of
metadata. Specifically, Rule 34 dealing with requests for production of
documents should be so amended.?’”” Currently, the standard of when
metadata will be required to be produced®”® and which party has the burden
of convincing the court of its necessity varies depending on which judge is
ruling on the case.?” These inconsistent court holdings make some guidance
on when and if metadata needs to be produced essential.®® This guidance is
especially needed in regards to EHRs.?®! A national standard is needed to
prevent confusion of the issues and undue delays in litigation in the
production of EHRs.

Specifically, the Supreme Court should amend Rule 34 to require the
production of metadata only when the requesting party provides evidence to
the court that metadata would aid in the clearing up a specified ambiguity in
the EMRs as produced or if there is a question of the validity of the said
records.?®? The presumption should be that metadata should not be produced
unless there is a showing of a particularized need.?®* That burden should rest
with the requesting party.?®

Unless the requesting party can convince the court that metadata is
needed, the responding party should not be required to produce it.®* The
Advisory Committee Notes regarding the new amendment should provide
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examples of situations in which the requesting party could show a
particularized need for the metadata. Such situations include when the
veracity of the ESI is in question?®® or when the metadata is central to the
ligation such as when it hinges upon when the document was created or by
whom it was authored.?®’

If Rule 34 was amended so that the default was to exclude metadata, it
would prevent undue delay and confusion of the issues in cases while still
providing an avenue for production when it is essential to the case. Metadata
has been held by various courts to be a waste of litigation resources and to be
of limited evidentiary value.®® Therefore, the newly amended rule should
have a general presumption against the production of metadata, unless the
requesting party can demonstrate a particularized need for the data.”®

Likewise, audit trails should not be permitted, unless there is a question
of validity of the document or its creation that cannot be answered by the
documents as produced to the requesting party.”®® Audit trails have the
potential to cause a great amount of confusion to the fact finder in what they
are, what they do, and more importantly what they mean.?®' In most cases,
they are of little evidentiary value.?> As such, they should not be required to
be produced except in extraordinary circumstances.

Rule 34 should also permit the responding party to prevent an order to
compel the production of metadata by showing undue hardship or expense.”*
The current rule’s stance that parties should also be permitted to agree to the
production of metadata or non-production of metadata should be preserved
in an effort to prevent litigation on the issue.”* While another amendment
may not resolve all the ambiguity associated with the production of EHRs, it
would provide more guidance to courts as they rule upon various discovery
and production issues relating to EHRs.

V. CONCLUSION

As more and more issues are raised regarding the discovery and
production of EMRs, the need for clear uniform rules will increase. If the
legal community worked with the medical community, the combined effort

8 See Vargas, 2015 N.Y. Misc. LEXIS 2176, at *4.
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38 See Wyeth, 248 FR.D. at 171.
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0 See Vargas, 2015 N.Y. Misc. LEXIS 2176, at *4.

1 See Gilbert v. Highland Hosp., 31 N.Y.S.3d 397, 400 (Sup. Ct. 2016).
22 See id. .
3 See Wyeth, 248 F.R.D. at 171.

24 See FED. R. CIv. P. 34.
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could lead to the passage of legislation that would require a uniform structure
for EHRs that would benefit both litigants and health care providers. Until
then, litigants will be forced to wade through the fog of uncertainty and
contradicting precedents to determine what to produce and in what format.

Unfortunately, many questions raised by Dr. Krueger’s hypothetical
cannot be answered by the existing law. Many of them would result in hard
fought litigation with no clear guidance resulting in something akin to a coin
toss on which side will prevail. Our legal system cannot continue to let such
ambiguity in our discovery process of EHRs continue unchecked. Action is
needed to provide guidance to attorneys so that, when Dr. Krueger walks
through the door with questions regarding the production of EMRs, counsel
can give a more meaningful answer than “it depends.”



