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Success by Design

The framework is designed around 3 principles: 
Early Discovery

Proactive Guidance 

Predictable Success

Success by Design brings the learnings and experiences 
from thousands of customer deployments to make your 
journey to the cloud smoother, faster and successful.

Success by Design is Microsoft’s framework for 
Power Platform implementations
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Typical Success by Design engagement lifecycle

Implement PrepareInitiate Operate

Get ready to start Design Build Deploy Live

Regular touchpoints 

Post go-live review

• Deep-dive architecture discussions
• Roadblock identification & mitigation
• Preview discussions & participation

Go-Live

Success story 
publishing

Go-live 
readiness 

checks

Kick-off

Implementation 
Review

Graduation



Implementation Review

Agenda
The objective is to understand the various aspects of the 
project and provide recommendations, guidance, best 
practices, and highlight any risks or gaps in the plan. 
It is also an opportunity to discuss product roadmap and 
release alignment.

Project overview

Attendees: key stakeholders from the 
customer and partner: project leads, solution 
architects, functional and technical leads.

Requirements: filling the implementation 
review document, at least partially. If needed, 
the content can be reviewed and discussed in 
multiple sessions throughout the 
implementation.

Out of scope: defining a solution architecture 
based on the review, providing product 
training, or performing code reviews.

Architecture overview

Language

Integrations & channels

Security, monitoring & governance

Application lifecycle management

Analytics & KPIs

Fit-gap & top requests

Dynamics 365 Omnichannel (optional)

AI capabilities



Complete each slide providing the required information 

Post-it notes should be removed: their purpose is only to provide example answers.

Skip and hide slides that are not applicable to your project.

Add more slides to capture the required information if needed. 

Do not hesitate to paste your own slides and existing content.

Reach out if you have questions on the format or content.

Send the completed deck before the review workshops.

Store the document in a shared SharePoint location if possible.

Feedback on this guide? Share it here

Instructions for customers and partners

How to fill this document:

https://aka.ms/CopilotStudioImplementationGuideFeedback
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Throughout this document, we refer to copilots instead of bots or chatbots.
This reflects the new branding of Power Virtual Agents into Copilot Studio.

Microsoft Copilot Studio is an end-to-end conversational AI platform that empowers you to 
create and customize copilots using natural language or a graphical interface. With Copilot 
Studio, you can easily design, test, and publish copilots that suit your specific needs for 
internal or external scenarios across your industry, department, or role.

With more immersive UX and next-generation AI capabilities, copilots are the new chatbots.

Watch: Understanding Copilots at Microsoft (video)

Why copilot?
Copilots are the new chatbots

https://www.youtube.com/watch?v=X8Qc9-0mPFE


Business overview
Provide an overview of your organization with a focus on your business unit

Why do we ask these questions?

• Knowing more about your organization 
and business unit helps us better 
understand your use cases.

• Depending on your industry, we may have 
specific guidance or share similar 
implementation patterns.

Information we’re looking for:

• Overview of your organization.
• Feel free to include logos and key metrics 

(number of employees, revenue, etc.).
• If the project applies to a specific 

subsidiary, business unit, department or 
team, please also describe it here.



Project overview & copilot purpose
Provide an overview of the project and the business problems the copilot is trying to solve

Why do we ask these questions?

• Understanding the project and what 
problem your copilot is trying to solve is 
key to make relevant recommendations or 
share similar implementation patterns.

• Knowing who your end-users are will also 
be useful to understand the copilot 
deployment channels requirements.

Information we’re looking for:

• What are the current business challenges 
that this project will help address?

• What is the purpose and main features of 
the copilot?

• Who are the end-users of the copilot?
• Is this a migration project?



Key stakeholders
Customer, Partner and Microsoft teams

Why do we ask these questions?

• This helps us know who the key 
stakeholders are for the projects.

• The Microsoft team can also be 
described below.

Microsoft Team

Account Executive
[John Doe jdoe@microsoft.com]

Account Technology Strategist
[John Doe jdoe@microsoft.com]

Customer Success Account Manager
[John Doe jdoe@microsoft.com]

Sales Specialist
[John Doe jdoe@microsoft.com]

Technical Specialist
[John Doe jdoe@microsoft.com]

Cloud Solution Architect
[John Doe jdoe@microsoft.com]

Engineering Sponsor
[John Doe jdoe@microsoft.com]

Power CAT Program Manager
[John Doe jdoe@microsoft.com]

FastTrack Solution Architect
[John Doe jdoe@microsoft.com]

Customer team
Role Name Email Title

Business Sponsor [Jane Doe] [jane.doe@contoso.com] [CIO]

Project Lead

Product Owner

Technical Lead

Solution Architect

Conversation Designer

Tenant Admin

Partner team (if applicable)
Role Name Email Title

Project Manager [John Smith] [john.smith@fabrikam.com] [Program Lead]

Architect

Developer

Functional Consultant

mailto:jdoe@microsoft.com
mailto:jdoe@microsoft.com
mailto:jdoe@microsoft.com
mailto:jdoe@microsoft.com
mailto:jdoe@microsoft.com
mailto:jdoe@microsoft.com
mailto:jdoe@microsoft.com
mailto:jdoe@microsoft.com
mailto:jdoe@microsoft.com


Planning
What is the project timeline, from start to go-live, and the major milestones?

Why do we ask these questions?

• Understanding the project key milestones 
and planned go-live dates will help setup 
meetings accordingly.

Information we’re looking for:

• Please provide your project timeline, with 
target dates for major milestones. 

• Feel free to paste your current project 
planning.



Target KPIs
What are the success metrics for the project, and what are their targets?

Why do we ask these questions?

• To make relevant recommendations, we 
need to understand what success means 
for your copilots and project.

Information we’re looking for:

• How is the copilot expected to help your 
end-users and lower the support cost?

• How is end-user satisfaction expected to 
increase with the copilot?

• Is there a specific return on investment 
you’re expecting from this project?

• Are there other metrics you’re looking to 
track? 



Assumptions & concerns
About the capabilities of your copilot:

Why do we ask these questions?

• Understanding your assumptions and 
concerns to help you either validate or 
address them early in the project.

What are your assumptions?

What are your concerns?



Architecture 
Overview

 Solution architecture

 Conversation volumes

 Performance

 Identified technical challenges



Copilot Studio Overview
Product capabilities

Why do we share this example?

• Overview of the native capabilities of 
Copilot Studio to help you assess the 
features you’re planning to use in the 
project.

World Class UX

Logic + 
Automation

Next-Gen AI

Connected 
experience

Copilot Lifecycle

Security + 
Governance

Microsoft’s end-to-end copilot building platform

Declarative Rich Response Copilot AssistanceIntuitive Ease of use

Power Fx Generative Answers + Actions Bot Framework skillsPower Automate

Prebuilt LLM Generative AI
Bring your own model 

(Azure CLU)Proactive suggestions

Microsoft Teams Dynamics 365 Azure Bot Service1000+ Connectors

Test pane Collaboration ALM AutomationSolution management

Trusted identity Full visibility Granular DLP controlAdvanced RBAC

IVR/
Telephony

Extend Copilot for  
Microsoft 365

Post to multiple 
channels



Copilot Studio architecture

Microsoft Entra ID
Azure 

Bot Service

Bot Framework Skill

Bot Framework Skill

Dynamics 365 & 

other contact centers

Azure OpenAI 

Azure AI Search

Analytics

Custom Topic

Custom Topic

Custom Topic

Plugin Action

System Topic

Entity

Entity

Entity

Entity

Entity

Custom

Custom

Entity

Entity

Entity

Escalate

Microsoft Dataverse

+ many more

Channels

RBAC ALM

Environment

Solution

Cloud Flow

Cloud Flow

Cloud Flow
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Question 

answering

1000+ Prebuilt

Data Connectors

AI Builder

SaaSGenerative Answers, 

Actions, and Builder 

Data Loss 

Prevention Policies

Azure Conversational 

Language 

Understanding (CLU) 

(optional)

Dynamic chaining: 

LLM-based multi-intents 

recognition (optional) 
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Biz Apps & Power Copilots
Conversational experiences for

Dynamics 365 and Power Platform 
products 
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Microsoft Copilot Studio
Extend and customize 1st party copilots |  Build custom Copilots
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Custom Copilots
Custom copilots and bots 

for enterprises and third parties

Microsoft 365
Conversational experiences

for Microsoft 365

Bot 
Framework 

/ SDK

Bot Service 
Channels

Azure AI 
Studio

Azure AI 
Search

Power 
Platform 

Connectors
AI Builder
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…

Other Microsoft 
Copilots

Copilots and Conversational AI



Solution architecture
Provide an architecture diagram with the overview of the technical implementation

Why do we ask these questions?

• To have the big picture of your copilot 
project and its integration in a broader 
technical and functional landscape.

Information we’re looking for:

• Architecture diagrams or blueprints
• Functional and technical overview of the 

copilot and its integration in the broader 
technical landscape (other Power 
Platform or Azure services, internal APIs, 
etc.)



Conversation volumes
What are the expected volumes of chat messages or conversations?

Monthly target volume of  
messages or conversations 
and growth

Expected seasonality 
impact

Expected maximum peak of 
concurrent conversations

Why do we ask these questions?

• Understanding target volumes helps 
validate the target architecture and scale.

• When integrating with external systems, 
for example through Power Automate or 
HTTP requests, it’s important to validate 
that every part can handle the load.

• Target volumes also help validate the 
licensing aspects of the copilot and the 
potential impact on Dataverse storage for 
the conversation transcripts.

Useful resources:

• Rate limits for copilots
• Pricing plans
• Microsoft Power Platform Licensing Guide

https://learn.microsoft.com/en-us/microsoft-copilot-studio/requirements-quotas
https://www.microsoft.com/en-us/copilot/microsoft-copilot-studio
https://go.microsoft.com/fwlink/?linkid=2085130


Performance
Detail the expected copilot response times

Why do we ask these questions?

• While there are no guaranteed service 
level agreements (SLAs) for Copilot 
Studio response times – mainly because 
they depend on complexity, integration 
patterns, etc. – it’s still important  to 
understand performance expectations for 
the copilot response times to make sure 
the copilot design optimizes for 
performance.

Useful resources:

• Capture telemetry with Application 
Insights

First chat load time and first 
message expectation

Expected maximum latency 
for the copilot to answer 
user queries

Approach for handling long-
running actions (e.g., 
waiting for an external 
system to return data)

https://learn.microsoft.com/en-us/microsoft-copilot-studio/advanced-bot-framework-composer-capture-telemetry?tabs=webApp
https://learn.microsoft.com/en-us/microsoft-copilot-studio/advanced-bot-framework-composer-capture-telemetry?tabs=webApp


Identified technical challenges
Please share the list of technical challenges or roadblocks you have already identified

Challenge #1

Challenge #2

Challenge #3

Why do we ask these questions?

• To understand the challenges that have 
already been identified in the architecture 
that could get in the way of the copilot 
success and for which it’s important to 
define mitigation plans.



Language  Natural Language Understanding

 Intent recognition and slot filling

 Azure CLU integration

 Topic structure

 Handling unrecognized intents

 Localization & languages

 Miscellaneous



Natural Language Understanding
Why do we share this?

• NLU (Natural Language Understanding) is 
a subfield of NLP (Natural Language 
Processing) that specializes in the 
machine's ability to comprehend and 
make sense of human language in a 
valuable way, focusing on understanding 
context, sentiment, and intent.

• In Copilot Studio, topic or action 
triggering can be done in different ways: 
customers can choose to override the 
standard NLU model with Azure CLU 
(Conversational Language 
Understanding) – the modern equivalent 
of LUIS – or can be fully replaced with 
dynamic chaining, a GPT LLM-based one.

• Azure CLU is a feature of Azure AI 
Language. 

Useful resources:

• Trigger phrases best practices
• Slot filling best practices
• Copilot Studio supported languages
• Azure CLU supported languages
• Azure CLU limits
• Azure CLU pricing
• How to use CLU as your NLU (video)

✓ Default, out-of-the-box, model 
that comes pre-trained, with many 
predefined entity types.

✓ Configuration is done by adding 
trigger phrases and custom 
entities (either closed lists with 
values and synonyms, or regular 
expressions).

✓ Supports additional languages, 
with native models.

✓ Allows to further customize the 
intent triggering model for better 
intent recognition or to address 
specific industry requirements.

✓ Allows for complex entity 
extraction (e.g., of the same type).

✓ Entity extraction can also leverage 
Copilot Studio standard NLU.

✓ Single intent recognition per query.

✓ Configuration is done in Azure and 
involves additional costs.

✓ Has its own service limits that 
need to be evaluated.

✓ Azure CLU intents and Copilot 
Studio topics must be carefully 
kept in sync.

✓ Uses a GPT large language model.

✓ Can handle multiple intents and 
chain topics and/or plugins.

✓ Automatically generate questions 
for missing inputs and answers 
complex entities  and questions 
from the conversation context.

✓ Configuration is done by simply 
describing topics, plugin actions, 
and inputs/outputs.

Standard NLU model Custom Azure CLU model Dynamic chaining

✓ As it’s a generative AI feature, the 
licensing burn rate of messages is 
higher than in regular topic 
triggering.

✓ Preview capability.

✓ Single intent recognition per query.

✓ Cannot be extended.

✓ Slot-filling multiple entities of the 
same type in the same query 
requires disambiguation for each 
(e.g., from and to cities)

Choosing the right option for intent recognition and entity extraction

https://learn.microsoft.com/en-us/microsoft-copilot-studio/guidance/trigger-phrases-best-practices
https://learn.microsoft.com/en-us/microsoft-copilot-studio/guidance/slot-filling-best-practices
https://learn.microsoft.com/en-us/microsoft-copilot-studio/authoring-language-support
https://learn.microsoft.com/en-us/azure/ai-services/language-service/conversational-language-understanding/language-support#languages-supported-by-conversational-language-understanding
https://learn.microsoft.com/en-us/azure/ai-services/language-service/conversational-language-understanding/service-limits
https://azure.microsoft.com/en-us/pricing/details/cognitive-services/language-service/?cdn=disable
https://www.youtube.com/watch?v=PHFEZL_HCY4


Intent recognition and slot filling
Leveraging native capabilities for better intent recognition and efficient conversations

Why do we ask these questions?

Trigger phrases:
• Trigger phrases train your copilot's natural 

language understanding (NLU) model.
• It’s important to appropriately configure 

them to make sure that the right topic 
triggers for the user utterances. 

• When a copilot is uncertain what topic to 
trigger, it can suggest up to 3 potential 
topic candidates (Multiple Topics Matched 
topic) or go to Fallback if no topic is 
identified.

Entity extraction and slot filling:
• Slot filling relates to the use of entities 

that let a copilot acquire and use 
information more easily by identifying and 
extracting them from the user query.

• For example, when a user asks: 
“I’d like to order 3 large blue t-shirts”, 
the Natural Language Understanding 
(NLU) can immediately understand:
✓ Topic is Order.
✓ Quantity is 3.
✓ Color is Blue.
✓ Size is Large.
✓ Item Type is T-Shirt.

And the related questions be skipped.

Useful resources:

• Trigger phrases best practices
• Slot filling best practices

How are you planning to 
define the topics trigger 
phrases?

What is your expected use of 
entities (prebuilt, closed list, 
regular expressions).

Do you plan to test topic 
triggering with test 
utterances?

https://learn.microsoft.com/en-us/microsoft-copilot-studio/guidance/trigger-phrases-best-practices
https://learn.microsoft.com/en-us/microsoft-copilot-studio/guidance/slot-filling-best-practices


Azure CLU integration
Overriding the standard NLU model with Azure Conversational Language Understanding

Why do we ask these questions?

• You can integrate a Conversational 
Language Understanding (CLU) model 
with a Copilot Studio copilot. 

• Azure CLU intents must be mapped with 
Copilot Studio topics.

• Copilot Studio prebuilt entities can be 
used in conjunctions with Azure CLU 
entities.

• Using Azure CLU requires separate Azure 
resources and involves separate costs.

Useful resources:

• Azure CLU integration overview
• Azure CLU best practices
• Azure CLU limits
• Azure CLU pricing

Do you plan to use Azure 
CLU? If yes, why? 
What benefits are you 
expecting?

Are you also doing custom 
entity extractions with Azure 
CLU? Why?

How are you making sure 
the related Azure CLU 
service quotas and limits 
match the use of the 
copilot?

https://learn.microsoft.com/en-us/microsoft-copilot-studio/advanced-clu-integration
https://learn.microsoft.com/en-us/azure/ai-services/language-service/conversational-language-understanding/concepts/best-practices
https://learn.microsoft.com/en-us/azure/ai-services/language-service/conversational-language-understanding/service-limits
https://azure.microsoft.com/en-us/pricing/details/cognitive-services/language-service/?cdn=disable


Natural Language Understanding
Trigger phrases

“Trigger Phrases” Topics
Triggered from trigger phrases or redirects

Reusable, Bite-Size, Topics
Explicitly called by topics

Topic structure example for disambiguation
Mixing topics triggered by trigger phrases and redirected topics

Why do we share this example?

This example showcases the use of a 
disambiguation topic. It’s very useful when 
it’s hard or impossible to be certain of 
triggering the right topic if the user doesn’t 
provide enough details in their query. This 
also prevents triggering a multiple topics 
matched topic that sometime confuse 
users.
• In this example, trigger phrases are 

associated to two main topics, that then 
break down their logic into multiple sub-
topics that are called with redirect 
actions.

• Some topics can be called by multiple 
other topics: that's typically the case with 
the End Of Conversation topic.

• Thanks to slot filling and entity extraction, 
if a user says "I need to unblock my credit 
card", the Card topic will get triggered and 
both Debit/Credit and Block/Unblock 
questions will be skipped, as the Card 
Type and Operation Type will be deduced 
from the trigger phrase. That way, the 
appropriate Credit Card child topic will 
automatically be called, without the user 
providing any additional input or even 
noticing they went through the 
disambiguation topic.

Useful resources:

• Topics best practices

…

…

…

• Issue with my card

• Block card 

• I need to block my credit card

• Need help blocking debit card

• Unblock card

• Need to unblock credit card

• How to unblock my debit card

• Find my nearest bank

• Check branch location

• Find a bank

• Find me your nearest location

• Banks near me

Question: Location

End of Conversation

Message

Location

Topic: Credit Card

Topic: End of Conversation

…

Debit

Question: Debit/Credit

Question: Block/Unblock

Condition

Credit

End of Conversation

Topic: Card
Topic: Debit Card

Topic: Location Check

Topic: Location

https://learn.microsoft.com/en-us/microsoft-copilot-studio/guidance/topics-overview


Topic structure
Creating and designing efficient topics

What is your approach to 
designing topics?

Do you plan to use 
disambiguation topics?

How are you avoiding 
duplicating topic content 
multiple times?

Why do we ask these questions?

• Topics are discrete conversation paths 
that, when used together, allow for users 
to have a conversation with a copilot that 
feels natural and flows appropriately.

• While there's no one size fits all, given 
how topics can be triggered, it's a good 
practice to distinguish between:
✓ Topics that will trigger based on 

user utterances. These can almost 
be seen as your entry points topics. If 
you have trigger phrases that overlap 
multiple topics, consider having a 
catch-all topic and then redirect to 
other topics after clarifying questions. 
With entity extraction and slot filling, 
clarifying questions can be skipped if 
already answered.

✓ Topics that will trigger when called 
from a redirect action, activity or 
event. These can be called by 
multiple topics and can have input 
and output variables. They're ideally 
reusable, bite-size, topics.

✓ A topic can also be both, triggered 
through intent recognition or by an 
explicit redirect.

✓ Conversational boosting and 
fallback: topics that trigger when no 
matching topic is triggered based on a 
user query.

Useful resources:

• Topics best practices

https://learn.microsoft.com/en-us/microsoft-copilot-studio/guidance/topics-overview


Handling unrecognized intents
Answering for unplanned user queries

Why do we ask these questions?

• The Fallback topic gets triggered when 
Copilot Studio doesn't understand a user 
utterance and doesn’t have sufficient 
confidence to trigger any of the existing 
topics.

• If Generative Answers are enabled on the 
copilot, the Conversational Boosting topic 
also triggers on the unknown intent event 
and triggers before the Fallback one.

• There are many ways to handle 
unrecognized intents: using Generative 
Answers to look for the answer on various 
data sources and/or using the Fallback 
topic to integrate with other systems. For 
example, question answering in Azure 
Cognitive Service for Language allows you 
to offload large volumes of question-and-
answer pairs. It also has a chitchat model 
to handle random questions to the 
copilot.

• While it’s important to leverage the 
Conversational Boosting and Fallback 
capabilities, it’s also important to make 
sure that the core scenarios and topics of 
your copilots are property handled 
through custom topics and their 
outcomes defined (resolved, etc.).

Useful resources:

• Generative Answers
• Using the Fallback topic

How are you planning to 
manage unrecognized 
intents?

Are you integrating with an 
external system as part of 
fallback? If yes, how?

What is the expected % of 
conversations hitting 
fallback?

https://learn.microsoft.com/en-us/microsoft-copilot-studio/nlu-boost-conversations
https://learn.microsoft.com/en-us/microsoft-copilot-studio/guidance/fallback-topic


Localization & languages
What languages should your copilot speak?

What languages and 
markets should your copilot 
support?

Do you plan for a single 
copilot multi-languages 
copilot, or for one copilot 
per language?

Should the translations be 
set during configuration or 
real-time (i.e., provided at 
runtime)?

Why do we ask these questions?

• There are multiple ways to address 
copilot localizations. Understanding your 
requirements will help make better 
architecture recommendations.

• The main approaches are:
✓ One copilot per language.
✓ One copilot for multiple languages, 

with translations provided as part of 
the copilot configuration. Translations 
need to be updated each time the 
copilot is updated or when new 
content is added.

✓ One copilot for multiple languages, 
with translations provided real-time, 
at runtime, through a relay copilot 
sitting between the user and the 
copilot. This allows deploying more 
languages rapidly, but it also adds a 
dependency on a relay copilot and a 
real-time translation layer (e.g., Azure 
Service Copilot and Azure Cognitive 
Services Translator).

Useful resources:

• Supported languages
• Azure CLU integration
• Real-time multilingual copilot sample
• Configure multilingual chatbots
• How to make multilingual copilots (video)
• Make generative answers multilingual 

(video)

https://learn.microsoft.com/en-us/microsoft-copilot-studio/authoring-language-support
https://learn.microsoft.com/en-us/microsoft-copilot-studio/advanced-clu-integration
https://powervirtualagents.microsoft.com/en-us/blog/make-your-power-virtual-agents-chatbots-multi-lingual-with-the-translator-bot-sample-solution/
https://learn.microsoft.com/en-us/microsoft-copilot-studio/multilingual
https://www.youtube.com/watch?v=SDmFMXRZR5o
https://www.youtube.com/watch?v=P0M0C8YSUw8
https://www.youtube.com/watch?v=P0M0C8YSUw8


Miscellaneous
Miscellaneous conversation design questions and requestions

Why do we ask these questions?

• Sessions can be configured to last for 
more than the default 30-minute by using 
the inactivity trigger.

Useful resources:

• Inactivity trigger
• Conversation Design Institute

Do you have specific 
requirements on session 
timeout? (i.e., how long a 
copilot session can last)

Do you have other 
requirements or questions 
on conversation design?

https://learn.microsoft.com/en-us/microsoft-copilot-studio/authoring-triggers?tabs=preview#inactivity
https://www.conversationdesigninstitute.com/


AI capabilities  Generative AI is changing conversational AI

 Generative answers

 Generative actions

 Generative builder

 Other AI requirements



Generative AI is changing conversational AI
Before generative AI

Why do we share this example?

• Before generative AI, companies used to 
create every topic their bots needed by 
hand, and they could only create so many, 
perhaps a few hundreds – and then they 
had a large cliff of unsupported things a 
user couldn’t talk about. 

• These then would create user frustration 
with the bot saying "sorry I didn't 
understand you“, or large costs by having 
it just to dump the user to a human agent.

TOPICS BUILT

B
U
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AL
IT

Y

Time spent hand-
building topics

Conversations 
missed or escalated

Missed opportunity

Manually authored topics
Anticipate and build a manual topic for 
each possible user question
Then keep these topics up to date as your 
content changes



Generative AI is changing conversational AI
After generative AI

Why do we share this example?

• Now, with Generative AI, companies are 
increasingly only building a few, business 
critical topics where they want tight 
control over the dialog.

• And for everything else, they're just 
pointing to knowledge sources and 
allowing the bots to talk over those 
corpuses. 

• That means vastly increased support 
coverage for anything a user could ask, 
and far less topics that need to be 
handled by human agents. 

• But it also means that maintaining topics 
is far less onerous - as the information 
changes, the copilot answers change 
automatically. 

• There are no dialogs to continually update 
and keep relevant. So, this dramatically 
reduces costs.

TOPICS BUILT
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Custom-
built
topics
+ help 
from 
generative 
builder

Topics handled by 
Generative Answers and Actions

Expose your knowledge sources and APIs 
and generative AI handles the rest

Manually authored topics
Manually author business-critical topics 
quickly with Copilot Studio

Vast coverage of the long tail, and as content 
changes, copilot answers change as well



Generative answers considerations

Generative answers processes and data sources

1

2

3

Relevant text content 
retrieval from 

configured sources

Summarization using 
Azure OpenAI

Custom instructions

References

Content summary

Response Validation

Responsible AI 
moderation layer

Native Azure OpenAI 
moderation layer

Grounding validation / 
hallucination removal

Azure OpenAI 
on your data

• Returns results from the linked Azure AI Search index (keyword, semantic, and vector search).
• Not a passthrough to Azure OpenAI – generative answers summarization and validation apply.
• Connection isn’t delegated: no security trimming, no authentication requirement for the user.

Custom data
• Allows to first query any data source – through Power Automate or HTTP requests – and then 

pass the data to generative answers to formulate an answer for the user query.
• Generative answers expects a table variable with 2 properties: Content (typically snippets of 

relevant content) and ContentLocation (typically a URL).

SharePoint
• Requires the user to be authenticated with Entra ID to make delegated calls to the Graph API.
• Up to 4 SharePoint or OneDrive for Business sites (but the list can be dynamic).
• Security trimming: returned results only include content the user has read access to.
• Users eligible to Microsoft 365 Semantic Index benefit from better results.

Internal only

Public data
• Website content must 

be indexed by Bing.
• Bing is a global service, 

no geo boundary.

• One configuration ID, but can be set using a formula.
• Azure costs covered by Microsoft
• Up to 400 URLs, custom ranking options.
• Max 2 subpages depth (/en/help/), supports direct pages.

• Up to 4 URLs, but the list can be dynamic.
• Max 2 subpages depth (/en/help/), no direct pages.

Bing 
Custom 
Search

Public 
Website

Uploaded 
documents

• Files (max 3 MB) are stored in Dataverse file storage and indexed with Dataverse Search.
• Not possible to offer a URL to the source documents in the citations.
• Configured at the bot level: possible to disable file search at the node level but can’t filter them.

Past 10 turns for 
contextualization



New design patterns with generative AI
New paradigm in topic responses

Why do we share this example?

• This shows how generated responses are 
plugged into a dialog manager (Copilot 
Studio) to ensure that you remain in 
control of the user experience while 
allowing for authored experiences that are 
key functions of your copilot, scripted 
responses that are key for managing the 
answers you want scripted (such as 
marketing-controlled responses) work in 
conjunction with generated responses 
allowing the enterprise to remain in full 
control of the experience. 

• This allows for an end-to-end enterprise 
conversational platform to build effective 
and managed experiences that delight 
customers, while reducing the overhead 
and cost of maintaining fully scripted 
experiences of the past.

Topic examples:

• Authored Topics
“How many miles do I have in my 
account?”

• FAQ / Scripted Responses
“Why are all flights currently grounded?”

• Generated Responses
“What type of snacks are available on 
your flights?”

• Escalation
“Can I talk to an agent?”

Authored Topics

Unified
Authoring Canvas

Copilot-assisted 
Authoring

FAQ / Scripted Responses

Copilot Studio Topics FAQ via Question 
Answering

Generated Responses

Generative
Answers

Large Language Models

Escalation

Omnichannel Live Agent Hand-off

STAGE 1

*…STAGE 2

…STAGE 3

…STAGE 4

* Will only move to next stage(s) if necessary



Infusing generative AI into topics example
Finding the right place for generative AI in your new or existing copilots

Why do we share this example?

• Generative answers unlock new use 
cases for copilots where dialog paths no 
longer need to be fully anticipated. 

• By plugging generative answers into your 
internal and external data sources, the 
copilot can search and summarize 
answers for user queries.

• It’s not an ‘either’ choice: you can 
configure generative answers wherever 
you choose in your topics, and the data 
sources can both be dynamic, hard 
coded, or enriched with context variables.

• It’s still a good idea to have generative 
answers also configured in the 
Conversational boosting topic that 
triggers before Fallback, to try to catch 
and answer user queries with broader 
data sources before they get to Fallback.

• While planning for generative answers, it’s 
important to plan for follow-up questions 
(should they remain in context of the 
previous answer or trigger a new topic?) 
and how you will measure, track, and 
validate that the generated answers are 
accurate and answer the user questions.

Useful resources:

• Data sources: public websites, Bing 
Custom Search, SharePoint/OneDrive, 
Custom Data, uploaded documents, 
Azure OpenAI on your data.

Pattern #2: 
Enriching your existing 
Fallback

Fallback

Your 2nd layer if no results are 
turned: Generative Answers

Your current Fallback logic, 
e.g. Question Answering 

Pattern #3:

For simple, single-turn 
question & answer topics, 
group them into a single or 
multiple new topics with 
their past trigger phrases 

Topic 1

New Topic A, merging previous topics trigger 
phrases and using Generative Answers

Topic 2 Topic 3 Topic 4 Topic 5

New Topic B with 
Generative Answers

Pattern #1:

Placing Generative 
Answers as the first level of 
unknown intent logic 
before Fallback.

Generative Answers

If no answer: Fallback

https://learn.microsoft.com/en-us/microsoft-copilot-studio/nlu-boost-conversations#url-considerations
https://learn.microsoft.com/en-us/microsoft-copilot-studio/nlu-generative-answers-bing
https://learn.microsoft.com/en-us/microsoft-copilot-studio/nlu-generative-answers-bing
https://learn.microsoft.com/en-us/microsoft-copilot-studio/nlu-generative-answers-sharepoint-onedrive
https://learn.microsoft.com/en-us/microsoft-copilot-studio/nlu-generative-answers-custom-data
https://learn.microsoft.com/en-us/microsoft-copilot-studio/nlu-documents
https://learn.microsoft.com/en-us/microsoft-copilot-studio/nlu-generative-answers-azure-openai


Child Topic 

Child Topic 

Intent Recognition

No Intent Recognized #1

No Intent Recognized #2

Service Desk KB

If no matching 
topic trigger phrase

If no matching 
Conversational 
Boosting content

Child Topic

Customer FAQ

Conversational 
Boosting

Fallback

Trigger Topic Topic LogicUser Query

Utterance

Child Topic

Infusing generative AI into topics example
Mixing scripted dialog paths and generative answers from different data sources

Why do we share this example?

• Generative answers unlock new use 
cases for copilots where dialog paths no 
longer need to be fully anticipated. 

• By plugging generative answers into your 
internal and external data sources, the 
copilot can search and summarize 
answers for user queries.

• It’s not an ‘either’ choice: you can 
configure generative answers wherever 
you choose in your topics, and the data 
sources can both be dynamic, hard 
coded, or enriched with context variables.

• It’s still a good idea to have generative 
answers also configured in the 
Conversational boosting topic that 
triggers before Fallback, to try to catch 
and answer user queries with broader 
data sources before they get to Fallback.

• While planning for generative answers, it’s 
important to plan for follow-up questions 
(should they remain in context of the 
previous answer or trigger a new topic?) 
and how you will measure, track, and 
validate that the generated answers are 
accurate and answer the user questions.

Useful resources:

• Data sources: public websites, Bing 
Custom Search, SharePoint/OneDrive, 
Custom Data, uploaded documents, 
Azure OpenAI on your data.

D
is

am
bi

gu
at

io
n 

To
pi

c

Power Automate logic

Standard dialog

Escalation

Condition-based SharePoint 
sites Generative Answers

ServiceNow Custom Data 
Generative Answers

Variable-augmented Public 
Website Generative Answers

Azure OpenAI On Your Data 
Generative Answers

ChatGPT-like experience

https://learn.microsoft.com/en-us/microsoft-copilot-studio/nlu-boost-conversations#url-considerations
https://learn.microsoft.com/en-us/microsoft-copilot-studio/nlu-generative-answers-bing
https://learn.microsoft.com/en-us/microsoft-copilot-studio/nlu-generative-answers-bing
https://learn.microsoft.com/en-us/microsoft-copilot-studio/nlu-generative-answers-sharepoint-onedrive
https://learn.microsoft.com/en-us/microsoft-copilot-studio/nlu-generative-answers-custom-data
https://learn.microsoft.com/en-us/microsoft-copilot-studio/nlu-documents
https://learn.microsoft.com/en-us/microsoft-copilot-studio/nlu-generative-answers-azure-openai


Azure OpenAI reference architecture
Azure OpenAI Landing Zone reference architecture

Why do we share this example?

• Using your own Azure OpenAI service? 
Consider reviewing the Azure OpenAI 
Landing Zone.

• Azure Landing Zones provide a solid 
foundation for your cloud environment. 
When deploying complex AI services such 
as Azure OpenAI, using a Landing Zone 
approach helps you manage your 
resources in a structured, consistent 
manner, ensuring governance, 
compliance, and security are properly 
maintained.

• The Azure OpenAI Landing Zone is a 
reference architecture that integrates a 
variety of services to create a seamless 
infrastructure for running OpenAI 
workloads.

Useful resources:
• Azure OpenAI Landing Zone reference 

architecture

https://techcommunity.microsoft.com/t5/azure-architecture-blog/azure-openai-landing-zone-reference-architecture/ba-p/3882102
https://techcommunity.microsoft.com/t5/azure-architecture-blog/azure-openai-landing-zone-reference-architecture/ba-p/3882102


Generative answers
Dynamically generate answers real-time based on content you choose

Why do we ask these questions?

• By default, generative answers is 
available in the ‘Conversational boosting’ 
system topic that triggers just before 
‘Fallback’, when an intent isn’t 
recognized.

• Generative answers nodes can however 
be used throughout your custom and 
system topics, and the data sources be 
different and even set dynamically.

Useful resources:

• Generative answers
• Generative answers node
• Generative answers with Bing Custom 

Search (video)
• Generative answers with custom data –

ServiceNow (video)
• Generative answers with uploaded 

documents (video)
• Customize responses with generative 

answers (video)

What data sources are you 
using for generative 
answers?
Do you use custom 
instructions?

Where, in your topic 
structure, do you leverage 
generative answers?

Do you have more advanced 
scenarios that require your 
own large language models 
(LLMs)?

https://learn.microsoft.com/en-us/microsoft-copilot-studio/nlu-boost-conversations
https://learn.microsoft.com/en-us/microsoft-copilot-studio/nlu-boost-node
https://www.youtube.com/watch?v=5qJwH4GrxFY
https://www.youtube.com/watch?v=5qJwH4GrxFY
https://www.youtube.com/watch?v=iGjpLFupYlM
https://www.youtube.com/watch?v=iGjpLFupYlM
https://www.youtube.com/watch?v=exkFbT9qyCM
https://www.youtube.com/watch?v=exkFbT9qyCM
https://www.youtube.com/watch?v=gd54iQ00eQE
https://www.youtube.com/watch?v=gd54iQ00eQE


Generative actions
Intelligently chain together plugins 

Why do we ask these questions?

• Generative actions enable copilots, with 
the Azure OpenAI-powered conversation 
engine, to select and chain together 
plugins, to complete tasks for your users 
without any manual authoring required.

• Dynamic chaining allows to replace 
Copilot Studio NLU (including Azure CLU) 
with one based on a GPT large language 
model, allowing to do multi-intent 
recognition and advanced entity 
extraction.

Useful resources:

• Copilot Studio copilot building experience 
with generative AI

• How to use plugin actions (video)

Do you plan to use plugin 
actions and if yes, how?

Do you plan to replace the 
standard NLU with dynamic 
chaining?

https://www.youtube.com/watch?v=WLNt7biP0ps
https://www.youtube.com/watch?v=WLNt7biP0ps
https://www.youtube.com/watch?v=YDX5aixOicY


Generative builder
Intelligent topic authoring support 

Why do we ask these questions?

• In addition to the traditional method for 
creating and editing topics, Copilot Studio 
lets you create and iterate on topics by 
describing what you want and having AI 
build it for you, significantly decreasing 
the time it takes to create and update 
copilot topics.

• While AI helps get faster to results, it’s 
important to check that the generated 
content works as intended and meets 
expectations.

Useful resources:

• Create (and edit) with copilot
• Topic authoring with copilot (video)

Do you plan to use the 
generative builder to design 
new topics or update 
existing ones?

Please describe how

https://learn.microsoft.com/en-us/microsoft-copilot-studio/nlu-authoring
https://www.youtube.com/watch?v=dJA_SJoU2Os


Other AI requirements
Detail other expected AI capabilities for your project

Why do we ask these questions?

• Understand if other existing or custom AI 
capabilities are to be leveraged in the 
project.

Useful resources:

• AI features for Teams and Classic bots
Do you have other AI 
requirements for your 
copilot project?

https://learn.microsoft.com/en-us/microsoft-copilot-studio/advanced-ai-features
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Integrations
Overview of all integrations with other systems and expected volumes

Why do we ask these questions?

• Understanding the various systems that 
the copilot, or its underlying environment, 
will connect to, the purpose of these 
integrations, and the expected volumes.

Useful resources:

• Use Power Automate cloud flows
• Perform HTTP requests
• Use plugin actions
• Use Bot Framework skills 

Connected 
system Called by Called with Expected 

daily volume
Expected 
peak Details / purpose

Example answer (you can delete this)

ServiceNow Service Desk 
KB topic

Cloud flow 5,000 1,000 The user query is used as an input to run a 
query on ServiceNow knowledge base 
using the standard connector. A JSON of 
results is returned to Copilot Studio for 
generative actions custom data.

Contoso 
website

Conversational 
Boosting topic

Generative 
answers

1,000 100 https://contoso.com/en-us/FAQ with /en-
us/ being dynamically set based on the 
user locale variable.

Internal 
Directory API

Conversation 
Start topic

Cloud flow 15,000 5,000 Use of the on-premises data gateway to 
connect to an internal API.

Weather API Weather topic HTTP 500 100 GET request to a REST-based API

Teams Meeting 
Booking topic

Plugin 1,500 300 Create a Teams meeting based on 
conversation inputs.

Bot Framework 
Skill

Travel topic Skills 2,000 400 Leveraging existing Bot Framework Skill to 
book travels.

SAP Every 24h Cloud flow 20,000 - Daily batch synchronization of the product 
catalogue from SAP to Dataverse.

https://learn.microsoft.com/en-us/microsoft-copilot-studio/advanced-flow
https://learn.microsoft.com/en-us/microsoft-copilot-studio/authoring-http-node
https://learn.microsoft.com/en-us/microsoft-copilot-studio/advanced-plugin-actions
https://learn.microsoft.com/en-us/microsoft-copilot-studio/advanced-use-skills


Power Automate and HTTP requests
Leveraging the 1,000+ connectors to extend your copilot

Why do we ask these questions?

• Power Automate offers great integration 
capabilities, with more 1,000 native 
connectors or ways to create your own 
custom connectors to your APIs.

• For a good end-user experience, cloud 
flows triggered from Copilot Studio must 
execute quickly so that the user doesn’t 
have to wait too long for the copilot to 
answer.

• Cloud flows triggered from Copilot Studio 
have a maximum of 100 seconds to return 
to Copilot Studio before they time out.

• You can make HTTP requests directly from 
Copilot Studio, to avoid invoking cloud 
flows and trim a few milliseconds.

Useful resources:

• Call a flow as an action
• Perform HTTP requests
• Power Automate Standards by MVP 

Matthew Devaney

How are you optimizing your 
cloud flows and HTTP 
requests to make sure they 
run as fast as possible?

Do you call cloud flows that 
don’t have any connector as 
part of their actions? 
If yes, why?

How do you handle cloud 
flow timeouts and limits 
(e.g., throttling)?

https://learn.microsoft.com/en-us/microsoft-copilot-studio/advanced-use-flow
https://learn.microsoft.com/en-us/microsoft-copilot-studio/authoring-http-node
https://www.matthewdevaney.com/?s=Power+Automate+Standards
https://www.matthewdevaney.com/?s=Power+Automate+Standards


Handling cloud flow timeouts example #1
Return results to the copilot before the 100th second

Why do we share this example?

• By adding a parallel branch that returns a 
result to Copilot Studio within 100s, you 
can more gracefully handle the timeout 
on the copilot side.

Useful resources:

• FlowActionTimedOut error code
• MVP Matt Jimison's example of handling 

cloud flow timeouts in Copilot Studio

https://learn.microsoft.com/en-us/microsoft-copilot-studio/error-codes?tabs=webApp#flowactiontimedout
https://mattjimison.com/2023/05/16/the-execution-of-template-action-return_values_to_power_virtual_agents-is-failed/
https://mattjimison.com/2023/05/16/the-execution-of-template-action-return_values_to_power_virtual_agents-is-failed/


Handling cloud flow timeouts example #2
Return results to the copilot and let long-running logic continue

Why do we share this example?

• Cloud flows can continue to run after 
outputs are returned to Copilot Studio.

• Place long running logic after the “Return 
value(s) to Copilot Studio” step.

• When deploying to Microsoft Teams, the 
‘send proactive message’ message 
feature could be used to have the bot 
send the message to the user, once it is 
ready on the Power Automate side.

Useful resources:

• FlowActionTimedOut error code
• Notify bot users in Teams with proactive 

messages

https://learn.microsoft.com/en-us/microsoft-copilot-studio/error-codes?tabs=webApp#flowactiontimedout
https://learn.microsoft.com/en-us/microsoft-copilot-studio/advanced-proactive-message
https://learn.microsoft.com/en-us/microsoft-copilot-studio/advanced-proactive-message


Deployed channels
Overview of all integrations with other systems and expected volumes

Why do we ask these questions?

• Copilot Studio deploys to multiple 
channels natively (Teams, websites, 
Facebook, Power Pages, Power Apps 
canvas apps, etc.). 

• For advanced scenarios such as custom 
apps or web clients, customers can 
integrate with the copilot’s Direct Line 
API.

• The Direct Line API supports WebSocket, 
and efficient streaming  method to push 
messages to clients, whereas the HTTP 
GET interface enables clients to explicitly 
request messages.

• For additional channels, customers 
would typically setup a relay copilot to 
use Azure Copilot Services channels and 
potentially use community channel 
adapters.

Useful resources:

• Publish a copilot to various channels
• Key concepts in the Bot Framework Direct 

Line API 3.0
• Add a Copilot Studio bot to Azure Copilot 

Service channels
• Available Azure Copilot Service channels
• Channels and Community / Botkit

Adapters

Channel Expected Volume Details

Example answer (you can delete this)
Teams 5,000 / month Deployed as a Teams app to all employees.

Direct Line – Intranet website 10,000 / month Deployed using the standard custom website integration.

Direct Line – WhatsApp 2,000 / month Azure relay copilot + channel adapter connecting to Infobip

Direct Line – Voice 5,000 / month Voice channel through 3rd-party AudioCodes

https://learn.microsoft.com/en-us/microsoft-copilot-studio/publication-fundamentals-publish-channels?tabs=preview
https://learn.microsoft.com/en-us/azure/bot-service/rest-api/bot-framework-rest-direct-line-3-0-concepts?view=azure-bot-service-4.0&preserve-view=true
https://learn.microsoft.com/en-us/azure/bot-service/rest-api/bot-framework-rest-direct-line-3-0-concepts?view=azure-bot-service-4.0&preserve-view=true
https://learn.microsoft.com/en-us/microsoft-copilot-studio/publication-connect-bot-to-azure-bot-service-channels
https://learn.microsoft.com/en-us/microsoft-copilot-studio/publication-connect-bot-to-azure-bot-service-channels
https://learn.microsoft.com/en-us/azure/bot-service/bot-service-manage-channels?view=azure-bot-service-4.0&preserve-view=true#channels-list
https://github.com/microsoft/botframework-sdk#channels-and-adapters
https://github.com/microsoft/botframework-sdk#channels-and-adapters


Deployed clients
List the different clients the for the copilot

Why do we ask these questions?

• There are many available options to 
deploy a copilot interface to users.

• Depending on the channel and client, not 
all Markdown and adaptive card formats 
may be supported.

Useful resources:

• Configure a copilot for a live website
• Customize the web chat canvas (simple)
• Customize and host your own chat 

canvas (advanced)
• Bot Framework Web Chat canvas
• Format your bot messages in Teams
• Markdown Guide
• Adaptive Cards

Client Details Client Customization 
requirements

Message formatting 
requirements

Example answer (you can delete this)
Default Web Chat canvas V1 MVP Simple CSS and JavaScript 

styling options
Simple markdown
1.5 adaptive cards

Bot Framework Web Chat V2 for advanced styling 
and controls

Logo & brand identity Simple markdown
1.6 adaptive cards

Genesys Cloud chat client V3 to add handoff Logo & brand identity Simple markdown
1.6 adaptive cards

Teams For internal teams N/A Simple markdown
1.6 adaptive cards

SMS N/A Text only

https://learn.microsoft.com/en-us/microsoft-copilot-studio/publication-connect-bot-to-web-channels?tabs=preview
https://learn.microsoft.com/en-us/microsoft-copilot-studio/customize-default-canvas?tabs=web#customize-the-default-canvas-simple
https://learn.microsoft.com/en-us/microsoft-copilot-studio/customize-default-canvas?tabs=web#customize-and-host-your-chat-canvas-advanced
https://learn.microsoft.com/en-us/microsoft-copilot-studio/customize-default-canvas?tabs=web#customize-and-host-your-chat-canvas-advanced
https://learn.microsoft.com/en-us/azure/bot-service/bot-builder-webchat-overview?view=azure-bot-service-4.0
https://learn.microsoft.com/en-us/microsoftteams/platform/bots/how-to/format-your-bot-messages
https://www.markdownguide.org/
https://adaptivecards.io/


Hand off to a live agent
Copilot Studio lets you hand over copilot conversations to a human

Why do we ask these questions?

• When requiring hand off to an agent, the 
chat client must be the one of connected 
engagement hub, that is placed at the 
front, and not Copilot Studio. The 
engagement hub integrates with Copilot 
Studio through APIs, and that’s how it’s 
able to take over a conversation from a 
copilot to escalate to a live agent.

A full hand off to an engagement hub follows 
this pattern:
1. An end-user interacts with the 

engagement hub's chat canvas.
2. The engagement hub routes the incoming 

chat through routing capabilities.
3. A custom adapter relays the incoming 

chat messages to the Copilot Studio  
copilot.

4. Once the end user triggers hand-off, 
Copilot Studio starts hand-off with full 
chat context.

5. The custom adapter intercepts the hand-
off message and context, and seamlessly 
routes the conversation to an agent.

6. The end user's chat is handed off to an 
agent who can resume the conversation.

Useful resources:

• Hand off with Dynamics 365 
Omnichannel for Customer Service

• Hand off conversations to any generic 
engagement hub

Are you handing off 
conversations to Dynamics 
365 Omnichannel for 
Customer Service? 
(dedicated section)

Are you handing off 
conversations to another 
engagement hub solution?
If yes, which one and how?

What chat client are you 
placing in front of your end-
users?

https://learn.microsoft.com/en-us/dynamics365/customer-service/administer/configure-bot-virtual-agent
https://learn.microsoft.com/en-us/dynamics365/customer-service/administer/configure-bot-virtual-agent
https://learn.microsoft.com/en-us/microsoft-copilot-studio/configure-generic-handoff
https://learn.microsoft.com/en-us/microsoft-copilot-studio/configure-generic-handoff


Handing off to a live agent
Why do we share this?

• The preferred and most standard 
approach to handle hand off with a live 
agent is to use the engagement hub chat 
canvas at the front. 

• This is how most standard integrations 
with 1st-party or 3rd-party contact centers 
are done and made available. 

• Pros:
✓ Easier to setup without too much 

overhead (frontend configuration).
✓ Agent messaging and capability 

maintain full fidelity.
✓ Existing engagement hub capabilities 

(agent takeover, sentiment analysis, 
supervisory…) continue to work as-is.

• Cons:
× No ability to intercept human agent 

messages upon escalation (unless 
engagement hub supports an API).

× No whisper mode (unless 
engagement hub supports it)

× No control over user experience of 
responses (messages, cards) emitted 
from bot.

Useful resources:

• Hand off to a live agent
• Hand off with Dynamics 365 Customer 

Service, Genesys, LivePerson, Salesforce 
Einstein Bot, ServiceNow.

• Hand off conversations to any generic 
engagement hub

Engagement Hub 
Chat Canvas

Pattern 1: “bot-as-an-agent” Engagement Hub at the front, Copilot Studio at the back

Engagement Hub
Adapter

(sometimes native with 
3rd-party providers)

Copilot Studio 
Direct Line APIs

End-user Live agent

Contact Center Azure or other Copilot Studio

1. End-user chats with the Engagement Hub chat canvas and an adapter relays 
messages with a Copilot Studio copilot through the Direct Line APIs.

2. When an escalation event is sent by the Copilot Studio copilot APIs, the 
Engagement Hub takes over the conversation.

3. A live agent can resume the chat with the end-user.

1

2

1

2

3

3

https://learn.microsoft.com/en-us/microsoft-copilot-studio/advanced-hand-off
https://learn.microsoft.com/en-us/dynamics365/customer-service/administer/configure-bot-virtual-agent
https://learn.microsoft.com/en-us/dynamics365/customer-service/administer/configure-bot-virtual-agent
https://learn.microsoft.com/en-us/microsoft-copilot-studio/customer-copilot-genesys-handoff
https://learn.microsoft.com/en-us/microsoft-copilot-studio/customer-copilot-liveperson-handoff
https://learn.microsoft.com/en-us/microsoft-copilot-studio/customer-copilot-salesforce-handoff
https://learn.microsoft.com/en-us/microsoft-copilot-studio/customer-copilot-salesforce-handoff
https://learn.microsoft.com/en-us/microsoft-copilot-studio/customer-copilot-servicenow
https://learn.microsoft.com/en-us/microsoft-copilot-studio/configure-generic-handoff
https://learn.microsoft.com/en-us/microsoft-copilot-studio/configure-generic-handoff


Handing off to a live agent
Why do we share this?

• An alternative but more custom and 
complex approach is to use Copilot 
Studio at the front and integrate through 
an engagement hub APIs through a skill.

• Pros:
✓ Copilot Studio is always in the loop, 

including agent messages.
✓ Full control over how responses 

(messages, cards, etc.) emitted from 
the bot are shown to end-user.

✓ Agent may be assisted in whisper 
mode (i.e., agent assist).

✓ Opportunity for the bot to do skill-
based routing to the right agent.

• Cons:
× Engagement hub must be sufficiently 

extensible to support this pattern.
× Many hops between systems.
× Requires a pro-dev and PaaS 

approach for the Bot Framework skill.
× Heavy overhead and integrations of 

the hub with Copilot Studio.
× Live agent is limited to using a 

compatible chat canvas.
× No ability for channel provider to 

customize their agent messages to 
show up in the canvas.

× Agent takeover / supervisor 
capabilities likely aren’t possible.

Useful resources:

• Hand off to a live agent
• Use Microsoft Bot Framework skills

Chat 
Canvas

Pattern 2: “bot-in-the-loop” Copilot Studio at the front, Engagement Hub at the back

Copilot Studio 
Direct Line APIs

Microsoft Bot 
Framework Skill

Engagement Hub 
& APIs

End-user Live agent

Copilot Studio Azure Bot Service Contact Center

1. End-user chats with the Copilot Studio copilot through the chat canvas (the 
standard one or a custom one that integrates with Copilot Studio Direct Line APIs).

2. When an escalation event occurs, Copilot Studio triggers a Bot Framework skill.

3. The skill relays messages back and forth between the Contact Center live agent and 
the end-user through the Engagement Hub APIs

1

2 3

1

2

3

https://learn.microsoft.com/en-us/microsoft-copilot-studio/advanced-hand-off
https://learn.microsoft.com/en-us/microsoft-copilot-studio/advanced-use-skills


Security, 
monitoring & 
governance

 Security and administration controls
 Copilot security configuration
 Data loss prevention policies
 Tenant and environment security
 Authentication & channel security
 Single sign-on
 Monitoring
 Governance
 Compliance 



Security and administration controls
Why do we share this?

• Data loss prevention (DLP) policies can 
be configured at tenant-level to apply 
either to all environments, only specific 
environments, or all environments except 
specific ones. DLP policies can enforce 
authentication, disable specific channels 
(e.g., Direct Line, Teams, Omnichannel, 
Facebook), block specific connectors, or 
block the use of skills. Individual copilots 
can be exempted from DLP policies.

• The publishing of copilots using 
generative AI features such as generative 
answers can be completely blocked at 
the tenant level.

• For environments outside of the U.S. 
region, generative AI features can be 
blocked at the environment-level. The 
public data source (Bing) can also be 
individually disabled.

Useful resources:

• Security and governance in Copilot Studio
• Enforce DLP policies for Copilot Studio
• Exempt a copilot from DLP policies
• Assign Copilot Studio user licenses
• Control user access to environments
• Manage app permissions in Microsoft 

Teams to block the PVA Teams app
• Disable self-service trial sign-ups: set 

AllowAdHocSubscriptions to $false
• Share a copilot for collaborative authoring
• Configure web channel security

✓ Data loss prevention (DLP) policies can be enforced for 
Copilot Studio and applied to all environments to:
• Allow/block unauthenticated usage.
• Allow/block individual channels.
• Allow/block individual connectors.
• Allow/block connecting to skills.

✓ Allow/block publishing of bots that use generative AI.

✓ Allow/block M365 Copilot Conversational Plugins.

✓ Allow/block access to the Copilot Studio authoring web 
app (i.e., copilotstudio.microsoft.com) can be 
controlled by:
• Assignment/removal of a Copilot Studio User 

License to an individual user or to a security group.
• Allow/block self-service trials for the tenant.

✓ Allow/block access to the Copilot Studio Teams app 
(i.e., aka.ms/PVAforTeams)

Copilot Studio features controls Copilot Studio maker access controls

Available security, governance and AI controls at the tenant, environment, or copilot level

TE
N

AN
T

✓ Data loss prevention(DLP) policies can be scoped to 
exclude specific environments to allow required 
capabilities (e.g., allow unauthenticated usage).

✓ For environments outside of the U.S. region:
• Allow/block generative AI features.
• Allow/block the public data source (i.e., Bing).

✓ Allow/block environment access with security groups.

✓ Allow/block permissions to create, read, update or 
delete bots through security roles. Dataverse tables:
• Chatbot (bot)
• Chatbot Subcomponent (botcomponent)
• Conversation Transcript (conversationtranscript)

EN
VI

R
O

N
M

EN
T

✓ Individual bots can be exempted from DLP policies.

✓ Enable/disable dynamic chaining at bot level

✓ Enable/disable generative answers at bot level.

✓ Enable/disable intelligent topic authoring at user level.

✓ Set bot authentication (None – if allowed, Only for 
Teams/Power Apps, and Manual – i.e., app registration)

✓ Enforce Web Channel security at bot level.

✓ Share/unshare bots with other users for authoring.

✓ Users with a System Administrator or System 
Customizer roles can read and update all bots and 
transcripts.C

O
PI

LO
T

https://learn.microsoft.com/en-us/microsoft-copilot-studio/security-and-governance
https://learn.microsoft.com/en-us/microsoft-copilot-studio/admin-data-loss-prevention#enable-dlp-enforcement-for-chatbots
https://learn.microsoft.com/en-us/microsoft-copilot-studio/admin-data-loss-prevention#exempt-a-bot-from-dlp-policies
https://learn.microsoft.com/en-us/microsoft-copilot-studio/requirements-licensing?tabs=web
https://learn.microsoft.com/en-us/power-platform/admin/control-user-access
https://learn.microsoft.com/en-us/microsoftteams/manage-apps
https://learn.microsoft.com/en-us/microsoftteams/manage-apps
https://learn.microsoft.com/en-us/entra/identity/users/directory-self-service-signup
https://learn.microsoft.com/en-us/microsoft-copilot-studio/admin-share-bots?tabs=web#share-a-bot-for-collaborative-authoring
https://learn.microsoft.com/en-us/microsoft-copilot-studio/configure-web-security
https://copilotstudio.microsoft.com/
https://aka.ms/PVAforTeams


Copilot security configuration
Detail your security requirements

Why do we ask these questions?

• Understanding your key requirements 
around security and making sure they are 
mapped with existing features.

• Identify alternatives for scenarios not 
natively covered.

Useful resources:

• Copilot Studio security

Do you have a list of security 
requirements for your 
copilot?

How are you going to 
implement these?

https://learn.microsoft.com/en-us/microsoft-copilot-studio/configuration-fundamentals?tabs=web


Data loss prevention policies
Enforcing security settings as well as exceptions at a global level

Why do we ask these questions?

• Administrators can govern copilots in 
their organization by using data loss 
prevention (DLP) policies with specific 
Copilot Studio connectors.

• Channels (Teams, Direct Line, Facebook, 
Omnichannel), unauthenticated use, and 
Bot Framework skills can be allowed or 
blocked.

Useful resources:

• Security and governance in Copilot Studio
• Apply data loss prevention policies to 

copilots
• Connector endpoint filtering

How do you ensure that 
internal confidential data 
doesn’t get available 
externally?

Do you plan to use DLP 
policies to enforce Copilot 
Studio allowed channels 
and authentication settings?

Do you plan to use DLP 
policies to enforce allowed 
or blocked Power Automate 
connectors or HTTP 
requests?

https://learn.microsoft.com/en-us/microsoft-copilot-studio/security-and-governance
https://learn.microsoft.com/en-us/microsoft-copilot-studio/admin-data-loss-prevention
https://learn.microsoft.com/en-us/microsoft-copilot-studio/admin-data-loss-prevention
https://learn.microsoft.com/en-us/power-platform/admin/connector-endpoint-filtering


Tenant and environment security
Securing access to data

Why do we ask these questions?

• Copilot conversation transcripts are 
automatically stored in Dataverse. 

• These can contain sensitive customer 
information that need to be protected.

Useful resources:

• Power Platform security
• Microsoft Entra multifactor authentication
• Microsoft Entra Conditional Access
• Use Azure Key Vault secrets
• Just-In-Time Access Management
• Manage application users
• Manage group teams
• Customer Lockbox

Do you enforce strong 
requirements for authentication?

How do you control privileged 
users access to sensitive data?

How do you manage secrets?

Do you use service principals or 
managed identities?

Do you have network security 
requirements?

Do you audit and review access 
periodically?

https://learn.microsoft.com/en-us/power-platform/admin/security
https://learn.microsoft.com/en-us/entra/identity/authentication/concept-mfa-howitworks
https://learn.microsoft.com/en-us/power-platform/guidance/adoption/conditional-access
https://learn.microsoft.com/en-us/power-apps/maker/data-platform/environmentvariables#use-azure-key-vault-secrets
https://github.com/jenschristianschroder/JIT-Access-Management
https://learn.microsoft.com/en-us/power-platform/admin/manage-application-users
https://learn.microsoft.com/en-us/power-platform/admin/manage-group-teams
https://learn.microsoft.com/en-us/power-platform/admin/about-lockbox


Authentication & channel security
Authentication requirements

Why do we ask these questions?

• Authentication allows users to sign in, 
giving your copilot access to a restricted 
resource or information. Users can sign in 
with Microsoft Entra ID, or with any 
OAuth2 identity provider such as Google 
or Facebook.

• With Direct Line-based security, you can 
enable access only to locations that you 
control by enabling secured access with 
Direct Line secrets or tokens.

Useful resources:

• Configure user authentication
• Configure user authentication with 

Microsoft Entra ID
• Configure web channel security

Is the copilot working 
unauthenticated, 
authenticated, or both?

If yes, what is the 
authentication service?

Do you need to enforce web 
and Direct Line channel 
security?

https://learn.microsoft.com/en-us/microsoft-copilot-studio/configuration-end-user-authentication
https://learn.microsoft.com/en-us/microsoft-copilot-studio/configuration-authentication-azure-ad
https://learn.microsoft.com/en-us/microsoft-copilot-studio/configuration-authentication-azure-ad
https://learn.microsoft.com/en-us/microsoft-copilot-studio/configure-web-security


Single sign-on (SSO)
Automatic signing in authenticated users

Why do we ask these questions?

• Copilot Studio supports single sign-on 
(SSO), which means copilots can sign the 
user in.

• SSO needs to be implemented on your 
web pages, mobile applications.

• For Microsoft Teams, SSO is seamless if 
you select the “Only in Teams” 
authentication. It can also be configured 
with Manual AAD v2, but in this case the 
Teams app must be deployed as a zip file, 
not with the 1-click Teams deployment 
from Copilot Studio.

Useful resources:

• Configure SSO with Entra ID for web/apps
• Configure SSO with Entra ID for Teams

Do you have SSO 
requirements?

How are you going to 
implement these?

https://learn.microsoft.com/en-us/microsoft-copilot-studio/configure-sso?tabs=webApp
https://learn.microsoft.com/en-us/microsoft-copilot-studio/configure-sso-teams


Monitoring
Capture telemetry, measure performance, and setup alerts with Application Insights

Why do we ask these questions?

• In addition to the native analytics features 
within Copilot Studio, you can send 
telemetry data to Application Insights.

• You can send custom events to Azure 
Application Insights.

Useful resources:

• Capture Copilot Studio telemetry with 
Azure Application Insights

• Set up Application Insights with Power 
Automate

How do you plan to 
technically monitor your 
copilots?

How do you plan to 
technically monitor your 
integrations and cloud 
flows?

Do you have other technical 
monitoring requirements 
and plans?

https://learn.microsoft.com/en-us/microsoft-copilot-studio/advanced-bot-framework-composer-capture-telemetry?tabs=webApp
https://learn.microsoft.com/en-us/microsoft-copilot-studio/advanced-bot-framework-composer-capture-telemetry?tabs=webApp
https://learn.microsoft.com/en-us/power-platform/admin/app-insights-cloud-flow
https://learn.microsoft.com/en-us/power-platform/admin/app-insights-cloud-flow


Azure Application Insights example
Monitoring generative answers results and moderation

customEvents
| where name == "GenerativeAnswers"
// | where cloud_RoleInstance == "MS Learn Chatbot"
| extend cd = todynamic(customDimensions)
| extend conversationId = tostring(cd.conversationId)
| extend topic = tostring(cd.TopicName)
| extend message = tostring(cd.Message)
| extend result = tostring(cd.Result)
| extend SerializedData = tostring(cd.SerializedData)
| extend Summary = tostring(cd.Summary)
| extend feedback = 
tostring(todynamic(replace_string(SerializedData,"$","")).value)
| project cloud_RoleInstance, name, timestamp, conversationId, topic, message, 
result, feedback, Summary
| order by timestamp desc



Governance
How to you govern Copilot Studio at scale?

Why do we ask these questions?

• As customers expand their use of 
Microsoft Power Platform to enable 
citizen developers across their 
organizations, they also seek capabilities 
to govern and monitor usage. 

• The Microsoft Power Platform CoE Starter 
Kit is a collection of components and 
tools that are designed to help 
organizations develop a strategy for 
adopting and supporting Power Platform.

CoE Starter Kit features for 
Copilot Studio

• Keep track of the number of 
conversations per copilot over time, with 
daily aggregates. 

• Allocate a number of conversations per 
environment

• Receive capacity email alerts when 
environment add-ons get near or over 
their allocated number of conversations.

• Get an overview dashboard of Copilot 
Studio usage in a tenant over time as well 
as an all-up conversation consumption 
versus allocation.

Useful resources:

• Center of Excellence Starter Kit with 
Copilot Studio: Govern, Monitor and 
Manage

Do you plan to use the 
Center of Excellence Starter 
Kit to monitor your copilots 
in your tenant?

Do you have specific 
governance requirements?

Do you allow users to create 
copilots using Copilot 
Studio for Teams?

Do you allow users to create 
Copilot Studio trials?

https://powervirtualagents.microsoft.com/en-us/blog/center-of-excellence-starter-kit-with-power-virtual-agents-govern-monitor-manage/
https://powervirtualagents.microsoft.com/en-us/blog/center-of-excellence-starter-kit-with-power-virtual-agents-govern-monitor-manage/
https://powervirtualagents.microsoft.com/en-us/blog/center-of-excellence-starter-kit-with-power-virtual-agents-govern-monitor-manage/


Compliance
Understand how regulatory requirements impact your project

Why do we ask these questions?

• Microsoft complies with data protection 
and privacy laws applicable to cloud 
services. Our compliance with world-
class industry standards is verified. 

• Environments can be created in specific 
regions, even if different from the region 
the tenant resides in.

• By default, conversation transcripts are 
only kept for 30 days in Dataverse. This 
can be updated on per-environment 
basis.

Useful resources:

• Copilot Studio compliance offerings
• Copilot Studio GDPR compliance
• Copilot Studio Data Locations
• Managing compliance in the cloud
• Service Trust Portal
• Change the default retention period for 

conversation transcripts
• Move data across geographic locations 

for generative AI features outside United 
States

What the regulatory 
requirements and norms 
you need to comply with?

Do you have hard 
requirements as to where 
the data must be located?

Do you have other 
compliance requirements?

https://learn.microsoft.com/en-us/microsoft-copilot-studio/admin-certification
https://learn.microsoft.com/en-us/microsoft-copilot-studio/personal-data-summary
https://learn.microsoft.com/en-us/microsoft-copilot-studio/data-location?tabs=web
https://www.microsoft.com/en-us/trust-center/compliance/compliance-overview
https://servicetrust.microsoft.com/ViewPage/HomePageVNext
https://learn.microsoft.com/en-us/microsoft-copilot-studio/analytics-sessions-transcripts#change-the-default-retention-period
https://learn.microsoft.com/en-us/microsoft-copilot-studio/analytics-sessions-transcripts#change-the-default-retention-period
https://learn.microsoft.com/en-us/microsoft-copilot-studio/manage-data-movement-outside-us
https://learn.microsoft.com/en-us/microsoft-copilot-studio/manage-data-movement-outside-us
https://learn.microsoft.com/en-us/microsoft-copilot-studio/manage-data-movement-outside-us
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Test Q.A. ProductionDevelopment

Application Lifecyle Management
Safely deploy customizations across environments and keep track of changes. 

Why is ALM important?
• Copilot Studio ALM is based on the 

broader Power Platform ALM principles. 
• They use the concept of solutions to 

package and deploy customizations.

What are ALM golden rules?
• Work in the context of solutions
• Create separate solutions only if you need 

to deploy components independently. 
• Use a custom publisher and prefix.
• Use environment variables for settings 

and secrets that change across those.
• Export and deploy solutions as managed, 

unless setting up a dev environment.
• Don’t do customizations outside of dev.
• Consider automating ALM for source 

control and automated deployments.

What needs to be set manually?
• Azure Application Insights integration.
• Deployed channels.
• Some security settings.

Useful resources:
• Use environment variables
• Power Platform ALM
• Power Platform pipelines 
• Azure DevOps Power Platform Build Tools
• GitHub Power Platform Actions
• ALM Accelerator for Power Platform
• Test Framework

Copilot
▪ Contoso Copilot
▪ Copilot Components 

1.0

Cloud Flows
▪ ServiceNow Flow
▪ Internal API Flow

1.2

Connectors & Variables
▪ Connection Reference
▪ Env. Variables
▪ Custom Connector

1.3

Copilot
▪ Contoso Copilot
▪ Copilot Components 

1.0 Copilot
▪ Contoso Copilot
▪ Copilot Components 

1.0 Copilot
▪ Contoso Copilot
▪ Copilot Components 

1.0

Cloud Flows
▪ ServiceNow Flow
▪ Internal API Flow

1.1 Cloud Flows
▪ ServiceNow Flow
▪ Internal API Flow

1.1 Cloud Flows
▪ ServiceNow Flow
▪ Internal API Flow

1.1

Connectors & Variables
▪ Connection Reference
▪ Env. Variables
▪ Custom Connector

1.3 Connectors & Variables
▪ Connection Reference
▪ Env. Variables
▪ Custom Connector

1.3 Connectors & Variables
▪ Connection Reference
▪ Env. Variables
▪ Custom Connector

1.2

Learn from copilot usage in production to make improvements in dev for future releases

Automate

Test

Evaluate options from simple to advanced continuous integration & delivery (CI/CD)
1. Manual deployment of solutions
2. Automated deployment with user-friendly pipelines in Power Platform (no source control)
3. Automated deployment + source control with Azure DevOps or GitHub Power Platform tools.
4. Use of the ALM Accelerator for #2 + #3 and advanced deployment options for both no-code and pro developers.
5. Automated testing of the copilot as part of the deployment process.

Example solution configuration

https://learn.microsoft.com/en-us/power-apps/maker/data-platform/environmentvariables
https://learn.microsoft.com/en-us/power-platform/alm/
https://learn.microsoft.com/en-us/power-platform/alm/pipelines
https://learn.microsoft.com/en-us/power-platform/alm/devops-build-tools
https://learn.microsoft.com/en-us/power-platform/alm/devops-github-actions
https://learn.microsoft.com/en-us/power-platform/guidance/alm-accelerator/overview
https://aka.ms/PVASamples/PVATestFramework


ALM Strategy
Detail your CI/CD processes

Why do we ask these questions?
• It’s key to have a healthy ALM process to 

avoid production issues and catch and fix 
any regression early.

Useful resources:
• Power Platform ALM
• Use segmented solutions

How to you deploy your 
customizations, variables 
and connections?

How do you organize your 
solutions?

Do you source control your 
customizations?

https://learn.microsoft.com/en-us/power-platform/alm/
https://learn.microsoft.com/en-us/power-platform/alm/segmented-solutions-alm


Environments
List the different environments and copilots for your project

Why do we ask these questions?

• Knowing your tenant, environment, and 
copilot ids can be useful for proactive 
monitoring.

• Understanding how you setup your 
environments is also important in relation  
with your ALM processes.

• The region can be meaningful for releases 
and availability of certain features.

• It’s a best practice to limit access to an 
environment to the specific members of a 
Microsoft Entra ID security group.

Useful resources:

• Create and use environments
• Control user access to environments

Name Type Region Required apps Environment Id Bot(s) and Bot Id(s)

Example answer (you can delete this)
Contoso DEV Sandbox Europe D365 + OC Voice 7f8448e4-b056-e6f9-

a235-ddec0aa85c0d
Contoso Copilot 
cb093eb6-ec05-ee11-
8f6e-000d3a5c61dd

Contoso TEST Sandbox Europe D365 + OC Voice 47378d94-f56c-eed0-
b8cd-89d17d7e31b3

Contoso Copilot 
d182abc5-7335-ee11-
bdf4-000d3a37044a

Contoso QA Sandbox Europe D365 + OC Voice 20bb12c3-1a5c-e8ff-
b0f7-4f32adef8616

Contoso Copilot 
64c03bd0-04c4-499a-
8fa6-77de5d1d27aa

Contoso Production Europe D365 + OC Voice c53bf002-7923-4d1c-
b5ae-3265093d59e1

Contoso Copilot 
65d3b807-8cd7-4b58-
afae-768ecd914db7

Tenant ID 8a235459-3d2c-415d-8c1e-e2fe133509ad

https://learn.microsoft.com/en-us/microsoft-copilot-studio/environments-first-run-experience
https://learn.microsoft.com/en-us/power-platform/admin/control-user-access


Licensing & capacity
Aligning product, user licenses & add-ons to technical and business requirements

Why do we ask these questions?

• Understanding what you have purchased 
in terms of capacity for the project.

• Potential impact of design on capacity 
and licensing. E.g., keeping conversation 
transcripts will grow database storage.

• Additional services, such as Azure 
OpenAI and AI Search (if used as the 
Azure OpenAI ‘on your data’ data source 
in generative answers), Data Lake (if used 
to store conversation transcripts) or 
Application Insights (to log additional 
telemetry) require an Azure subscription.

• Power Automate cloud flows owned by a 
service principals require a Power 
Platform Process license. If owned by a 
user, they’re covered for premium 
connectors and come with a base 
capacity of 250,000 requests per month.

Useful resources:

• Assign user licenses and manage access
• Quotas in Copilot Studio
• Licensing overview for Power Platform
• Copilot Studio pricing
• Power Automate pricing
• Power Platform Licensing Guide
• Azure OpenAI Service pricing
• Azure AI Search pricing
• Azure Data Lake pricing
• Azure Application Insights pricing

Product Quantity Capacity Comments

Copilot Studio User

Copilot Studio Messages

Dataverse Database Storage

Dataverse File Storage

Dataverse Log Storage

Power Platform Requests

Power Automate Process

Azure OpenAI P1

Azure AI Search Service

Azure Storage

Azure Application Insights

Example answer (you can delete this)
50 50 users For Copilot Studio bot authors

100 2,500,000 messages / month To allocate per environment

50 50 GB + 10 GB Database base capacity

5 5 GB + 20 GB Database base capacity

5 5 GB + 2 GB Database base capacity

1 50,000 requests / 24h +  250,000 requests / 24h base capacity

4 4 processes / month To run flows with service principals

1 Standard 1 gpt-35-turbo model

1 Basic Tier 1 Replica, 1 Partition, 1 Search unit

1 StorageV2 RA-GRS

https://learn.microsoft.com/en-us/microsoft-copilot-studio/requirements-licensing?tabs=web
https://learn.microsoft.com/en-us/microsoft-copilot-studio/requirements-quotas
https://learn.microsoft.com/en-us/power-platform/admin/pricing-billing-skus
https://www.microsoft.com/en-us/copilot/microsoft-copilot-studio
https://powerautomate.microsoft.com/en-us/pricing/
https://go.microsoft.com/fwlink/?linkid=2085130
https://azure.microsoft.com/en-us/pricing/details/cognitive-services/openai-service/
https://azure.microsoft.com/en-us/pricing/details/search/
https://azure.microsoft.com/en-us/pricing/details/storage/data-lake/
https://azure.microsoft.com/en-us/pricing/details/monitor/


Test strategy
Test plan and non-functional requirements

Why do we ask these questions?

• Understand your plans to validate that 
your copilots and integrations work as 
expected.

Useful resources:

• Automate testing of your bots with the 
Test Framework sample solutionWhat is your test strategy for 

your copilots and  
integrations?

Do you have non-functional 
requirements?

https://powervirtualagents.microsoft.com/en-us/blog/automate-testing-of-your-power-virtual-agents-chatbots-with-the-pva-test-framework-sample-solution/
https://powervirtualagents.microsoft.com/en-us/blog/automate-testing-of-your-power-virtual-agents-chatbots-with-the-pva-test-framework-sample-solution/
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Engagement and outcomes
How do you track engagement rates & session outcomes?

Why do we ask these questions?
• Tracking conversation engagement and 

outcomes is crucial to measure the copilot 
performance metrics and spot areas for 
improvements in the analytics dashboard.

• A conversation with a Copilot Studio copilot 
can generate one or multiple sessions. 

• A conversation can have multiple sessions 
when a user has new questions after an initial 

conversation completed (4️⃣).
• Sessions are either Unengaged or Engaged. 

Unengaged sessions always have an outcome 
of None. 

• A session is engaged (1️⃣) by either triggering 
a custom topic or the Escalate topic.

• Engaged sessions outcome can be either:
✓ Abandoned
✓ Resolved
✓ Escalated

• It’s important to end conversation with the 
End of Conversation topic (2️⃣) so that the 
end-user can confirm their issue was resolved 
or not (and potentially escalate).

• The Confirmed Success topic displays a 
CSAT survey (3️⃣) to capture a 0-5 score.

• A ‘conversationOutcome’ can also be set at 
the node level in the code editor view.

Useful resources:
• Key concepts – Analytics
• Measuring copilot engagement
• Measuring copilot outcomes

1️⃣

2️⃣

3️⃣

4️⃣

https://learn.microsoft.com/en-us/microsoft-copilot-studio/analytics-overview
https://learn.microsoft.com/en-us/microsoft-copilot-studio/guidance/measuring-engagement
https://learn.microsoft.com/en-us/microsoft-copilot-studio/guidance/measuring-outcomes


Analytics strategy
Detail your strategy to monitor your copilot key performance indicators

Why do we ask these questions?

• Copilot Studio provides comprehensive 
out-of-the-box analytics that allow 
customers to understand a copilot's 
usage and key performance indicators.

• Customers can view reports related to:
✓ Performance and usage.
✓ Customer satisfaction.
✓ Session information.
✓ Topic usage.
✓ Billed sessions.

• However, there are often scenarios where 
you'll need to create or use custom 
analytics. For example, you may need to:
✓ Share analytics with non-makers or 

users.
✓ Report on conversation transcripts 

data for a period longer than the 
default last 30 days.

✓ Design a report not covered by out-of-
the-box analytics.

Useful resources:

• Custom analytics strategy

Do you have an analytics 
strategy?

Do you plan to develop your 
own custom analytics?

If you are going to create 
your own reports, please 
detail how and where you 
plan to store the data.

https://learn.microsoft.com/en-us/microsoft-copilot-studio/guidance/custom-analytics-strategy


Optimization strategy
What is your plan to keep improving your copilot’s performance and ROI?

Why do we ask these questions?

• Return on investment (ROI) and improved 
customer satisfaction (CSAT) are top 
priorities for the organizations that 
implement Copilot Studio copilots.

• Optimizing the copilot deflection rate is 
one of the top focus areas for 
organizations to achieve their business 
goals around ROI and CSAT, and to 
improve the copilot's overall 
performance. There are major indicators 
in Copilot Studio that help improve 
copilot performance, such as resolution 
rate, escalation rate, and CSAT.

• While the metrics continue to evolve, 
there are several things you can do as a 
copilot builder to improve the deflection 
rate of your copilot. In these articles, we 
cover the importance of deflection in 
conversational AI and general 
techniques/considerations that are 
universal for optimizing deflection for 
copilots.

Useful resources:

• Deflection optimization

Detail your strategy to 

regularly improve your 

copilot

https://learn.microsoft.com/en-us/microsoft-copilot-studio/guidance/deflection-overview


Gaps & top 
requests

 Gaps 

 Top requests



Gaps
What are the main feature gaps you have identified

Gap #1

Gap #2

Gap #3

Why do we ask these questions?

• Help us prioritize our future investments 
by flagging gaps and submitting feature 
requests.

• Detailing the business impacts for your 
organization helps build a business case 
for them.

Useful resources:

• aka.ms/CopilotStudioFeatureRequest

https://aka.ms/CopilotStudioFeatureRequest


Top requests
What are the top gaps, feature requests, and priorities?

Request #1

Request #2

Request #3

Why do we ask these questions?

• Help us prioritize our future investments 
by submitting feature requests and 
detailing the business impact they have 
for your organization by using the link 
below.

Useful resources:

• aka.ms/CopilotStudioFeatureRequest

https://aka.ms/CopilotStudioFeatureRequest


Dynamics 365 
Omnichannel for 
Customer Service
(optional)

 Chat widget integration & customizations

 Omnichannel hand-off

 Unified Routing Configuration

Note: it is expected for Dynamics 365 Omnichannel for Customer Service to have an extended implementation review, typically with FastTrack 
teams. This chapter calls specific items which are important for the Copilot Studio and Omnichannel integration.



Chat widget integration & customization
How are you modifying the chat widget in Dynamics 365 Omnichannel?

Why do we ask these questions?

• Within Dynamics 365 Omnichannel for 
Customer Service, there is a customized 
Copilot Studio chat widget which is 
utilized rather than the native Copilot 
Studio widget without Dynamics 365 
Omnichannel. This customized out-of-
the-box widget is a component that 
Dynamics 365 customers can utilize to 
get a greater number of options to tailor 
the widget without having to spend a lot of 
time on the configuration every single 
time.

• Some of these options include the design 
but also include functionality like 
business hours and even channel specific 
behavior like persistent chat experiences.

• Ensure you have reviewed these options 
within the chat widget 

• Additionally, ensuring you take into 
consideration the connection experience 
between Copilot Studio and Omnichannel 
in the ‘Agent Hand-off’ area of the Copilot 
Studio portal, and track your 
environments based on your environment 
structure, as well as the copilot users 
within each environment

Useful resources:

• Configure the chat widget
• Develop a custom live chat widget
• Omnichannel Live Chat Widget SDK

Please describe the planned 

use of the chat widget.

Do you plan to develop a 

custom version of the 

widget?

Do you have other client 

requirements for specific 

channels?

What your expectations for 

the widget load time and 

first message display?

How are you making sure 

the first message is fast?

https://learn.microsoft.com/en-us/dynamics365/customer-service/add-chat-widget?tabs=customerserviceadmincenter
https://learn.microsoft.com/en-us/dynamics365/customer-service/develop-live-chat-widget
https://github.com/microsoft/omnichannel-chat-widget


Copilot Studio & Omnichannel hand-off
Connect your Copilot Studio copilot to Dynamics 365 Omnichannel

Why do we ask these questions?

• You can directly use the ‘Escalate’ system 
topic to be able to escalate to a live agent 
in Dynamics 365 Omnichannel within 
Copilot Studio. 

• Make sure you consider the experience of 
both the user and the agent when 
designing this functionality.

• Consider what data you wish the 
Dynamics 365 Omnichannel agent to 
receive from the copilot when a handover 
is successfully taken place e.g., data 
passed to the agent.

Useful resources:

• Configure the Copilot Studio copilot

Which topics within will link 

to the ‘Escalate’ topic?

Do you need to extend the 

‘Escalate’ topic? If so, how 

and why?

Would you be utilizing both 

the ‘Escalate’ and ‘Fallback’ 

topic? 

Have you considered what 

the waiting experience for a 

handover to Dynamics 365 

looks like and any 

limitations of the default 

experience?

https://learn.microsoft.com/en-us/training/modules/omnichannel-power-virtual-agents/3-bot


Unified routing configuration
How is your copilot being routed?

Why do we ask these questions?

• Unified routing is critical because within 
Dynamics 365 Omnichannel this is how a 
copilot, or a user, is routed to another 
queue.

• Consider expanding on this slide by 
creating a routing diagram that can be 
used to describe the simple routing 
experience you are proposing on using. 

• This would help identify any gaps or 
dependencies.

Useful resources:

• Overview of unified routing

Have you considered the 

routing experience when a 

copilot escalates a 

conversation? 

Which queue is it being 

routed to?

You may have a blueprint 

where the copilot is 

escalated but re-directed to 

another copilot, for 

example in another 

language. How are you 

differentiating this routing 

(e.g., conditions) managing 

those variables, and also 

managing a true escalate to 

human experience?

https://learn.microsoft.com/en-us/dynamics365/customer-service/overview-unified-routing


Omnichannel Voice integration
Using Copilot Studio as an Interactive Voice Response (IVR) 

Why do we ask these questions?

• To route customers call to the best 
department, diagnose issues, collect 
information, and give recommendations, 
conversational IVR copilots speak to 
customers when they call in. Copilot 
Studio makes it easy to author IVR 
copilots and you can use the same 
copilots for other channels, like chat and 
voice.

• It’s important that the implementation of 
Voice with Copilot Studio as an IVR is well 
planned and expectations appropriately 
set.

Useful resources:

• Voice channel in Omnichannel
• Configure Copilot Studio bots for voice
• Use SSML to customize speech 

responses

Do you plan to use 

Omnichannel Voice? If yes, 

please detail how.

Do you plan to have 

different conversation paths 

and formats, or even 

copilots based on the 

channel? 

How are you planning to 

test it in real-life scenarios? 

(E.g., with background 

noises, etc.)

Do you have specific 

requirements for the voice 

channel? (E.g., DTMF, 

barge-in, silence 

detection…)

https://learn.microsoft.com/en-us/dynamics365/customer-service/voice-channel
https://learn.microsoft.com/en-us/dynamics365/customer-service/voice-channel-pva-bots
https://learn.microsoft.com/en-us/microsoft-copilot-studio/authoring-send-message#add-a-speech-message-override
https://learn.microsoft.com/en-us/microsoft-copilot-studio/authoring-send-message#add-a-speech-message-override


Thank you



aka.ms/TryCopilotStudio

Get 
started today

Learn more

Copilot Studio website aka.ms/CopilotStudio

Blog aka.ms/CopilotStudioBlog

Demo aka.ms/CopilotStudioDemo

Product documentation aka.ms/CopilotStudioDocs

Product guidance aka.ms/CopilotStudioGuidance

Implementation guide aka.ms/CopilotStudioImplementationGuide

Community page aka.ms/CopilotStudioCommunity

https://aka.ms/TryCopilotStudio
https://aka.ms/CopilotStudio
https://aka.ms/CopilotStudioBlog
https://aka.ms/CopilotStudioDemo
https://aka.ms/CopilotStudioDocs
https://aka.ms/CopilotStudioGuidance
https://aka.ms/CopilotStudioImplementationGuide
https://aka.ms/CopilotStudioCommunity
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