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CYBERSECURITY
Digital FORENSIC SOLUTIONS

eDiscovery as a Service

Helping the Business Entities Deliver on Its Promise to Protect Data

— Technology has a pivotal role to play in the future. DUOLARK Cyber is
dedicated to bringing the best technology to bear on protecting data in

order to minimize problems, developing innovative solutions to let entities
in the public and private sector focus on what they do best.

Three principles guide us in this mission:

PRINCIPLE 1: Empower compliance officers and their staff. Our technology lets
compliance departments, attorneys and their staffs do more themselves in less time.

PRINCIPLE 2: Automate and simplify. Our technology replaces repetitive and error prone
tasks that distract from business practices. Our technology does the heavy lifting behind
the scenes so what staff members experience is magic.

PRINCIPLE 3: Enable the exercise of informed legal judgment. The measure of our
technology is whether it helps compliance and lawyers deliver on the promise of the
law. We help provide information structure to help organizations, provide business
intelligence to negotiate deals, and facts to resolve disputes wisely and justly.
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Cyber Monitoring

Centralized employee monitoring and reporting

We offer you a solution to uncover Internet abuse:

% v' Lost productivity

/\ v'  Leaking of confidential information
v' Inappropriate activities by employees

We address preventable exposure by employees regarding:

v' Financial Risk
v' Legal Risk
v' Regulatory Risk

We deliver enterprise class functionality:

Such as remote automated deployment to monitor network devices which may
require activity screening, remote management tools and the ability to record a
wide range of activity including:

v' Email v Keystrokes

v' Chat/IM v Screenshots

v" Web Surfing v Applications in use
—mme=| v Online Searches v’ Real time ghosting

We can record and report on one or many named employees web
sites visited. This includes all files transferred, all documents

printed, all email activity, all chats, all instant messages and
applications run and allows you to proactively control how your

employees surf the web by integrating Internet Filtering.

[—— In addition, through a surveillance-like camera recording tool, we
“ provide context by showing you in exact visual detail what an
employee does every step of the way. We have also found this to

be helpful to identify the need for remedial training.
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Computer, Tablet and Mobile Device Forensics

Computer device forensic services to gather and analyze records
from electronic devices to help find the evidence you need to
prove your case!

We have one of the most comprehensive service offerings
in the industry, ranging from forensic imaging to data
recovery and proactive employee monitoring services.

Below is an example of common issues we can assist you with:

v’ Detect, prevent and monitor for v Discover, monitor and record

Ransomware attacks unauthorized Internet usage
v" lllegally obtained software v Improper new job searches
v" Employee productivity issues v’ Detection and removal of

computer malware
v Recovery of deleted data
v Improper internal data use
v’ Pornography issues

v' Cases related to sexual
harassment

v’ Theft of company data

We provide cost effective, end to end and reliable electronic evidence
analysis, combining:

v’ Data Collection v' For Individuals

v’ Processing v’ For Businesses

v’ Analysis v’ For Legal entities

v’ Reporting and Testimony v For Government organizations

We will also provide you with a complete digital forensics report regarding the
investigation results upon the completion of our analysis. We are certified to testify
in the Florida Court system.
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CONTACT DUOLARK FOR MORE INFORMATION
AND IMMEDIATE SERVICES:

DUOLARK LLC

A Florida Based Information Security Company
(954)324-3478
info@duolark.com

https://www.duolark.com
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