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MULTI-FACTOR

CISA CORE BEHAVIORS

The 4 Things That Matter Most

1. Use Strong, Unique Passwords

A strong password is long (16+ characters), random, and never reused. Use a passphrase — a

string of unrelated words — or let a password manager generate and remember it for you.
Never reuse the same password across accounts.

2. Turn On Multi-Factor Authentication

MFA adds a second check beyond your password — a code texted to your phone, an
authenticator app, or a hardware key. Even if an attacker steals your password, they still can't
get in. Enable it on every account that offers it, especially email and banking.




3. Recognize & Report Phishing

Phishing emails, texts, and calls impersonate trusted organizations to steal credentials or install
malware. Pause before you click. Verify unexpected requests through an official channel.
Report suspicious messages to your IT department or forward to reportphishing@apwg.org.

4. Update Software Promptly

Attackers exploit known vulnerabilities in outdated software — often within days of a patch being
published. Turn on automatic updates for your operating system, browser, apps, and router
firmware. "Update later" is an invitation to attackers.

"These four behaviors are not complicated. They are not expensive. They are the
difference between most attacks succeeding and most attacks failing."

October on Campus — Your Month-by-Week
Playbook

week 1 Password Power-Up

A good passphrase combines 4-5 unrelated words: Purple-Kayak-Firefly-23 is 10x harder to
crack than P@sswOrd and far easier to remember.

weex 2 Phishing Awareness Week




Urgency or fear - Mismatched sender domain - Generic greeting - Unexpected attachment - Link
that doesn't match the anchor text. Any one of these: stop, verify, report.

week 3 Device Security Day

Enable screen lock (=30 sec timeout) - Turn on BitLocker or FileVault - Check for OS updates -
Review which apps have camera/mic/location permission - Use a VPN on public Wi-Fi.

neek ¢ Careers & Community

Maryland is home to more than 130 cybersecurity firms and federal agencies — including NSA,
CISA, DISA, and Cyber Command — within 60 miles of North East, MD. Your degree from an
NCAE-CD institution puts you at the front of the line.

The Kitchen Table Conversation

If every one of Cecil College's 3,000+ students teaches one community member this
month, that's 3,000 more people defending themselves online. That's real impact —




and it starts with one conversation.

COMMUNITY CHALLENGE

Cecil College Community Cybersecurity Challenge

WEEK 4
TEACH ONE FAMILY OR COMMUNITY MEMBER

Log your actions on the sign-up sheet at each club event, or email your completed
checklist to the club by October 31, 2026. Certificates issued at our November
meeting. Watch the club's board and social channels for updates.

CAREER CORNER




Make October Work for Your Career

NCSAM RESOURCES

Trusted Resources for Cybersecurity Awareness
Month

CISA: Secure Our World
Official NCSAM hub — toolkits, tip sheets, videos, and event listings.

NCA: StopSafeOnline

National Cybersecurity Alliance consumer education and NCSAM partner resources.

CISA Free Tools

No-cost cybersecurity services for individuals, small businesses, and schools.



https://www.cisa.gov/secure-our-world
https://staysafeonline.org/
https://www.cisa.gov/resources-tools/resources/free-cybersecurity-services-and-tools

NSA Cybersecurity

Technical guidance, advisories, and best-practice documents from NSA's Cybersecurity Directorate.

NCAE-CD Network

Connect with students at other NCAE designated colleges and universities nationwide.

NICCS Career Portal

Federal cyber career pathways, scholarships, internships, and NCSAM training resources.

CLUB CORNER

Eight Issues. One Community.

November: Holiday Scams — Protect Yourself This Shopping Season
December: 2026 Year in Review — The Threats That Defined the Year



https://www.nsa.gov/cybersecurity
https://www.caecommunity.org/
https://niccs.cisa.gov/

October Events

NCSAM Kickoff
Club bulletin launch, community challenge opens

Password Power-Up Workshop
Room TBA — all welcome

Phishing Simulation Lab
Live email analysis + prizes

Device Security Drop-In
Bring your device, we'll secure it

Cyber Career Panel
Alumni + recruiter Q&A — bring your resume

Challenge Deadline
Submit your Community Challenge checklist
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About This Bulletin

Views expressed are those of club members and advisors and do not represent official Cecil College policy.
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This newsletter is for educational purposes and community awareness. Links to external resources do not constitute endorsement by Cecil College.
Report suspicious cybersecurity activity to your IT department.




