
 Data & Privacy Policy 
 Purpose 
 People in Paddocks Pty Ltd, and its subsidiaries (collec�vely, “People in Paddocks”, “we” or “us”) is 
 commi�ed to protec�ng your privacy and ensuring you have a posi�ve experience on our websites 
 and when you use our products and services (collec�vely, “Products”). 

 This Policy outlines how People in Paddocks will collect, use, disclose, and administer personal 
 informa�on and data in accordance with the  Commonwealth  Privacy Act 1988  (Privacy Act) and 
 associated Australian Privacy Principles (APPs). 

 1.  Scope 
 This policy applies to all data collected by People in Paddocks in the course of providing services to 
 you through our products. The data covered includes personal HR informa�on, metrics about worker 
 behaviour, and safety compliance data including worker loca�ons when clocked on for working alone 
 and emergency responses. It also covers any addi�onal farm-related data collected for the purposes 
 of industry benchmarking and promo�ons. 

 2. Data Collec�on 
 Type of Data  Descrip�on  Purpose of Collec�on 

 Personal HR 
 Informa�on 

 Personal data related to farm workers, 
 including contact details and 
 employment records. 

 For workforce management, compliance, 
 and repor�ng purposes. 

 Worker Behaviour 
 Metrics 

 Data on worker performance, safety 
 compliance, and job-related behaviour. 

 To improve safety, op�mise farm 
 opera�ons, and provide insights for 
 promo�ons. 

 Worker Loca�ons  GPS loca�on data of workers whilst 
 clocked on. 

 For workforce safety in paddocks, 
 working alone in remote loca�ons, 
 emergency situa�ons and accident 
 responses. 

 Farm & Safety 
 Compliance Data 

 Data generated by farms and workers, 
 such as  produc�on data, 
 environmental data, and transac�on 
 data. 

 To assist in opera�onal decisions, safety 
 measures and responses and industry 
 benchmarking. 

 3. Data Use 

 Purpose  How Data is Used  With Whom Data is Shared 

 Opera�onal 
 Improvements 

 Data is used to monitor worker safety, 
 op�mise opera�ons, and ensure 
 compliance. 

 Shared internally with relevant team 
 members for analysis and 
 improvement. 

 Industry 
 Benchmarking 

 Aggregated and anonymised data is 
 used for benchmarking across the 
 industry. 

 Shared with industry bodies and 
 relevant partners for benchmarking 
 purposes. 

 4. Data Control & Portability 

 People in Paddocks empowers you with control over your data. You have the right to: 

 ●  Access:  Request access to the data collected about  your farm. 

 ●  Correc�on:  Request correc�ons to inaccurate data. 

 ●  Dele�on:  Request dele�on of your data when it is  no longer needed. 

 ●  Portability:  Retrieve your farm data in both processed  and unprocessed forms for use in 
 other systems or with third-party providers. 
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 Access to Data 
 You can access your data through the People in Paddocks pla�orm by submi�ng a formal request via 
 the app or to support@peopleinpaddocks.com.au. 

 5. Data Security 

 People in Paddocks employ stringent security measures to protect all data from unauthorised access, 
 damage, or destruc�on. 

 Security Measure  Descrip�on 
 Data Encryp�on  All data is encrypted both in transit and at rest to ensure confiden�ality. 

 Access Control  Access to data is restricted to authorised personnel only, with role-based 
 permissions. 

 Data Breach 
 Protocol 

 In the event of a data breach, People in Paddocks will no�fy affected farmers 
 within 48 hours and provide guidance on steps to mi�gate the impact. 

 We regularly review our security protocols to ensure they meet or exceed industry standards. 

 6. Data Sharing and Third-Party Agreements 

 Any third-party data sharing is governed by strict agreements that comply with Na�onal standards. 
 You will always be informed and asked for consent before your data is shared with third par�es, with 
 the following excep�ons: 

 ●  Legal Compliance:  Where required by law, People in  Paddocks will share data with 
 government authori�es. 

 ●  Aggregated Data:  Anonymised and aggregated data may  be shared for research, 
 benchmarking, or other industry purposes. 

 Third-Party En�ty  Purpose of Data Sharing 
 Industry Bodies  For benchmarking and development of industry standards. 
 Research Ins�tu�ons  For agricultural research and advancements. 

 7. Compliance with Na�onal and Interna�onal Laws 

 People in Paddocks complies with all relevant laws, including: 

 ●  Privacy Act 1988 (Cth) 

 ●  General Data Protec�on Regula�on (GDPR)  where applicable  for interna�onal farmers. 

 Legal Disclosures 
 If People in Paddocks is required to disclose data due to legal obliga�ons, we will no�fy affected 
 farmers in a �mely manner and provide details of the data shared. 

 8. Ongoing Policy Review and Cer�fica�on 

 People in Paddocks are commi�ed to obtaining and then maintaining compliance with the  NFF 
 Australian Farm Data Code  . We will regularly review  this policy to ensure it reflects current best 
 prac�ces, industry standards, and changes in the law. 

 We are pursuing formal  NFF cer�fica�on  to provide  an addi�onal layer of trust for our customers. 

 9. Contact Informa�on 

 For ques�ons, concerns, or to exercise your rights under this policy, please contact People in 
 Paddocks at: 

 Email:  support@peopleinpaddocks.com.au 

 Phone:  0413 881 931 
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 10. Record Keeping and Audits 

 People in Paddocks maintain detailed records of all data collec�on, sharing, and processing ac�vi�es. 
 These records are maintained in compliance with the requirements of relevant legisla�on, ensuring 
 transparency and accountability at all �mes. 

 Record Type  Details Maintained  Reten�on Period 

 Data Collec�on Records  Informa�on on what data was collected, from 
 whom, and the consent obtained.  7 years 

 Data Sharing Agreements  Copies of all agreements for third-party data 
 sharing, including consent records. 

 7 years or longer if 
 required by law. 

 Access Requests and 
 Correc�ons 

 Records of any farmer requests to access, 
 correct, or delete data.  Indefinitely 

 Data Breach Records  Detailed logs of any data breaches, the response 
 taken, and no�fica�ons made.  Indefinitely 

 Regular internal audits are conducted to ensure that all data management prac�ces adhere to this 
 policy. 

 11. Policy Review and Updates 

 This Data Policy is subject to con�nuous review to reflect changes in technology, industry standards, 
 and legal requirements. We will no�fy all stakeholders of any significant updates to this policy, and 
 you will always have the opportunity to review and consent to any changes that materially affect 
 your data rights. Four (4) weeks no�ce will be given to all clients for material changes to these terms 
 and condi�ons, and our data and privacy policies. Minor changes will be made on a needs basis and 
 will not change the intent or key clauses of our terms and condi�ons or policies. 

 Review Frequency  Responsible Party  No�fica�on Method 
 Annual  Chief Technology Officer  Email and In-App Alert 
 Major Legal Changes  Chief Technology Officer  Email and In-App Alert 
 Feedback from you or Workers  Chief Technology Officer  Email and Website No�ce 

 12. Transparency Reports 

 To further build trust with you and other stakeholders, People in Paddocks will issue  annual 
 transparency reports  detailing: 

 ●  The categories of data collected. 

 ●  How the data was used. 

 ●  Any third-party data sharing that took place. 

 ●  Informa�on on any data breaches and responses. 

 These reports will be publicly available on the People in Paddocks website and distributed directly to 
 users. 

 Report Type  Frequency  Available At 
 Transparency Report  Annually  People in Paddocks Website 

 Data Breach Report (if applicable)  As needed  People in Paddocks Website & User Email 
 No�fica�ons 

 13. Farmer Feedback Mechanism 

 People in Paddocks are commi�ed to engaging with you and workers to con�nually improve our data 
 prac�ces. A dedicated  feedback portal  is available  on both the web and mobile pla�orms, allowing 
 users to: 

 ●  Submit sugges�ons for policy improvements. 
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 ●  Report concerns or poten�al breaches of this policy. 

 ●  Request clarifica�on on specific data prac�ces. 

 Feedback Mechanism  Available On  Review 
 Frequency 

 Web Portal  People in Paddocks Website  Quarterly 
 In-App Feedback Feature  Mobile App  Quarterly 
 Email Submissions  support@peopleinpaddocks.com.au  Quarterly 
 All feedback is reviewed by the Chief Technology Officer and the results are communicated back to 
 users where applicable. 

 14. Data Dele�on and Reten�on Policies 

 People in Paddocks implements clear policies on the  reten�on and dele�on  of farm data, ensuring 
 that data is only kept for as long as necessary to fulfil the purpose for which it was collected. 

 Data Type  Reten�on Period  Dele�on Method 
 Personal HR 
 Informa�on 

 Retained for 7 years following submission of the data, 
 unless deleted by the farmer. 

 Secure digital 
 erasure 

 Worker Behavior 
 Metrics 

 Iden�fied data retained for 5 years a�er collec�on, 
 unless de-iden�fica�on requested by the employee. 
 Data stored and used in an anonymised form by 
 People in Paddocks indefinitely. 

 Dele�on from all 
 systems 

 Worker Loca�ons 

 Iden�fied data retained for the dura�on of the service 
 provided, unless de-iden�fica�on requested by the 
 employee. Data stored and used in an anonymised 
 form by People in Paddocks indefinitely. 

 Dele�on from all 
 systems 

 Farm & Safety 
 Compliance Data 

 Iden�fied data retained for the dura�on of the service 
 provided, unless de-iden�fica�on requested by the 
 employee. Data stored and used in an anonymised 
 form by People in Paddocks indefinitely. 

 Dele�on from all 
 systems 

 You can request dele�on of your data at any �me through your account se�ngs or by contac�ng 
 People in Paddocks support. 

 15. Breach No�fica�on Process 

 In the event of a  data breach  , People in Paddocks  will take the following steps: 

 1.  Immediate Response:  The breach will be inves�gated  within 24 hours by the Chief 
 Technology Officer. 

 2.  Farmer No�fica�on:  If affected farmers will be no�fied  within 48 hours of iden�fying the 
 breach. 

 3.  Mi�ga�on:  Steps will be taken to contain and resolve  the breach, with guidance provided to 
 affected par�es on how to protect your informa�on. 

 4.  Repor�ng:  The incident will be documented and reported  as part of People in Paddocks’s 
 annual transparency report. 

 Step  Timeline  Responsible Party 
 Inves�ga�on  Within 24 hours of iden�fying the breach.  Chief Technology Officer 
 No�fica�on to you  Within 48 hours of iden�fying the breach.  Chief Technology Officer 
 Containment & 
 Mi�ga�on  Ongoing during the inves�ga�on.  Chief Technology Officer 

 Repor�ng  Documented and included in the next 
 Transparency Report.  Chief Technology Officer 
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 16. Data Portability Process 

 People in Paddocks enables you to request and retrieve your data in both  processed and 
 unprocessed  forms. This ensures that you have the  ability to switch providers, use third-party 
 systems, or retain your data for personal records without any undue burden. 

 How to Request Data Portability 
 You can ini�ate a data portability request through your account se�ngs on the People in Paddocks 
 pla�orm. The request will be processed within 10 business days, during which �me the data will be 
 compiled and made available for download in a standardised, machine-readable format (e.g., CSV, 
 JSON, or XML). 
 Step  Timeline  Responsible Party 
 Submission of 
 Request 

 Farmers submit the request via the People in 
 Paddocks pla�orm.  Farmer/User 

 Data Compila�on  Data is compiled into a machine-readable format.  Chief Technology Officer 

 Data Delivery  Data is made available for download or transferred 
 to a third-party system.  Chief Technology Officer 

 You may retrieve both  raw farm data  (e.g., sensor  data) and  processed data  (e.g., metrics and 
 benchmarks) as part of this process. 

 17. Data Sharing with Third Par�es 

 When sharing data to third-party service providers, People in Paddocks follows strict data-sharing 
 agreements that comply with na�onal laws. These agreements ensure that third par�es adhere to 
 the same standards of transparency, security, and fairness. 

 Condi�ons for Third-Party Sharing 
 You will have full control of any payroll data being shared with third party accoun�ng so�ware 
 providers and worker loca�on details with Google Maps. People in Paddocks will only make available 
 third party providers that comply with  The Privacy  Act 1988 (Privacy Act). 

 People in Paddocks will never share any un-anonymised data with third par�es, except when sharing 
 is legally mandated. 
 Third-Party Type  Reason for Data Sharing  No�fica�on to Farmers 
 Accoun�ng So�ware 
 Providers 

 For processing payroll and expor�ng employee 
 �mesheets and pay informa�on 

 Farmer/User ac�oned 
 only 

 Industry Partners  For benchmarking, research, and opera�onal 
 improvements.  No 

 Legal Authori�es  For compliance with legal obliga�ons.  Yes 
 Data Analy�cs 
 Providers 

 For advanced analy�cs and insights (de-iden�fied 
 data).  No 

 All third-party shares are logged, and records of these transfers are included in People in Paddocks’s 
 annual transparency report. 

 18. Data Breach Response Example (for Clarity) 

 If a data breach were to occur, the following steps would serve as a real-world example of People in 
 Paddocks’s response: 

 1.  Breach Detected:  A vulnerability in the app’s data storage system is iden�fied at 10 AM on 
 March 1st. 

 2.  Inves�ga�on Begins:  The Data Protec�on Officer and IT Security team ini�ate an immediate 
 inves�ga�on at 11 AM. 

 3.  Containment:  The affected storage system is isolated by 12 PM, preven�ng further 
 unauthorised access. 

 4.  No�fica�on:  All affected farmers are no�fied of the breach by 12 PM the following day 
 (within 48 hours), with details of the breach and steps they can take to protect themselves. 
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 5.  Resolu�on:  The vulnerability is patched, and addi�onal security measures are implemented 
 by March 3rd. 

 6.  Follow-up:  Affected farmers receive a detailed report of the breach and the mi�ga�on steps 
 taken. 

 This structured approach ensures that all data breaches are handled with urgency, transparency, and 
 efficiency. 

 19. Training and Awareness 

 People in Paddocks is commi�ed to ensuring that all employees, par�cularly those involved in data 
 handling, are trained on data security and privacy best prac�ces. Our training program includes: 

 Training Type  Audience  Frequency 
 General Data Protec�on 
 Training 

 All employees, with a focus on data 
 handlers.  Annually 

 Security Incident Response  Chief Technology Officer & IT team  Biannually 
 NFF Australian Farm Data 
 Code 

 All employees to ensure compliance with 
 the Code. 

 Upon hire and annually 
 therea�er. 

 This training helps People in Paddocks maintain high standards of data protec�on and ensures that 
 every team member understands your role in protec�ng farm and worker data. 

 20. Policy Dissemina�on and Farmer Educa�on 

 People in Paddocks believe that transparency and educa�on are key to building trust with you. We 
 offer: 

 ●  Educa�onal Materials  : Accessible online guides and FAQs that explain the data policy in 
 clear, farmer-friendly language. 

 ●  Workshops and Webinars  : Regular online sessions to help you understand how your data is 
 being used and the benefits they receive from it. 

 ●  Customer Support  : A dedicated support team is available to answer ques�ons about the 
 data policy and assist with data requests. 

 Dissemina�on Channel  Content Provided  Frequency 
 Website  Full data policy, FAQs, and guidance materials.  Always available 
 Webinars  Interac�ve sessions on data rights and policy updates.  Quarterly 
 In-App No�fica�ons  Policy updates and reminders on consent processes.  As needed 
 You are encouraged to par�cipate in these educa�onal efforts to be�er understand how People in 
 Paddocks’s data prac�ces benefit them while protec�ng your privacy. 

 21. Policy Effec�veness Review 

 To ensure the effec�veness of this policy, People in Paddocks conducts regular  reviews and 
 assessments  of its data management prac�ces. This includes: 

 ●  Annual Policy Review  : The policy is evaluated for effec�veness, with updates made to reflect 
 changes in technology, law, and any other partner guidelines. 

 ●  Farmer Sa�sfac�on Surveys  : Surveys are distributed annually to gauge farmer sa�sfac�on 
 with People in Paddocks’s data prac�ces and transparency. 

 ●  Third-Party Audits  : External audits are conducted to verify compliance with applicable laws. 
 Review Type  Frequency  Responsible Party 
 Annual Policy Review  Annually  Chief Technology Officer 
 Farmer Sa�sfac�on Surveys  Annually  Customer Support Team 
 External Audit  Every 2 years  Independent Auditor 
 Results from these reviews will be shared with you via transparency reports and policy updates. 

 Contact Us 
 If you have any privacy-related ques�ons or comments related to this privacy policy, please send an 
 email to support@peopleinpaddocks.com.au. 
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