
TCP/IP

Training
INTRODUCTORY FOR FIRE ALARM TECHNICIANS



Goals of this Training

 Understand how IP addresses are assigned 

 Field application and installation.

 Learn about IP trouble shooting tools.

 Understand the information on the network 

information card.



TCP/IP Suite of Protocols

 A protocol is a set of rules for communicating.

 Network protocols are concerned with sending messages 

between hosts.

 IP – Internet Protocol.

 TCP – Transaction Control Protocol.

 The suite also includes HTTP, FTP, DHCP, DNS, SMTP and many 

others.



IP Addresses

 IP addresses are routable. Each device does not need to know 

where all other devices are.

 To make routing manageable, IP addresses are divided into a 

network address and a host address.



Binary Math

 Computers only understand ones and zero. 

 An IP address is 32 bit number.

 32 bits allows for values between 0 - 4,294,796,296. But 
many of these are reserved for special uses.

 For convenience IP addresses are divided into 4 octets.

 An octet is 8 bits or one byte.

 8 bits allow for numbers from 0 to 255.

 IP addresses are written as 4 octets separated by dots 
255.255.255.255

 In binary an IP address would look like this 
11111111.11111111.1111111.11111111



Boolean “AND” Truth Table

Input 1 Input 2 Result

0 0 0

0 1 0

1 0 0

1 1 1



Masking

 Masking filters out unneeded bits by 

performing a Boolean “AND” operation 

between an input and the mask.

Input 1 0 1 0 1 0 1 0

Mask 1 1 1 1 0 0 0 0

Output 1 0 1 0 0 0 0 0



Specifying the network 

address and host address

 IP address is 192.168.3.5 and subnet is 255.255.255.0

 Subnet converts to 11111111.11111111.11111111.00000000

 Network id is 192.168.3.0

 Host id is 0.0.0.5

 Another way to specify the mask is with CIDR notation as 
192.168.3.5/24



Address Classes

 Class A – First octet has 0 as its first bit. 
Class A allowed for 126 networks of 
16,277,214 hosts each.

 Class B – First octet has 10 as first two 
bits of the first octet. Class B allowed 
for 16,384 networks of 65,534 hosts 
each.

 Class C – First octet has 110 as first 
three bits of first octet. Class B allowed 
for 2,097,152 networks of 254 hosts 
each.



Private Ranges

 Not Routed

 Used on private intranets.

 One Class A Block – 10.x.x.x 

 One Class B Block – 172.16.x.x

 256 Class C Blocks – 192.168.x.x 



Routers no longer use 

Classes
 Class scheme was causing IP addresses to be used up too quickly.

 Routing tables were too large and inefficient.

 Class system was replaced by classless system that looks like 
subnetting.

 Classless Inter Domain Routing (CIDR) notation was introduced 
which uses a /n notation to specify how many bits are the network 
address.



How does a host get an IP 

address?

 Static Assignment – Specify the IP 
address and subnet mask.

 DHCP/BOOTP – Assigned by a 
DHCP/BOOTP server. DHCP evolved 
from BOOTP and the protocols are 
compatible.

 APIPA – 169.224.xxx.xxx – This protocol 
assigns an address if dynamic 
addressing is set and no DHCP/BOOTP 
server is found. An APIPA address is 
almost never what you want.



Windows Configuration



Windows Configuration



Windows Configuration



Open System Interconnect 

Reference Model (OSI 

Model)



TCP/IP and the OSI Model

# Layer Role Protocol

1 Physical Send bit over wire

2 Data Link Physical addressing Ethernet

3 Network Logical Addressing IP and ICMP

4 Transport Process level addressing TCP and UDP

5 Session Session management Sockets

6 Presentation Compression and 
encryption.

SSL

7 Application User applications DHCP, DNS, SMTP, 
HTTP



Sample HTTP Message



IP Header



TCP Header



Routing

 If the destination network doesn’t match your hosts network 
then the message is sent to the default gateway (router).

 Routers have routing tables that specify next hop in routing 
each range of IP addresses.

 Your local host also has a routing table. At a minimum it 
specifies a default gateway (router).



TCP and UDP use ports to 

direct traffic to 

applications Well known ports below 1024 are reserved for common 
applications.

 Some well known ports are 25 for SMTP, 80 for HTTP, 443 for HTTP.

 Reserve Ports are for specific application and are reserved with 
IANA.

 Reserved ports include 1433 for SQL server and 2025 for Velocity.

 Dynamic of ephemeral port are also used.



Ethernet

 Most common carrier of IP data.

 Each network card has a unique MAC Address.

 Address Resolution Protocol. ARP maps IP 
addresses to MAC addresses (also called physical 

or ethernet addresses).



Routing And Switching 

Hardware

 HUB – Traffic is broadcast to all listeners. Noise for one is noise for 

all.

 Switch – Use MAC address to send data directly to the 

destination machine.  

 Router – Routes traffic to another network

 Firewall – Similar to a router, but filters messages.



DNS

 It is easier for a person to remember a host name 

instead of an IP address.

 Domain Name Service (DNS) resolves host names 
to IP addresses.



Tools

 ipconfig – displays ip address of network 
cards. The /all switch all DHCP, DNS Server and 
Gateway information.

 ping – sends icmp echo to host. 

 tracert – traces route to a destination can be 
used to find where a connection is failing.

 netstat – displays a list of ports that are being 
used. With the –nr option it list the route table.

 telnet – connects to a port on a remote 
computer.

 arp – displays or modifies the IP to physical 
address (MAC address) translation table. 



ipconfig

 Displays IP adress, subnet mask 

 /all option displays DNS, DHCP info.

 /release release DHCP lease.

 /renew renews current DHCP lease or obtains a 

new one.

 /displaydns shows cached DNS entries



ipconfig



ipconfig /all



ping

 Sends an echo message to another host.

 If ping returns “Ping request could not find host 

hostname.” Either you are using the wrong name 
of there is a DNS problem. 



ping



tracert

 Traces route to a destination. 

 Used to test connection to computers beyond a 

router 

 Can be used to find where a connection is slow.

 Velocity requires connections faster than 200ms



tracert



netstat

 Shows ports used by the local machines.

 -a – Also show ports that you computer is listening 

on.

 -vb – show the application that has the 

connection or that is listening on each port 



netstat



netstat



netstat



telnet

 Connects to a port on a target computer.

 If successful connection is made you may see a 

banner or just a blank page.



telnet to bogus port



telnet



arp

 Displays current arp table which maps IP addresses to MAC 

(Physical) addresses. 

 Arp entries that are dynamically added are temporary and will 

expire.

 Can be used to add or remove entries for the arp table

 Some devices allow an IP address to be assigned using arp –s.



arp
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