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Goals of this Training

Understand how IP addresses are assigned
Field application and installation.
Learn about IP frouble shooting tools.
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Understand the information on the network
information card.



TCP/IP Suite of Protocols

» A protocolis a set of rules for communicating.

» Network protocols are concerned with sending messages
between hosts.

» |P - Internet Protocol.
» TCP - Transaction Conftrol Protocoal.

» The suite also includes HTTP, FTP, DHCP, DNS, SMTP and many
others.



IP Addresses

» |P addresses are routable. Each device does not need to know
where all other devices are.

» To make routing manageable, IP addresses are divided into a
network address and a host address.



Binary Math
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Computers only understand ones and zero.
An IP address is 32 bit number.

32 bits allows for values between O - 4,294,796,296. But
many of these are reserved for special uses.

For convenience IP addresses are divided into 4 octets.
An octet is 8 bits or one byte.
8 bits allow for numbers from 0 to 255.

IP addresses are written as 4 octets separated by dots
255.255.255.255

In binary an IP address would look like this
TTTTITT LTI 0TI T AT i it at11ninnd



Boolean “"AND" Truth Table

Input 1 | Input 2 |Result
0 0 0
0 | 0




Masking

» Masking filters out unneeded bits by
performing a Boolean “AND" operation
between an input and the mask.

Input 1/10{1/0/1/0(1/0
Mask 1/11/1/1/0/0/0|0

Output 1/0/1/0|0|0(0|0




Specitying the network
address and host address

» |IP addressis 192.168.3.5 and subnet is 255.255.255.0

» Subnetconvertsto 1TT111111.11111111.11111111.00000000
» Networkidis 192.168.3.0

» Hostidis 0.0.0.5

>

Another way to specify the mask is with CIDR notation as
192.168.3.5/24



Address Classes

» Class A — First octet has O as its first bit.
Class A allowed for 126 networks of
16,277,214 hosts each.

» Class B — First octet has 10 as first two
bits of the first octet. Class B allowed

for 16,384 networks of 65,534 hosfts
each.

» Class C - First octet has 110 as first

three bits of first octet. Class B allowed
for QHOW'] 52 networks of 254 hosts
each.



Private Ranges

» Not Routed

» Used on private intranets.

» One Class A Block — 10.x.x.x

» One Class B Block — 172.16.x.x
» 256 Class C Blocks — 192.168.x.x



v

Routers no longer use
Classes

Class scheme was causing IP addresses to be used up too quickly.
Routing tables were too large and inefficient.

Class system was replaced by classless system that looks like
subnetting.

Classless Inter Domain Routing (CIDR) notation was infroduced
which uses a /n notation to specify how many bits are the network
address.



How does a host get an IP
addresse

» Static Assignment — Specify the IP
address and subnet mask.

» DHCP/BOOTP — Assigned by a
DHCP/BOOTP server. DHCP evolved
from BOOTP and the protocols are
compatible.

» APIPA — 169.224 xxx.xxx — This protocol
assigns an address if dynamic
addressing is set and no DHCP/BOOTP
server is found. An APIPA address is
almost hever what you want.
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Open System Interconnect
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TCP/IP and the OS| Model

# | Layer Role Protocol
1 | Physical Send bit over wire
2 | Data Link Physical addressing Ethernet
3 | Network Logical Addressing IP and ICMP
4 | Transport Process level addressing | TCP and UDP
5 | Session Session management Sockets
6 | Presentation | Compression and SSL
encryption.
/ | Application | User applications DHCP, DNS, SMTP,

HTTP




Sample HTTP Message

@ (Untitled) - Ethereal E@ Q@@




IP Header

2 146 18 20 2 2 246
ip_hdr ‘# ersion TOS Total Length
ipwv :Lp_h 1 ip_tos ip_len

Identification Flags Fragment Offset
ipdd (see below) ip_off

Time to Live Protocol Header Checksum
ipttl ip_prote ip_sum
Source Address

ip_src
Destination Address

ipdst
ip_ IP options
options
ip nexthdr




TCP Header

164 18 0 22
Source Port estination Port
tcp_sport tcpdport

Sequence Nurnber
Acknowledgment Number

Reserved Flags Window
— (below) tcp_win
Checksum Urgent Pointer

tcp_sum tcpurp
TCP options




Routing

» If the destination network doesn’'t match your hosts network
then the message is sent to the default gateway (router).

» Routers have routing tables that specity next hop in routing
each range of IP addresses.

» Your local host also has a routing table. At a minimum it
specifies a default gateway (router).



TCP and UDP use ports to
direct traffic 1o

S

>
>

@I@(“@@H@E}S\/ 1024 are reserved for common

applications.
Some well known ports are 25 for SMTP, 80 for HTTP, 443 for HTTP.

Reserve Ports are for specific application and are reserved with
IANA.

Reserved ports include 1433 for SQL server and 2025 for Velocity.
Dynamic of ephemeral port are also used.



Ethernet

» Most common carrier of IP data.
» Each network card has a unigue MAC Address.

» Address Resolution Protocol. ARP maps IP
addresses to MAC addresses (also called physical
or ethernet addresses).



Routing And Switching
Hardware

» HUB — Traffic is broadcast 1o all listeners. Noise for one is noise for
all.

» Switch — Use MAC address to send data directly to the
destination machine.

» Router — Routes traffic to another network

» Firewall — Similar to a router, but filters messages.



DNS

» Itis easier for a person to remember a host name
instead of an IP address.

» Domain Name Service (DNS) resolves host names
to IP addresses.



Tool

» IDCO

S

nfig — displays ip address of network

cards. The /all switch all DHCP, DNS Server and
Gateway information.

Jellgle

— sends iIcmp echo to host.

» tracert — traces route 1o a destination can be

usSeao

» nets
used

to find where a connection is failing.

‘at — displays a list of ports that are being
. With the —nr opftion it list the route table.

» telnet — connects to a port on a remote

com

puter.

» arp — displays or modifies the IP to physical
address (MAC address) translation table.



ipconfig

Displays IP adress, subnet mask
/all option displays DNS, DHCP info.
/release release DHCP lease.
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/renew renews current DHCP lease or obtains a
new one.

» /displaydns shows cached DNS enftries



ipconfig

e emmd

C=WINDOWS >ipconf ig

Windows IP Configuration

Ethernet adapter Wireless Metwork Connection:
Media State . . . . . . . = Media disconnected
Ethernet adapter Home:
Connection—specific DMNS
IP Addre==. . . . . . .

Subnet Maszk . . . . . .
Default Gateway . . . .

delargy.org
192168 .1.121
255255 2554
192168 .1.1

PPP adapter absco:

alarms.com
18.8.8.1086
255 255 255255
18.8.8.1086

Connection—specific DNS Suffix
IP Addres=. . . . . . . . .
Subnet Mask . . . . . . . .
Default Gatewaw . . . . . .

CaSWIHDOWS >




ipconfig /all

Icf cmd

C=WINDOWS »ipconfig ~all

Windows IP Configuration

Host MWame . . . = = = = = = = = kevinslaptop
Primary Dns Sufflx = e = = = = =« = modelgenerated.com
Mode Type . . e = = =« = « - = Hybrid

IF Routing Enabled. . . . . . . . : HNo

WINS Proxy Enabhled. . . . . . . . = Ho

DNS Suffix Search List. . . . . . : modelgenerated.-com

delargy.org
Ethernet adapter Wireless MWetwork Connection:
Media disconnected

Intel{R> PRO-Wireless 22BBBG Metwork Connection
BA-BE-35%-7B-92-5D

Media State . . . . . . . . . . .
Description . . e e e e e e e .
Physical Hddress. e e e e e e

Ethernet adapter Home:

delargy.org
Intel<R> PRO/iBBB MT Mohile Connection
B8-AD-68-7B-58-D3

Connection—specific DHS Suffix
Description . . e e e e e
Physical Hddress. e e e .

Dhecp Enabled. . - . - - . . . . . = Yes

Autoconfiguration Enabled . . . . : Yes

IP Address. . . . . & &« & o & « - = 192.168.1.121

Subnet Mask . . . . . . . . . . . = 255 _255L_255.@

Default Gateway . . . . . . . . . = 192_168.1.1

DHCP Server . . . . . . . . . . . = 192 168.1.1

DNS Sewrvers . . . . - - . . . . . = 198.137.231.1
287 .286.1668.254
64.91.185.258

Thursday. June 15. 2086 6:36:34 AN
Friday, June 16, 2806 6:36:34 AH

Lease Obtained. . . . . . . . . .
Lease Expires . . . - - . . . . .

G W HWIMDOWS >




PING

» Sends an echo message to another host.

» If ping returns “Ping request could not find host
hostname.” Either you are using the wrong name
of there is a DNS problem.



e omd

C s WINDOWS >ping bigkahuna
Pinging bigkahuna [122.168.1.1261 with 32 hytes of data:

Reply from 122.168.1.126:- hyte=s=32 time<ims TTL=128
Reply from 192.168.1.126: bytes=32 time<ims TTL=128
Reply from 122.168.1.126:- hyte=s=32 time<ims TTL=128
Reply from 192.168.1.126: bytes=32 time<ims TTL=128

Ping statistics for 192.168.1.126:

Packetz: Sent = 4. Received = 4, Lozt = 8 (8% loss),
Approximate round trip times in milli-seconds:

Minimum = Bmz, Maximum = Bms, Average = Bms

C 2 S UWINDOWS >




fracert

» Traces route to a destination.

» Used to test connection to computers beyond a
router

» Can be used to find where a connection is slow.

» Velocity requires connections faster than 200ms



fracert

e omd

C s WINDOWS >tracert google.com

Tracing route to google.com [64.233.167.971
over a maximum of 38 hops:

ms ns 122 .168.1.1

ms ms gyhrwacobrld .gghrvacorol .centurytel .net [67.29.184.7
ms ns Jl—ge—B8-8-B.gh.centurytel.net [2089.206.168.41

ms ms 12.118.34.9

ms ns 12.127.6.118

ms ms 12.127.6.61

ms ns s0—3—-2-B.garl.Seattlel.Leveld.net [4.68.127.16%1]
ms ms ae—31-51 .ebrl . Seattlel .Levelld.net [4.68.185.361
ms ns ae—1.ebr2.Seattlel . Leveld.net [4.69.132.181

ms ms ae—2 .ehr2 . Denverd .Level3d.net [4.67.132.541

ms ns ae—11-5%1.carl.Chicagol .Level3.net [4.68.1681.21
ms ms ae—11-51 .carl .Chicagol .Level3.net [4.68.181.21
ms ms 4. 79 _2688.18

ms ms 72.14.232.53

15 ms ns 64.233_.167.99

i
2
3
4
5
6
?
8
2

Trace complete.

G2 S UWINDOWS >




netstat

» Shows ports used by the local machines.

» -a-— Also show ports that you computer is listening
on.

» -vb -show the application that has the
connection or that is listening on each port



netstat

e omd

C s WINDOWS Jnetstat
Active Connections

Proto Local Address

ICFE kevinszlaptop:-1128

TCP kevinslaptop:38088

ICFE kevinzlaptop:=1127%

TCP kevinslaptop:1134
kevinzlaptop:-1419
kevinslaptop:2825
kevinzlaptop:-2825

G SWINDOWS >

Foreign Address State

localhost -3B68 EETABLISHED

localhost:1128 ESTABLISHED
kevinslaptop.mode lgenerated.comn:2825 ESTABLISHED
kevinslaptop.modelgenerated.com:2825 ESTABLISHED
192 .168.1.126:netbhios—=ssn ESTABLISHED
kevinslaptop.modelgenerated.com:1127 ESTABLISHED
kevinslaptop.mode lgenerated.com:1134 ESTABLISHED




netstat

e g

G WINDOWS netstat —a

Active Connections

Proto
TCP
TCP
TCFP
TCP
TCP
TGP
TCP
TCP
TCP
TCP
TCFP
TCP
TCP
TGP
TCP
TCP
TCP
TCP
uDF
uDP
uDpP
uUDF
uDP
uDpP
uDP
uDP

Local Address Foreign Address State

kevinslaptop:-http kevinzlaptop.modelgenerated.com:8 LISTENING
kevinslaptop:epmap kevinzlaptop.modelgenerated.com:@ LISTEMING
kevinslaptop:https kevinzlaptop.modelgenerated.com:8 LISTENING
kevinslaptop:microzoft—ds kevinszslaptop.modelgenerated.com:@ LISTENING
kevinslaptop:=1H832 kevinzlaptop.mode lgenerated.com:@ LISTENING
kevinslaptop:mz—sgl-z kevinzlaptop.modelgenerated.com:8 LISTENING
kevinslaptop:2@25 kevinzlaptop.modelgenerated.com:@ LISTEMING
kevinzslaptop:=33686 kevinzlaptop.mode lgenerated.com:@ LISTENING
kevinslaptop:=1128 localhost 30688 ESTABLISHED
kevinslaptop:1135 kevinzlaptop.modelgenerated.com:@ LISTEMING
kevinslaptop:=1157 kevinzlaptop.modelgenerated.com:8 LISTENING
kevinslaptop: 36068 localhost:1128 ESTABLISHED
kevinslaptop:nethios—ssn kevinslaptop.modelgenerated.com=8 LISTENIHG
kevinslaptop:=1127 kevinzlaptop.modelgenerated.com:2825% ESTABLISHE
kevinslaptop:1134 kevinzlaptop.mode lgenerated.comn:2825 ESTABLISHE
kevinslaptop:=1419 122_.168.1.126 nethios—=ssn ESTABLISHED
kevinslaptop:-2025 kevinzlaptop.modelgenerated.com:1127 ESTABLISHE
kevinslaptop:2625 kevinzlaptop.mode lgenerated.com:1134 ESTABLISHE
kevinslaptop:microsoft—ds =:=

kevinslaptop:isakmp
kevinslaptop:=1139
kevinslaptop:1144
kevinslaptop:1385
kevinslaptopims—sgl-m
kevinslaptop:1638
kevinslaptop:1653

OEOE K Ok X k%

nI.IIZIP keuinslaitui:iﬁﬂ?




netstat

v cmd

C:~UWINDOWS >netstat —a —vh
fActive Connections

Proto Local Address Foreign Address State PID

TCP kevinslaptop:-http kevinslaptop.modelgenerated.com:8 LISTENING 476
CaNWINDOUS system32~WE2_32.d11

C:AUINDOUS system32hinetsrusISATG.d11

CaAWINDOUS~system32ninetspry~INFOCOMM.d11

C:sWINDOUS system32hinetsruvswisve . dll

CaAWINDOUS~system32ninetspry~INFOCOMM.d11

C:sWINDOUS system32hinetsruvswisve . dll

CAWINDOUSNsystem32:hinetspru~INFOCOMM.d11

[inetinfo.exel

TCP kevinzlaptop:epmap kevinslaptop.modelgenerated.com:8 LISTENING 1356
cihwindowsssystem32-UE2_32.d11

CaNWINDOWSwsystem32~RPCRT4.d11

ciwindowsssystem32hrpess . dll

C:sWINDOUS~system32hsuchost.exe

CaNWINDOWS system32~ADUAPI32.d11

[svchost.exel

TCP kevinslaptop:-https kevinslaptop.modelgenerated.com:8 LISTENING 476
CiNWINDOUSssystem32W52_32.d11

C:AUINDOUS s system32ninetsrusISATG.d11

C:sWINDOUS~system32hinetsrues\INFOCOMM.d11

C:sWINDOUS system32hinetsruvswisve . dll

C:sWINDOUS~system32hinetsrues\INFOCOMH.d11

C:sWINDOUS system32hinetsruvswisve . dll

CosWINDOUS~system32hinetsrues\INFOCOMH.d11

[inetinfo.exel

TCP kevinslaptop:nicrosoft-ds kevinslaptop.modelgenerated.com:@ LISTENING 4
—— unknown component{s> ——

[System]

TCP kevinzlaptop:1832 kevinslaptop.modelgenerated.com:8 LISTENING 476

C:\WINDOUS\system32\WE2_32.d11

Gz \WINDOWS \system32~\RPCRT4.d11
C:sWINDOUS~system32hinetsrues\INFOCOMH.d11
CaAWINDOUSssystem32hinetsrusSHTPSUC . d11
CosWINDOUS system32hinetsrvninetinfo.exe
[inetinfo.exel

TCP kevinzlaptop:mns—sgl-z  kevinslaptop.modelgenerated.com:@ LISTENING 748
C:\WINDOWS\system32\W82_32.d11

C:\Program Files“Microsoft SQL Server~M85QL~hinn~8SMETLIB.d11
C:\PROGRA™1INMIG841™1\MES8QL binnssglservr.exe

Gz \WINDOUS \system32~\MSUCRT . DLL

C:sWINDOUS~system32ikernel32.d11

[zqlservr.exel




telnet

» Connects o a port on a target computer.

» If successful connection is made you may see a
banner or just a blank page.



felnet to bogus port

=< cmd -|o]x;

G-~ WTHDOWS >telnet localhost 1436 —
Connecting To localhost...Cowld not open connection to the host, on port 1436: Connect fail

G UINDOWS >




telnet

e omd

C=SUWINDOWS >telnet outlook.abscoalarms.com 25




arp

» Displays current arp table which maps IP addresses to MAC
(Physical) addresses.

» Arp entries that are dynamically added are temporary and will
expire.

» Can be used to add or remove entries for the arp table

» Some devices allow an IP address to be assigned using arp -s.



olf

e omd

G WHWINDOWS >arp —a

Interface: 192.168.1.121 ——— Bx3
Internet Address Phyzical Address
192.168.1.1 AA-13-18-ed-46-53
192 _168.1._3 BA-60-B8—ac—46—de
192.168.1.126 #0-50-da—@5%—-3f -7

G SHINDOWS >

Type

dynamic
dynamic
dynamic
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