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A WORLD GONE DIGITAL
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67% of CIRA survey respondents in 
Canada outsource at least a portion of 
their cyber security footprint to external 

vendors (CIRA) 

Cyber Security contributes $1.7 billion 
to Canada’s GDP and consists of over 

11,000 well-paying jobs (CIRA)

30% of organizations deploy an e-
commerce platform (CIRA)

Canadian organizations will need to 
hire approximately 8,000 additional 

cyber security professionals between 
2016-2021 (Deloitte)

Canadian Cyber Security 
Ecosystem
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The 2018 National Cyber Security Strategy: Canada’s Vision for 

Security and Prosperity in the Digital Age, introduces a new strategic 

direction for cyber security in Canada.



CERRID #######

PAGE 5

UNCLASSIFIED

5

We are the single unified source of expert advice, guidance, services and support on 

cyber security for government, critical infrastructure owners and operations, the private 

sector and the Canadian public.

National-level 

outcomes

Information and 

information systems of 

importance

Complement public & 

commercial capability
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Communications Security Establishment

 The Cyber Centre is part of the Communications Security Establishment (CSE)

 CSE operates in accordance with all Canadian laws, including the Privacy Act, 

the Criminal Code, and the Canadian Charter of Rights and Freedoms

 CSE’s mandate and authorities are defined in the National Defence Act:

Provide foreign intelligence, in accordance with 
Government of Canada intelligence priorities

Provide advice, guidance and services to help ensure 
the protection of electronic information and of information 
infrastructures of importance to the GC

Provide technical and operational assistance to 
federal law enforcement and security agencies

A

B
C
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Centralizing Cyber Security Expertise

Information 
Technology 

Security 
(CSE)

Security 
Operations 

Centre 
(Shared 
Services 
Canada) 

Canadian 
Cyber 

Incident 
Response 

Centre (Public 
Safety)

Canadian 
Centre for 

Cyber 
Security
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Who We Serve

We welcome partnerships that help build a stronger, more resilient cyber space in Canada. We hold 

unclassified, multi-purpose spaces for the joint use of government, private industry and academia.

Government
• We are the centralized voice and resource for senior 

leadership in government on cyber security operational 
matters.

External 
Partners

• We are the primary federal government point of contact on cyber 
security operational matters for external partners, including 
incident response and coordination.

Law 
Enforcement

• We are the single authoritative source of technical cyber security 
expertise to support lead agencies in their policing, security and 
intelligence work.

Canadians
• We inform, communicate, and educate Canadians about cyber 

security issues by providing clear, practical advice backed up by 
unique expertise and insight.
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The Cyber Centre’s Vital Role in Protecting Canada and Canadians

Bring together 
federal operational 

cyber expertise from 
across the federal 
government under 

one roof.

Result in faster, 
better coordinated, 
and more coherent 

Government 
responses to cyber 

threats.

Provide Canadian 
citizens and 

businesses with a 
clear and trusted 

place to turn to for 
cyber security 
information. 

Advance 
partnerships and 

dialogue with other 
jurisdictions, the 

business community, 
academia and 
international 

partners. 
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Inform Canada and 
Canadians about 
cyber security 
matters, including 
about cyber 
security threats.

Defend networks 
and systems that are 
within its purview.

Protect Canadian interests 
through advice, assistance, 
and collaboration with 
partners across the country 
and abroad.

Develop and enrich 
the knowledge, 
personnel, and skills 
needed to 
continually improve 
cyber security for 
Canadians.

FUNCTIONS



CERRID #######

PAGE 11

UNCLASSIFIED

11

CERRID #######

PAGE 11

UNCLASSIFIED

11

Inform

 GetCyberSafe Public Awareness Campaign

 Technical Advice and Guidance 

 Strategic Cyber Threat Assessments

 Cyber Health and Trends Reporting

 Cyber Event Notifications and Reports
Knowledg

e and 

Expertise
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GetCyberSafe Campaign
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Baseline Cyber Security Controls

 Intended for small and medium 
organizations (<499 employees)

 Provides advice and guidance on 
accessible cyber security 
practices

 Tailored to balance investment 
costs and cyber security 
outcomes
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CSE Top 10

 Full set of cyber threat 

mitigation measures for any 

size organization

 Based on analysis of cyber 

threat activity trends to 

counter most current cyber 

threats
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Protect

 Product Assurance

 Risk Mitigation Programs

 Incident Management Support

 Automated Information Sharing 

Services

Knowledge 

and 

Expertise
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Common Criteria Program

 International program in which accredited laboratories test IT products against 

standard cyber security specifications called Protection Profiles (PPs)
● These PPs represent the security assurance requirements for technology classes

 The Cyber Centre operates the Canadian Common Criteria program to certify 

products tested by Canadian Common Criteria testing laboratories.
● Evaluation services are conducted by commercial facilities
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Defend

 Security Operations Management for 

the Federal Government

 Network Defence

 Cryptographic Services

 Secure Communications Solutions

 Collaborative Cyber Defence Projects

Knowledge 

and 

Expertise
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Protecting Government of Canada Networks

 We detected and confirmed a cyber-intrusion by a highly 
sophisticated Chinese state-sponsored actor on the computer 
networks of the National Research Council (NRC)

 This involved collaboration between NRC, SSC and other 
Government of Canada IT security partners 

 Many cyber defence methods were used in the tracking and 
mitigation of this cyber intrusion against NRC
● The lessons learned from this incident helped improve and perfect these 

tools and techniques

Assembly Line is a Cyber 

Centre open-source tool that 

was used during the 

compromise of the NRC.
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Good Crypto is the front line in Cyber Defence

Protect Confidentiality

Protection from Cyber 

Attack

By the 2030s, quantum computers could break the 

crypto used today – The Cyber Centre is doing the 

following:

 Conducting research to evaluate replacement crypto 
components

 Actively participating in the development of new crypto 
standards

 Working with the Government of Canada to update the crypto 
used to protect its most sensitive information

 Reaching out to industry and academia to develop a plan to 
ensure Canada’s cyber safety
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Collaborative Partnership with the Independent Electricity 
System Operator (IESO)

 In addition to information and technology sharing, the Cyber 
Centre will provide support with threat prediction, identification 
and response on an as-needed basis, as well as guidance on 
threat assessment and reporting

 This partnership reflects the importance of managing cyber risk 
and encouraging collaboration within the industry 

 Our collaborative efforts will help the IESO manage the risks 
associated with cyber threats
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 Learning and Innovation Hub

 GeekWeek Collaboration Event

 Academic Outreach

 Research and Development Knowledge 

and 

Expertise

Develop
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Learning Hub

 Trusted source for leading-edge learning activities and programs 
for cyber security and COMSEC professionals working in 
government, industry and academia
● This includes services, guidance and advice on cyber security training and 

education 

 Over 30 courses offered in two streams: 
● COMSEC

● Cyber Security 
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GeekWeek

 GeekWeek is a one-of-a-kind event where government, industry, academia and 
international cyber security partners come together to improve and protect the 
cyberspace

 This collaborative event focuses on the importance of information sharing 
between partners to achieve success in innovation

 In 2018, GeekWeek hosted more than 200 participants
● This led to more then 80 new open-source tools and major innovations in many fields such as 

network traffic and log analysis, malware detection and automated malware analysis
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How are Canadian networks at risk?

 Cyber threats — including foreign 
states, hacktivists, criminals, and 
terrorists — continually probe 
systems, looking for vulnerabilities 
in order to gain access to a 
computer. 

With access, threat actors can steal or distort 

information, corrupt operations or program the 

computer to exploit other computers and the 
systems to which it is connected.
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Cyber Threats to Canadians

Canadians are very likely to 
encounter malicious online 
influence activity in 2019. 

Cybercrime is the cyber threat 
most likely to affect Canadians 
and Canadian businesses in 
2019. 

Key Judgements 
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Cyber Threats to Canadian Businesses

Cyber threat actors — of all sophistication levels —
will increase the scale of their activities to steal 

vast troves of personal and commercial data. 

Sophisticated cyber threat actors will likely 
continue to exploit the trusted relationships 

between businesses and their suppliers and service 
providers. 

As cyber security improves, cyber threat actors are 
adopting more advanced methods, such as 

compromising hardware and software supply 
chains, making detection and attribution more 

difficult for defenders.

Key Judgements Supply Chain Process
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Cyber Threats to Canadian Critical Infrastructure

It is very unlikely that, absent international 
hostilities, state-sponsored cyber threat 

actors would intentionally disrupt Canadian 
critical infrastructure. 

State-sponsored cyber threat actors will 
continue to conduct cyber espionage against 
Canadian businesses and critical 
infrastructure to advance their national 
strategic objectives.

Key Judgements 
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Energy Sector Compromise  

 In 2017, CSE alerted partners in the 
United States to an energy sector ICS 
cyber compromise. 

 According to officials at DHS, Russian 
cyber threat actors reached secure 
systems and isolated networks, 
advancing to the point where they 
could have disrupted power flows in 
North America. 

 The cyber threat actors exploited the 
supply chain using relatively simple 
techniques, such as spear-phishing 
emails.

Example Case Study
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What to look at next for your organization

 Internal Governance

● Is cyber security a maintained priority?

 Investment

● How much are you focusing resources on cyber security? 

 Resilience

● How prepared are you for a cyber attack? 

 Supply Chain 

● Do all components of your supply chain have adequate cyber 

protection? 

 Collaboration

● Work with commercial cyber experts and leverage GC advice and 

guidance 
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CONNECT WITH 
US

contact@cyber.gc.ca

www.cyber.gc.ca

@cybercentre_ca

@cse_cst


