
Copyright by Advanced Systems Management Group Ltd. 1999-2019

Introduction to Data Centric Security (DCS)

June 2019

Architecture Approach to

Policy-driven Data-centric Information Sharing and Safeguarding



Copyright by Advanced Systems Management Group Ltd. 1999-2019

Overview

• The target of the Data Centric Security (DCS) at CWIX

• NATO has the same requirements as an collaborating group of partner agencies

• Overview of Modeling ISS Policy 

• The Elements of the Proposed DCS solution for CWIX

• Questions
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The Information Sharing and Safeguarding Challenge?

• This paradox exists in every domain where sensitive (Private, Confidential, Legally-Significant or classified) information is gathered, 

processed, used and shared

• While sharing and safeguarding priorities and concerns appear to be mutually exclusive; in reality they are mutually reinforcing

concepts: 
o Mechanisms that strengthen protection for sensitive information elements help to build TRUST within and between communities 

o Increased TRUST increases the willingness to share

• Achieving an effective balance between Sharing and Safeguarding:
o Requires flexible, agile and adaptive mechanisms and controls during design, implementation, testing, deployment, operations and auditing

o Represents a data/information management versus technology deficit

o Cannot be delivered by a single organization, agency or technology

“At the heart of information sharing and safeguarding there lies a paradox”

Information is valuable only if it can be shared with, and used by authorized decision makers

And by increasing the amount information shared, the risk of compromise also increases

3
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Data Usage: Data Collection, processing and Analysis

• Data is collected from all available 
sources,  and: 

• Data is tagged, labeled and catalogued  
to facilitate discovery,  processing, 
sharing and safeguarding.

• Data is curated and transformed to
reflect institutional standards that 
enables and facilitates analytics

• Data is staged for analytics, business 
intelligence, and machine learning …

• Analytics is performed in order to inform 
situational awareness (hindsight and 
insight), intelligence (foresight), and 
planning

The ability to gather all-source data and create quality 

information for decision makers is the primary role of IM/IT

Foresight

Hindsight

Insight
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Information Sharing and Safeguarding (ISS)

Information is only valuable or useful if it 
can be shared

• Data must be packaged (aggregated, transformed, 
marked, redacted and formatted) to balance user 
need and institutional security policy, assuring: 

• The quality of the information (Timely, Accurate, Current, 
Actionable, Complete, Concise, Accessible, Relevant, 
Consumable / Understandable, Reliable, …, Trusted) 

• The protection of sensitive (private, confidential, legally-
significant and classified) data

• Data and information elements must be tagged 
and labeled, to and facilitate discovery,  processing, 
sharing and safeguarding

Why Share Data/Information

• Inform Decisions
• Shared Situational Awareness (Hindsight, Insight);

• Shared Intelligence (Foresight)

• Enable Collaboration Planning / Collective Action

• Improve Operational Posture – higher quality 
information: 

• (Timely, Accurate, Current, Actionable, Complete, Concise, 
Accessible, Relevant, Consumable, Understandable, 
Reliable, …, Trusted)

• Resource Multiplier 
• enable and automated response

• Better allocation available resources

Responsible Information Sharing
Maximize the availability of quality information to authorized users, in accordance with legislation, regulation and policy, while 

protecting sensitive (private, confidential, legally-significant and classified) data from unauthorized access, release, or 
manipulation”
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Data Sharing and Safeguarding

• Assuring that all information sharing agreements are 
fulfilled is a complex task

• No good plan / architecture survives for ISS will 
survive first contact with the operational environment

• The legislation, regulation, ISAs, MOUs, …, and operating 
procedures directing information to be shared are not written 
in a manner that easily translates into interface design

• legislation, regulation, ISAs, MOUs, …, and operating 
procedures must be applied to each dataset separately

• Information sharing and security policies contradict each other

• It is unlikely that the data/information needs of each internal or 
external recipient are well understood 

• Requirement for data/information are in a constant state of flux

• Tradition interface (API) design and maintenance 
approaches cannot keep pace

The ability to share information in a responsible and trusted 

manner is the cornerstone of a digital strategy
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Modern Information Management on a slide

Transactional Data

Records & Reports

Partner Data

Sensor Data (IOT)

Other  Data Sets

Our Focus areaOur focus area
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Generic Use-case for Information Sharing and 
Safeguarding

Enforce Information 
Sharing Policy

Enforce Information 
Safeguarding Policy

<<include>>

Manage PPV 
Policy

Authorize Action

Encrypt 
Element(s)

Redact 
Element(s)

Tag and Label

Transform 
Element(s)

Enforce Packaging & 
Processing Policy

Manage ISS Policy

Ingest PPV Policy Enforce PPV 
Policy

Policy
Administration

Policy
Administration

Send Releasable 
Data Elements

Local Security 
Services

Request Authorized 
Elements

Authorized
User

Log 
Transactions

Enforce Security 
Rules

Audit Services

Aggregate 
Element(s)

Public 
Data Store

Protected
Data Store

Alerts and Warnings
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Keys to a Solutions Success

• Separate Business, IM and IT Concerns

• Augment and not replace user applications and infrastructure

• Increase flexibility, adaptability and agility during development and operations
• Model driven architecture / Use of MBSE

• Rule-based applications / Separate business rules from the code

• Separate life-cycle for business rules and software

• Run load of business rules

• Runtime administration of rules (increased flexibility, adaptability and agility)

• Enhanced logging and auditing
• Demonstrate responsible, Trusted and Auditable ISS

• Enable real-time monitoring

• Enable forensic Auditing

• Integration of open standards
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Policy Life-cycle – Separating Concerns 

• Networks and Platforms can be deployed 
independent of applications (e.g., Cloud, 
On-prem, Hybrid)

• Application are developed to enforce 
policies (rules and constraints) based on 
standardized policy models and rapidly 
deployed to deployed infrastructure 

• Policies are defined by the business - based 
on user / business / operational needs - and 
deployed to the applications as data sets 
that are ingested at runtime.

• Libraries of policy models can be 
maintained and deployed as needed

Policy, Applications and IT have separate life-cycles

Policy Instruments

Legislation/International Agreement
Government Policy
Regulation
Agency Policy
Operating Procedures
Memorandum of Understanding
Information Sharing Agreements
Service Level Agreements

Policy Modeling

Testing, Validation 
and Certification

Policy 
Administration

Governance

Post Mission Analysis

Architecture 
Repository

Analytics

Legend (Support for DCS)

Evolving Standards and Tool Development

Future Activities

Policy
Library

Integrate 
Policy 

Changes

There are no specific DCS Test 
Standards or Tools Standards 
currently under development 

at OMG

Policy Administration Point and 
IEPPV exchange addressed in 
the IEF Reference Architecture 
(IEF-RA)

OMG IEPPV Standard specifies 
the UML profile for modeling / 
defining executable policy

Powered by OMG 
Open Standards
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OMG
Unified

Modeling
Language

System 

Models

Architecture 

Ontology / Domain 

Model

Data Exchange 

Semantics

UML for

NIEM

• Data Storage Schema

• Exchange Schema

Automation of Information 
Sharing Agreements (ISA)

COI / COP Configs

Other

Glossary:
• Currently Use in IEF Specifications
• Planned  Activity
• Future Activity
• UAF  Alignments
• UML Alignments

Packaging & 

Processing Policy 

Models

NATO AF 4.0© US Department of Defence

© NATO NC3

MDA

Executable Exchange Policy

• Tagging & Labeling Rules

• Access & Release Rules

Operational Work Flow

Data 
Analytics

Threat Risk

C&A

Statement of Sensitivity

Forensic Audits

Business Intelligence

Strategic Planning

Governance

Architectural Planning

Mission Assessment

Machine Learning

Architecture 

Views and Viewpoints

Model Driven Transformation

Model Driven 

Transformation

Architecting Policy and ISS Capability for the 
Business

Foundation for an

Information Sharing and Safeguarding 

Framework and Life-cycle

IEF Seeks to exploit Architecture to 

Develop and Maintain ISS Policy 

and Solutions, and Sustain 

Interoperability

The UAF is the evolution of the Unified Profile 

for DODAF and MODAF.  The UAF is not 

another Framework; it is common ontology, 

UML Profile, and domain model for aligning 

Architecture Frameworks with  Standard 

Modeling Languages
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Full Traceability ISA to Data Element
STANAG 5525 Example

DODAF/NAF OV-2

Information 
Sharing

Agreement

Data Element
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Participation Models

• Identify the specific participation of 
a partner in the Information Sharing 
Agreements, CoIs, …

• Reduces complexity of diagrams for 
stakeholders

• Models can be mined to produce 
spreadsheets and report to aid 
discussion with stakeholders
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Redacting Data Elements

• Redact can be performed by:
• Sub-setting the data during 

modeling 

• And Operation in the consuming 
TransactionalElement
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Operations Add many Capabilities.

• Operations can be used 
to:
• Transform Data

• Redact Data

• Tag and Label Data

• And more
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Separating Policies and Rules from Enabling Technology

Semantic 
Processing

Packaging and 
Processing Policy

Information 
Exchange 
Controller

Information Exchange 
Specifications

Transformation 
Library

Business Rules / 
Decision Logic

Publisher LibraryParser Library

Message

User Application

IEPPS Defined Elements

Community Defined Elements

User Defined Elements

Component 
Configuration

Legend:

User Selected Middleware

User Data
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Operational Node

Common software for each 
node with operational needs 
being addressed by:

• Policies specific to their 
operations and data 
environment

• Libraries configured to their
specific needs

• Confutation and rules 
tailored to their needs

Packaging and 
Processing Service
(IEPPS)

Semantic Services

Information 
Exchange Services

Policy 
Enforcement 
Point

PEP 
Configuration

CORBATM

Interface
DDSTM

Interface
REST Interface

Data Semantic Supported for CWIX 2019
• Partial JC3IEDM 3.1.4 and
• NSIL 4559 + 4774

PPS 
Executive

Exchange 
Rules

PEP Command 
Messages

HTTPS

CSD Partners
CAF CSD

NCDF
CSD Partners
CAF CSD-NG

User Data

User 
Application

User 
Application

Policy 
Enforcement 
Point

Exchange 
Rules

National Domain 
Middleware

Semantic 
Rules

Exchange 
Rules

Packaging and 
Processing Policy

Information 
Exchange 

SpecificationsPolicy Administration 
Point

PPS Configuration

PPS Command 
Messages

Policy & 
Configuration 

Library

IEF RA Experimentation 
(CWIX 2019)

NATO GUARD
UK MET ASMG C2 Viewer

Other
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CWIX Testing and Demonstration

Testing at CWIX is seeking to 
verify that the proposed 
Architecture drive approach can 
be used to:

• Add DCS capability 
• Tagging and labeling (4777)

• Selective data redaction

• Balance the data needs and 
security considerations for 
partners at different levels of 
trust

• Mediate the flow of data two 
operational domains with 
differing:

• Information semantics

• Messaging and network 
protocols Command and Control Domain 

Partner 4 
CSD

Partner 5 
CSD

Partner 6 
CSD

Partner 0
CSD NG

Partner 1 
CSD

Partner 3 
CSD

Partner 2 
CSD

REST / 
4559 JSON

IEF/DCS

NCDF

XML Guard REST / 
WSMP - MIM

HTTP / 
4559-4774 XML

CORBA / 
4559

CORBA / 
4559 DAG

CORBA / 
4559 DAG

CORBA / 
4559 DAG

CORBA /
4559 DAG

Intelligence, Surveillance and Reconnaissance (ISR) Domain 1

DCS/IEF

ISR Domain 2

Partner 0
CSD 3+

REST / 
4559 xml 

C2 Viewer

DDS / MIM

HTTPPartner 0
CSD NG

Weather 
Data

HTTP /
KML DCS/IEF

CORBA / 
4559  DAG

CORBA / 
4559
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Evolutionary approach to ISS Capability

Executable Policy

Technology

Policy
A

dm
inistration

Capability

O
pe
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ti

on
al

 K
no

w
le

dg
e

DCS eXploration, eXperimentation, eXamination, eXerciseDCS Architecture & Engineering

DCS OperationsDCS Assessment, Planning & Governance

Command and Control Domain 

Partner 4 
CSD

Partner 5 
CSD

Partner 6 
CSD

Partner 0
CSD NG

Partner 1 
CSD

Partner 3 
CSD

Partner 2 
CSD

REST / 
4559 JSON

IEF/DCS

NCDF

XML Guard REST / 
WSMP - MIM

HTTP / 
4559-4774 XML

CORBA / 
4559

CORBA / 
4559 DAG

CORBA / 
4559 DAG

CORBA / 
4559 DAG

CORBA /
4559 DAG

Intelligence, Surveillance and Reconnaissance (ISR) Domain 1

DCS/IEF

ISR Domain 2

Partner 0
CSD 3+

REST / 
4559 xml 

C2 Viewer

DDS / MIM

HTTPPartner 0
CSD NG

Weather 
Data

HTTP /
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Ro
ad

m
ap
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Test Results

Issues,
Requirements,

Needs

Guidance

System 

Models

Architecture 

Ontology & 

Domain Models

Data 

Exchange 

Semantics

UML for

NIEM

Data Storage      

Schema

electronic Information Sharing 
Agreements (eISA)

Information Exchange Specifications

Semantic Policy

Legend:
• Standards Being Tested at CWIX 2019
• Future Opportunities
• Exiting Standards Alignments

Packaging & 

Processing 

Policy 

Modeling

NATO AF © US Department of Defence

© NATO NC3

• Tagging & Labeling Rules
• Access & Release Rules

Analytics
Threat Risk

Certification and Accreditation (C&A)

Statement of Sensitivity

Forensic Audits
Business Intelligence

Strategic Planning

Governance

Architectural Planning

Operational Assessments

Machine Learning

Desktop Exercises

NATO AF 

Views and 

Viewpoints

Policy Model 
Element Creation

Model Driven 

Transformation

Standards

COI
COI

COI
COI

COI

COI COI

COI

COI

COICOI

COI
COI

COI

COI

COI

National Domain

Other Government 
Departments

COI

COI

COI
COI

COI

COI

COI

COI

COI

NGO

NGO

NGO

NGO

NGO

NGO
NGONGO

NGO

NGO
NGO

NGO

CWIX 2019

R
eq

ui
re

m
en

ts
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Capability
Status

Tagging and Labeling Policy

StandardsPriorities and Guidance Operational Needs

Capability

Inform
ation

Safeguarding

Delivering Enhanced
Flexible, 

Adaptable,
Agile

Solutions 

Capability

Inform
ation

Sharing

Operational Challenges

DODAF

DCS Reference 

Architecture

IEF Policy

Generation

DCS/IEF

Enabling
Interoperability

& Data Centric
Security (DCS)

Powered by OMG 
Open Standards

Architecture 
Provisions Data 

used by Analytics to 
inform key 

Management 
Decisions.

CORBA / 
4559  DAG

Architecture/ Policy 
Driven Services 

enable agile 
development of 

operational 
capability

CORBA / 
4559

OMG Standards: https://www.omg.org/spec 

Policy & 
Configuration Library

Information 

Models

MIP Information 
Models (MIM)

Policy

Foundation

Powered By

IEF: Information Exchange Framework
NCDF: NATO Core Data Framework
CSD: Coalition Shared Datastore

Interoperability Standards:
• STANAG 4559 v3 & v4
• STANAG 4774

• STANAG 4778
• MIP Information Model (MIM)
• Keyhole Markup Language (KML)

IEF will be providing DCS capability for all ISR partners wishing 

to provision data to the NCDF.  The IEF will use policy to:
1. Add 4774 Labels to selected messages
2. Redact selected data elements to enable sharing 
3. Route information to appropriate networks and domains
4. Bridge semantic and protocol differences between 

information domains
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Information Exchange Framework (IEF)

• Standards Specifications

• http://www.omg.org/spec/IEPPV/

• http://www.omg.org/spec/IEF-RA/

• IEPPS RFP was issued Dec 2017 and currently being developed

http://www.omg.org/spec/IEPPV/
http://www.omg.org/spec/IEF-RA/
http://www.omg.org/cgi-bin/doc.cgi?mars/2017-12-12

