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% BT Overview K¥Muavisors

The target of the Data Centric Security (DCS) at CWIX
* NATO has the same requirements as an collaborating group of partner agencies

Overview of Modeling ISS Policy

The Elements of the Proposed DCS solution for CWIX

Questions
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% A2MG  The Information Sharing and Safeguarding Challenge?  K¥Muisors

MANAGEMENT GROUP

“At the heart of information sharing and safeguarding there lies a paradox”

Information is valuable only if it can be shared with, and used by authorized decision makers
And by increasing the amount information shared, the risk of compromise also increases

* This paradox exists in every domain where sensitive (Private, Confidential, Legally-Significant or classified) information is gathered,
processed, used and shared

* While sharing and safeguarding priorities and concerns appear to be mutually exclusive; in reality they are mutually reinforcing

concepts:
o Mechanisms that strengthen protection for sensitive information elements help to build TRUST within and between communities
o Increased TRUST increases the willingness to share

* Achieving an effective balance between Sharing and Safeguarding:
o Requires flexible, agile and adaptive mechanisms and controls during design, implementation, testing, deployment, operations and auditing
o Represents a data/information management versus technology deficit
o Cannot be delivered by a single organization, agency or technology
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MANAGEMENT GROUP

QmSCEDASYAg% Data Usage: Data Collection, processing and Analysis

* Data is collected from all available
sources, and:

* Data is tagged, labeled and catalogued
to facilitate discovery, processing,
sharing and safeguarding.

e Data is curated and transformed to
reflect institutional standards that
enables and facilitates analytics

* Data is staged for analytics, business
intelligence, and machine learning ...

* Analytics is performed in order to inform
situational awareness (hindsight and
insight), intelligence (foresight), and
planning
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The ability to gather all-source data and create quality

information for decision makers is the primary role of IM/IT
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Data Validation,

Data Wrangling, Real-time Analytics
Data Cleansing, and

Data Enrichment
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N2MG Information Sharing and Safeguarding (ISS)

IWIdvivors

Why Share Data/Information

Inform Decisions
* Shared Situational Awareness (Hindsight, Insight);
* Shared Intelligence (Foresight)

Enable Collaboration Planning / Collective Action

Improve Operational Posture — higher quality
information:

* (Timely, Accurate, Current, Actionable, Complete, Concise,
Accessible, Relevant, Consumable, Understandable,
Reliable, ..., Trusted)

Resource Multiplier
* enable and automated response

* Better allocation available resources

Information is only valuable or useful if it
can be shared

Data must be packaged (aggregated, transformed,
marked, redacted and formatted) to balance user
need and institutional security policy, assuring:

* The quality of the information (Timely, Accurate, Current,
Actionable, Complete, Concise, Accessible, Relevant,
Consumable / Understandable, Reliable, ..., Trusted)

* The protection of sensitive (private, confidential, legally-
significant and classified) data

Data and information elements must be tagged
and labeled, to and facilitate discovery, processing,
sharing and safeguarding

Responsible Information Sharing

Maximize the availability of quality information to authorized users, in accordance with legislation, regulation and policy, while
protecting sensitive (private, confidential, legally-significant and classified) data from unauthorized access, release, or
manipulation”
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N2MG Data Sharing and Safeguarding K¥M.cpisors

The ability to share information in aresponsible and trusted
manner is the cornerstone of a digital strategy
e Assuring that all information sharing agreements are
fulfilled is a complex task

Recipients

=
oo |
(BT

Responsible Sharing

* No good plan / architecture survives for ISS will S g | Recwicits
survive first contact with the operational environment :
* The legislation, regulation, ISAs, MOUs, ..., and operating Intelligence

procedures directing information to be shared are not written
in @ manner that easily translates into interface design

Recipients
Maximizing the sharing and
availability of information of
information, while simultaneously
protecting sensitive (private,
confidential, legally-significant and
classified) information from
iy | Redplents unauthorized access, use, release,
or manipulation.

g4 Recipients

Recipients

* legislation, regulation, ISAs, MQOUs, ..., and operating
procedures must be applied to each dataset separately

* Information sharing and security policies contradict each other |_Recplnis |
* Itis unlikely that the data/information needs of each internal or E&gﬁgﬁgﬁ; g 1 Recipients Quality Information
external recipient are well understood i Recipie T —
« Requirement for data/information are in a constant state of flux : Timely, Accurate, Current,
e et Actionable, Complete, Concise,
o, o . . . 1gh Trus s .
* Tradition interface (API) design and maintenance Moderate Trust MI Accerulbia, Releiadts Sonsymable
Some Trust [ S—— Understandable, Reliable, Trusted,
approaches cannot keep pace Low Trust etc...
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Text Mining
Data Mining
Data Transformatio
Data Aggregation,
Data Integration,
Data Siaging,
Data Mashup,

ADVANCED SYSTEMS
MANAGEMENT GROUP
Our focus area
Other iData Sets > ,

Sensor bata (10T)

Data Ingest
Data Lake

1 Data CUratlonr

:

1

1

1
Partn:er Data

:

1

All Data Sources

Recordsi& Reports
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MapReduce. and

Tagging and Labeling
Data Cataloging,
Data Validation,
Data Wrangling,

Data Cleansing, and
Data Enrichment

Our Focus area

deisom

Analytics

Descriptive,
Diagnostic,

Discovery,
Predictive, and
Prescriptive

L

Business

=
=

1

ents

Intelligence

Machine Learning Situational

Awareness

Recipienis

Real-time Analytics

>

High Trust
Moderate Trust
Some Trust
Low Trust
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ASMG Generic Use-case for Information Sharing and

ADVANCED SYSTEMS

MANAGEMENT GROUP S a fe g uad rd | N g

KeMo
AVudvisors

Manage ISS Policy

Authorize Action

Policy

Public
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Data Store

Protected
Data Store

Local Security
Services

Send Releasable
Data Elements

Enforce Information <<include>> Enforce Information

Sharing Policy Safeguarding Policy

Encrypt
Element(s)

Authorized
User

Request Authorized
Elements

/ -
Transactions ' F * -7
- Element(s)
Enforce Security .
Rules e
) Enforce Packaging & \
Alertsand Warnings Processing Policy \\

\

Aggregate

Enforce PPV Element(s)

Policy

——

Ingest PPV Policy

AuditServices ~o
~

S~ \ Transform

Element(s)

Manage PPV
Policy

Policy
Administration
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ADVARCED SYSTENS Keys to a Solutions Success

e Separate Business, IM and IT Concerns
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Augment and not replace user applications and infrastructure

Model driven architecture / Use of MBSE

Rule-based applications / Separate business rules from the code

Separate life-cycle for business rules and software

Run load of business rules

Runtime administration of rules (increased flexibility, adaptability and agility)

Enhanced logging and auditing

Demonstrate responsible, Trusted and Auditable ISS
Enable real-time monitoring
Enable forensic Auditing

Integration of open standards
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Increase flexibility, adaptability and agility during development and operations
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* Networks and Platforms can be deployed
independent of applications (e.g., Cloud,
On-prem, Hybrid)

* Application are developed to enforce
policies (rules and constraints) based on
standardized policy models and rapidly
deployed to deployed infrastructure

* Policies are defined by the business - based
on user / business / operational needs - and
deployed to the applications as data sets
that are ingested at runtime.

 Libraries of policy models can be
maintained and deployed as needed
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Policy Life-cycle — Separating Concerns

mdvimm

Policy, Applications and IT have separate life-cycles

Policy Life-Cycle

Post Mission Analysis
~rn Integrate
g J
1;1,‘_‘;:% Policy
Lia Changes
Policy

Policy Instruments

e

\;“‘ Governance Analytics
A
a\

Legislation/International Agreement

Government Policy

Regulation

Agency Policy

Operating Procedures

Memorandum of Understanding 55 raran

Information Sharing Agreements IEFP\J%
LA

Service Level Agreements

AR

Architecture
Repository

Policy Modeling

OMG IEPPV Standard specifies
the UML profile for modeling /
defining executable policy

Powered by OMG T =
Open Standards

il

Testing, Validation
and Certification

Legend (Support for DCS)

- Evolving Standards and Tool Development

- Future Activities

Administration

Policy Administration Point and
IEPPV exchange addressedin |
the |EF Reference Architecture
(IEF-RA)
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ASMG

ADVANCED SYSTEMS
MANAGEMENT GROUP

Glossary:

e Currently Use in IEF Specifications
* Planned Activity

e Future Activity

* UAF Alignments

e UML Alignments

The UAF is the evolution of the Unified Profile
for DODAF and MODAF. The UAF is not
another Framework; it is common ontology,
UML Profile, and domain model for aligning
Architecture Frameworks with Standard
Modeling Languages

UML for

Architecting Policy and ISS Capability for the

. mclviV()):v
Business

Governance <€ Data —> Threat Risk
Strategic Planning <= Analytics > CA

Architectural Planning <= A

o’ —> Statement of Sensitivity

DoDAF V2.02 °

L[]
o NATO AF 4.0
©NATO NC3

—> Forensic Audits

o’ —> Business Intelligence

—> |Vlission Assessment

> [achine Learning

© US Department of Defence

Operational Work Flow

@@\M

Architecture
Views and Viewpoints

Nt

NIEM

Data Exchange

Semantics )
Model Driven

Transformation
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» Tagging & Labeling Rules
* Access & Release Rules

& OMG LJNH—'H)
ARCHITECTURE
FRAMEWORK s

Architecture
Ontology / Domain
Model

—> Executable Exchange Policy
Automation of Information

IEPPV &

Information Exchange
™
Packaging Policy Vocabulary

Packaging &
Processing Policy

Models Model Driven Transformation
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» Data Storage Schema
* Exchange Schema

/

Sharing Agreements (ISA)
—> COI / COP Configs
—> QOther

N3
L] SYSTENS
NITELING

LANGUAEE

System
Models
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% AIMG Participation Models K¥Muciisors

MANAGEMENT GROUP

* |dentify the specific participation of =Ty,
a partner in the Information Sharing e |
Agreements, Cols, ... "

tparticipatesin®

* Reduces complexity of diagrams for ‘ ’
stakeholders [ | R 1

* Models can be mined to produce tpscpatains [+ s ’
spreadsheets and report to aid
discussion with stakeholders
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NAMG Redacting Data Elements K¥M.chisors

SemanticSpecification NSII._PR()DUCT_hem/

NSIL_PRODUCT Item /'
* Redact can be performed by: e o i

‘Wrappers:Objectitem aattributeDependency® MNSIL_PRODUCT_ltem:NSIL_PRODUCT_Item

object-item-id: bigint +NPROD_name 1000001 tobject-item-name-text | . NFROD_id: bigint
object-item-category-code: object-item-categorycode [~ . o~ — T - - T T T T~ + NPROD_name:string
object-item-name-text: string
creator-id: bigint
update-seqnr: bigint

aattributeDependency®

e Sub-setting the data during
modeling

+ o+ o+ o+

* And Operation in the consuming
TransactionalElement

“Wrangpw Damrme s sTrarasctisesiflomanma
WianeeriACten *Acrionia 200001 *action-da Wrapper Transsctionsl FlemantsAstion
¢ aTiusRDepandenty v MtmnCatageryCate strmy
~ActanCategse te 300002 SCTIMN-CAIREOIYCSER | & Acrmnis Signe
pubsofrode=tacius)nsivs « hezmutame Terr yming
~{* Crvemrin
1 . lsentfier il Usrtaresess gies
SACTHIN 1 g Tear 10000 SITUDHOITQABT| o JlirimamdTribureFooingn, Wragperfloments Acmen_itam
«prwibiceDepenaency
*Crestorie 300004 wrmenead
< preidusmDapentency
sizdutelagsr 100005 Tusdate-engTr
¢ st nlepengency »
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N2MG Operations Add many Capabilities. K¥Mchisors

SemanticSpecification NSIL_CARD_ltem /

e Operations can be used . caso.pen

uTransactionalElement»
NSIL_CARD_ltem::CARD_|tem

L]
to . + MNSIL_CARD: NSIL_CARD_REF
+ Identifier: method CreateUUID

@ Tra nsform Data + CreatelUID|Cbjectltem): Identifier O
* Redact Data

TEgEregatasy

U3gEregatesy
e T d Label D
ag an abel Data .
1
: v
[ A d m uTransactionalElement? -
n O re ‘Wrapper-Transactional Elements::Objectitam wTransactionalElements
NSIL_CARD_Item:NSIL_CARD_REF
+ Objectitemld: bigint . . —
+ ObjectitemCategoryCode: object-item-category-code tidentifiers < NCP\P"d:blg”'!t
+ ObjectltemMameText: string + FPublisher: string
+ UpdateSeqnr: bigint + SourceDataTimeModified: string
+ Creatorld: bigint + Sourcelibrary:int
+ Objectltem: Objectltem + DateTimeModified: int
+ Identifier:int
+ MinimizeAttributeBoolean, WrapperElement): Dt}jecm
+reference-id 1
+object-item-id 1
1
oWrapperElement»
L Wrappers::ObjectitemReferencefssociation cnavigation®
anavigation?
+ object-item-id: bigint
+ reference-id: bigint
+ object-item-reference-association-index: bigint
+object-itam- + object-item-reference-association-category-code: object-item-reference-association-category-code | +NCRDO-I1d
\ id + object-item-reference-association-specific-part-text: string —
1|+ creator-id: bigint 1
+ update-seqnr: bigint
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ADVANCED SYSTEMS
MANAGEMENT GROUP

./\SMG Separating Policies and Rules from Enabling Technology  K¥Muaisors

User Selected Middleware

e |

User Application

. ) Reusable Policy and Library
Reusable Policy and Library Components
Components  BEBAFSer Library | | [ ssmoossoeoorreeomr oo s oo
IEF .
' Packaging and Information
Transforms that Align Data Processing Exchange
Elements between the 1 Service {IEPPS) Controller
Transformation :
Exchange and Storage Library : Information Exchange Spec
schemas Informatien Exchange Rqt
Information Exchange electronic Information Sharing
) . Specifications Agreements (elSA
Rules governing the tagging Semantic g ( )
and labeling, and filtering Processing
N i Business Rules / f
{Redaction) of Information o ; : - .
Decision Logic w Palicies that Define How Data is
77777777777777777777777777777777777777777777777 Packaged
q [Aggregated, Transformed, Marked.
Pfjs::j:‘ng:;}i Redacted and Formatted|
Component J ¥ And Pracessed
|Parsed, Transformed and Marsnaled)

Configuration

Legend:

User Data
[l 'EPPS Defined Elements
|:| Community Defined Elements

- User Defined Elements
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ASMG

ADVANCED SYSTEMS
MANAGEMENT GROUP

Common software for each
node with operational needs
being addressed by:

e Policies specific to their
operations and data
environment

* Libraries configured to their
specific needs

* Confutation and rules
tailored to their needs
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Operational Node

Coalition Domain

NCDF
NATO GUARD CSD Partners CSD Partners
UK MET CAF CSD ASMG C2 Viewer CAF CSD-NG

DDS™
Interface

CORBA™
Interface

REST Interface >

mdwlm; )

ational Domain
iddleware
Pollcy PO|ICy -
Enforcement Exchange ————— Enforcement Exchange
Rules
Point Pomt

-

' Packaging and
Processing Service
(IEPPS)

1
1
-l

PPS Command
Messages

Exchange
Rules

Information
Exchange
Specificatiol

Policy Administration
Point

Semantic
Rules

Packaging and

Processing Poli
PPS
Executive
Policy & \

1
1
R T ——

-
] i

Conflguratlon
Library

Information

Exchange Services

Semantic Services

Data Semantic Supported for CWIX 2019

* Partial JC3IEDM 3.1.4 and
* NSIL4559 + 4774
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Testing at CWIX is seeking to
verify that the proposed
Architecture drive approach can
be used to:

e Add DCS capability

* Tagging and labeling (4777)
e Selective data redaction

e Balance the data needs and
security considerations for
partners at different levels of
trust

* Mediate the flow of data two
operational domains with
differing:

* Information semantics

* Messaging and network
protocols
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CWIX Testing and Demonstration

Partner 3
(o]}

CORBA/
4559 DAG

Partner5 Partner 6
Csh Csb
Partner 4
csb

CORBA/ CORBA/

4559 4559

CORBA/
PaI:;;r ’ (RS REST/ Partner 0
Partner 0 4559 xml CSD 3+

CORBA/ CSD NG

4559 DAG CORBA/
Partner 1 CORBA/ REST/ 4559 DAG
csD 4559 DAG 4559 JSON

DCS/IEF
HTTP /
4559-4774 XML

K¥Mudsisors

DDS / MIM

Partner 0
CSD NG IEF/DCS XML Guard HTTP / REST/

KML WSMP - MIM

Weather
Data
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NIMG Evolutionary approach to ISS Capability K¥M . ivisors

MANAGEMENT GROUP -
b pa—
— — ~ \\
DCS Architecture & Engineering DCS eXploration, eXperimentation, eXamination, eXercise \
Legend:
- Standards Being Tested at CWIX 2019 DODAF i e e e S Lt — ot ridtnlat ity it~ Bl b 1 |EF: Information Exchany
* Future Opportunities US Depariment of Defe i i i i - e
- NATO AF N e, electronic Information Sharing —— 1 Intelligence, Surveillance and Reconnaissance (ISR) Domain 1 NCDF: NATO Core Data Framework
=, °on 1 % Agreements (elSA) 1 CSD: Coalition Shared Datastore
~ Semantic Policy 1 Partner 5
~ ] . Tagging and Labeling Policy 1 e —— [=1) Interoperability Standards:
pata MIP Information N S A T Exchange /) ¢ Partnera % « STANAG 4559 v3 & v
e mre Db s (] Generation YrTEE k_\_ csp - STANAG 4774
Semantics odels (( ) - = STANAG 4778
——— - -

¢ Partner2
csp

NATO AF
Views and
Viewpoints

UML for
NIEM

;

i IEPPVE.

Policy &
Configuration Library

Partner 0
CSD NG

KU

]

Architecture
/ Ontology & \
Domain Models

\
h
'
'
h
'
'
'
h
'
\
h

4 . Add 4774 Labels to selected messages

Partner 1
csp

—
°
GJ
c
£
©
VRS = Loscoooooosoootooooooooooooooo
w
<
o
v
wv
L
-

S [T

- . Redact selected data elements to enable sharing

1

2

3. Route information to appropriate networks and domains

4. Bridge semantic and protocol differences between \
information domains.

1
1
1
1
1
1
I+ MIP Information Model (MIM)

e I Keyhole Markup Language (KML)

€sD 3+ 1 -

| TEF will be providing DCS capability for all ISR partners wishing
| toprovision data to the NCDF. The IEF will use policy to:
1
1

—— = ===

s
System
Models

XML Guard  SESSSHTTR/P 2SS (RESTZ I == ! Enabling

DCS/IEF

Information

1
I,
I CSD NG
1
[l

1
1 1
Governance o
o et raston strategic Planning ISR Domain 2 ! coviewer IR Interoperabl[lty
M - Tagging & Labeling Rul Architectural Planning T \ ————————————————— Weather : :
o B e o esktop Exercises S .
Threat Risk Machine Learning . " -~ ! Command and Control Domain 0 & Data centrlc

Certification and Accreditation (C&A)
Statement of Sensitivity

«€
e ||§F}}j! — Technology

Security (DCS)

1

Forensic Audits

2
Business Intelligence < c
Operational Assessments o DCS Reference | g Q \
Open Standards ’ @ @ _
r < 'S ‘5 - > .-
QIMIC =3 = Capability Capability
[ OMG Standards: https://www.omg.org/spec P}
. Al = —— - . oc wv — -
1% — =2 ES
Priorities and Guidance 23 Standards &c 238
A =3 : : €3 o 3
Architecture @ = Architecture/ Policy 3 5o
Provisions Data -'2 Driven Services ‘5" o oa o
used by Analytics to v enable agile o = =

inform key development of
Management v operational Standards
Decisions. capability

Delivering Enhanced
Flexible,
Adaptable,
Private Sector Agile
Solutions

-':::':-‘.:.'...\ Issues,
INMPR 1M / Requirements,

ALLIAMCE — Needs

Operational Knowledge

National Domain

= col Other Government
bk e \ . \ Guidance 'c

| bonpdermenbaiane col Departments

L col
S
DCS Assessment, Planning & Governance

col
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ADVANCED SYSTEMS
MANAGEMENT GROUP

Mike Abramson

Advanced Systems Management Group (ASMG) Ltd.
Co-Chair C4l DTF at OMG, Co-Chair IEF WG at OMG
265 Carling Ave, Suite 630, Ottawa, Ontario, KIS2E1
Phone: (613) 567-7097 x222
Email: abramson@asmg-Itd.com
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Vijay Mehra
KYM Advisors
Co-Chair IEF WG at OMG
4400 Fair Lakes Ct., Suite 101A, Fairfax, VA 22033
Phone: (571) 510-0930
Email: vijay.mehra@kymadvisors.com

AN OMG STANDARD AN OfAG STANDARD

IEF){C  [EPPVE,

Infamnatian Exchance Framewoek



mailto:abramson@asmg-ltd.com
mailto:vijay.mehra@kymadvisors.com

QM%M-& deimm

Back-up Slides

AN OMG STANDARD AN OfAG STANDARD

Copyright by Advanced Systems Management Group Ltd. 1999-2019 I EE)X( I,EPI . u E

Infarmatian Exchanoe Framework "

OUILCT MANAGEMENT Gltour *

Fahagrg oy Voedsalery ©



% AMG Information Exchange Framework (IEF) K¥Mvisors

MANAGEMENT GROUP

e Standards Specifications
* http://www.omg.org/spec/IEPPV/
* http://www.omg.org/spec/IEF-RA/
e |EPPS RFP was issued Dec 2017 and currently being developed
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