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EDASMG Overview KMo

A The target of the Data Centric Security (DCS) at CWIX
ANATO hathe samerequirementsasan collaboratinggroupof partneragencies

A Overview of Modeling ISS Policy
A The Elementsf the ProposedDCSsolution for CWIX

A Questions
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(D}AN%MW% The Information Sharing and Safeguarding ChallendéRuiso

MANAGEMENT GROUP

0 0KS KSINI 2F AYF2NXIGA2Y aKIFENAY3I | yR
Information is valuable only if it can be shared with, and used by authorized decision makers
And by increasing the amount information shared, tmsk of compromise alsancreases

A This paradox exists in every domain where sensitive (Private, Confidential, Sigaificant or classified) information istiyared,
processed, used and shared

A While sharing and safeguarding priorities and concerns appear to be mutually exclusive; in reality they are mutualipgeinforc
concepts:

o Mechanisms that strengthen protection for sensitive information elements help to BRld STvithin and between communities
0 IncreasedlRUSTncreases the willingness to share

A Achieving an effective balance between Sharing and Safeguarding:
0 Requires flexible, agile and adaptive mechanisms and controls during design, implementation, testing, deployment, opaiodging
0 Represents a data/information management versus technology deficit
o Cannot be delivered by a single organization, agency or technology
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&

Data Usage: Dataollection, processing and AnalysisKyMuisors

The ability to gather all-source data and create quality

information for decision makers is the primary role of IM/IT

A Data is collected from all available
sources, and:

A Data is taggedabeled and catalogued
to facilitate discovery, processing,
sharing and safeguarding.

A Datais curatedandtransformedto
reflectinstitutional standardghat
enables and facilitategnalytics

A Data is stagedbr analyticspusiness 5
AYUuSttAaISYyoSzZ |YyR YI OF
A Analyticsis performed in order to inform
situational awareness (hindsigand
insight),intelligence (foresight)and
planning
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All Data Sources

Data Ingest

# Text Mining
Data Mining
Data Transformatio
Data Aggregation,
Data Integrafion,
Data Staging,
Data Mashup,
MapReduce, and

Analytics

Descriptive,
Diagnostic,
Discovery.

Predictive, and

Intelligence

_ Foresight
(Foresight)

Q Prescriptive
¢t Y
=

J E

© 3 Business

S = Intelligence

8 8 _

‘ Machine Learning E&g?gﬁg:é Hindsight
Tagging and Labeling Hindsiaht. Insiaht .
ata Cataloging, {Hdogbt Kiaht) InS|ght

Data Validation, . T—
Data Wrangling, Real-time Analytics

Data Cleansing, and
Data Enrnichment
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Information Sharingnd Safeguarding (ISS)

Why Share Data/Information

A Inform Decisions
A Shared Situational Awareness (Hindsight, Insight);
A Shared Intelligence (Foresight)

A Enable CollaboratioRlanning /Collective Action

A Improve Operational Posturehigher quality
information:

A (Timely, Accurate, Current, Actionable, Complete, Conci
Accessible, Relevant, Consumable, Understandable,
wSEAFOESZ XX ¢NHzZAUGSRU

A ResourceMultiplier
A enable and automated response
A Better allocationavailableresources

U)

Information isonly valuable or usefuf it
can beshared

A Data must be packaged (aggregated, transforme

marked, redacted and formatted) to balance use
need and institutional security policy, assuring:

A The quality of the informatiotfTimely, Accurate, Current,
Actionable, Complete, Concise, Accessible, Relevant,
[ 2yadzyll ot S k | YRSNRAuUI YRIDO

A The protection of sensitive (private, confidential, legally
significant and classified) data

A Dataand information elements must be tagged
and labeled, to and facilitate discovery, process
sharing andafeguarding

L4

Responsible Information Sharing

Maximizethe availability of quality information to authorized users, in accordance with legislation, regulation and policy, while
protecting sensitivedrivate, confidential, legalkgignificant and classifigdlata from unauthorized access, release, or
YFY ALz FGA2YE
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% NaMG Data Sharing and Safeguarding K¥Mchisors

The ability to share information in aresponsible and trusted
manner is the cornerstone of a digital strategy

A Assuring that all information sharing agreements are

fulfilled is a complex task
A No good plan / architecture survives for 1SS will P j e nessonsible shafi

survive first contact with the operational environment

A ThelegislationNB 3dzf  GA2y X L{! & ah
procedures directing informatioto be sharedare not written
in a manner that easily translates into interface design

Recipients

Maximizing the sharing and
availability of information of
information, while simultaneously
protecting sensitive (private,
confidential, legally-significant and

g4 Recipients

Q)¢
NA

Intelligence

Recipients

I

A legislation, regulation, ISAs, MOUsY | YR 2 LISNJ [i A\ 3 classified) information from
procedures must be applied to each dataset separately Recipients utratithiodtzel acces‘s' use, release,
. . . .. . i or manipulation.
A Information sharing and security policies contradict each other |_Recients_|
A Itisunlikelythat the data/information needs of each internal dr Sieoe Beie Quality Information
external recipient are well understood i Recipie . , )
Provision of information that is
A Requirementfor data/information are in a constant state of flyx ; Timely, Accurate, Current,
e et Actionable, Complete, Concise,
- - . . igh Trus — .
A Tradition interface (API) design and maintenance e [ |_Recpients ] Accessible, Relevant, Consumable /
ﬁ Some Trust [ s Understandable, Reliable, Trusted,
approaches cannot keep pace etc...
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AIMG Modern Information Management on a slide K¥Mcsisors

MANAGEMENT GROUP

Our focus are

Text Mining E—
Data Mining A | ........
Data Transformatio 1 :
I\ 1 Data Aggregation, na ythS :
' Data Integration, o -
Other 'Data Sets J : Data Stgging DQSCHPU\{Q __________________ 3
D : Diagnostic, : I
1 ata Mashup, ag : o
I MapReduce, and Discovery, - g Recpients
. B . Predictive, and :
Sensof: Data (10T) Q <) ‘ N Prescriptive N  Recipients
1 5 - ! = =
1 @' (O o L e
| (@] L - = Recipients
Partner Dat @ E E —
artner Data © — = 2
: = =, (0 o Business s Recipients
! © e [ Intelligence
()] [ = S (U =
1
- = ! = = [ Recipients I
Records$ & Reports < | P | .
: | Machine Learning Situational 11 ]
i 'Tagging and Labeling Awareness
: g —
) i ata Validation, _ . i
Transagtional Data ' Data Wrangling, Real-time Analytics
| Data Cleansing, and 4 S—
. E Data Enrichment '
1 "
: : High:vmst l liecipients I
| | Moderate Trust '
1 : Some Trust
: 1 Low Trust o
|
1

Recipients
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ASMG Generic Usease for Information Sharing and R
ADVANCED SYSTEMS S afe g uar d in g MV udvisors

MANAGEMENT GROUP

Policy

Manage ISS Policy
Administration

Public
Data Store

Authorize Action Protected

Data Store

Local Security

Services
Send Releasable

Data Elements

Enforce Information <<include>>

________ Enforce Information
Sharing Policy

Safeguarding Policy
Authorized

User

Request Authorized
Elements

Encrypt
Element(s)
Log ‘S N\ -7
Transactions ' F -7
7 8 - > Redact
) - Element(s)
Enforce Security
Rules -
N T Tag and Label
. Enforce Packaging & \
Alerts and Warnings Processing Policy *

Ingest PPV Policy Enforce PPV

Policy

Audit Services

~

> Aggregate

. Element(s)
RSN Transform
Element(s)

Manage PPV
Policy

Policy
Administration
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% A2NG Keys to a Solutions Success K¥Mchisors

A Separate Business, IM and IT Concerns
A Augment and not replace user applications and infrastructure

A Increase flexibility, adaptability and agility during development and operations
A Model driven architecture / Use of MBSE
A Rulebasedapplications / Separate business rufesm the code
A Separatdife-cyclefor businessulesand software
A Run load of business rules
A Runtime administration ofules {ncreased flexibility, adaptability and agility)

A Enhanced logging and auditing
A Demonstrate responsible, Trusted and Auditable ISS
A Enablereakttime monitoring
A Enableforensic Auditing

A Integration of open standards

OMG STANDARD AN OTAG STANDARD
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% ASMG Policy Lifecycleg Separating Concerns K¥M.cpisors

Policy, Applications and IT have separate life-cycles

Policy Instruments PO“CV I_ife-Cycle
A Networks and Platforms can be deployed

. . . \{\“ Governance Analytics
independent of applications (e.g., Cloud, @

Onprem, Hybrid)

Legislation/International Agreement
Government Policy

. . Regulation “ LJAF
A Application are developed to enforce AgencyPoley e

Memorandum of Understanding

policies (rules and constraints) based on omaton Sharng Ageenenis  [EBBEL
standardized policy models and rapidly
deployed to deployed infrastructure

Architecture

o, Integrate
=] Policy
i Changes
Repository
Policy Modeling ~ Policy /
/ .

A Policies are defined by the businedsased

on user / business / operational needand  Lesentsummncs AL i eritaaon
deployed to the appllCatlonS aS da.ta Sets - Evolving Standards and Tool Development

that are |ngested at runtlme. - Future Activities

A Libraries of policy models can be
maintained and deployed as needed
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ASMG

ADVANCED SYSTEMS
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Glossary:

A Currently Use in IEF Specifications
A Planned Activity

A Future Activity

A UAF Alignments

A UML Alignments

The UAF is the evolution of the Unified Profile
for DODAF and MODAF. The UAF is not
another Framework; it is common ontology,
UML Profile, and domain model for aligning
Architecture Frameworks with Standard
Modeling Languages

Architecting Policy and ISS Capability for the

Business

Governance <= Data —
Strategic Planninge— Analytics ,

Architectural Planning<—

8 .
§ °
3 °
$ °
H °
£ °
°

E °

°

....ooooct"
.
DoDAF V2.02 .

[ )
© US Department of Defence .’ NATO AF 4.0
© NATO NC3

Architecture
Views and Viewpoints

UML for S
NIEM % OMG uwwm
HFICHH ECTURE
Data Exch AMEWORK &
ata Exchange
Semantics Architecture _
Model Driven Ontology / Domain
Transformation Model
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Information Exchange
™
Packaging Policy Vocabulary

Packaging &
Processing Policy

Models Model Driven Transformation
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AData Storage Schema
AExchange Schema

/

'%Mldvis'm )

Threat Risk

C&A

Statement of Sensitivity
Forensic Audits
Business Intelligence
Mission Assessment

Machine Learning

Operational Work Flow

@@\M

Wil A e

OMG
Unified
Modeling
Language

q..:} oNy
AITELING
LANGUREE

System
Models
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ATagging & Labeling Rules
AAccess & Release Rules

—> Executable Exchange Policy

Automation of Information
Sharing Agreements (ISA)

—> COI/ COP Configs
—> Other
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% AIMG ParticipatiorModels KiMocsisors

MANAGEMENT GROUP

A |dentify the specific participation of Ty,

a partner in the Information Sharing | -
AgreementsColz X \_ m | ’

A Reducesomplexityof diagrams for ‘ ’
stakeholders

AModels can be mined to produce N e |
spreadsheets and report to aid
discussion with stakeholders
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ASMG Redacting Data Elements K¥Musisors

SemanticSpecification NSIL_PRODUCT_tem /
NSIL_PRODUCT_tem /
o ) R
A Redact can be performed b e _ e
b ‘Wrappers:Objectitem aattributeDependency® MNSIL_PRODUCT_ltem:NSIL_PRODUCT_Item
. . + object-item-id: bigint +HHPROD_name 1000001 *OBjECt-item-nametext |+ NPROD_jd: bigint
S u bS ettl n th e d ata d u rl n + object-item-catezory-code: object-item-category-code [T T~ T T iatirbueDependencyr + NPROD_name: string
+ object-item-name-text: string
. + creator-id: bigint
modellng + update-seqnr: bigint
T tionalElement
Action /S
“Wrangpw Damrme s sTrarasctisesiflomanma
WianeeriACten r 200001 *actionia Wrapper Transestions! FlemantsAstion
“amiasaDependency MtmrlotageryCate strmg
ateganyC 300002 Acrzmnig sspnt
b Ccdiu Sariy < «  bcrmnmamelerr yeing
. Crawmrs
. jsentfier s ':q «  Ugitareless

“ACTAN g Test
«prwibiceDepenaency
*Crestorie 300004

*  MinimpsdrmbumeFooingn, Wragperfiemants Amen_itam

sizdetelagey 100005 rusdate-amgrr

¢ st nlepengency »
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NAIMG Operations Add many Capabilities. K¥Mchisors

SemanticSpecification NSIL_CARD_ltem /

A Operations can be used T

uTransactionalElement»
NSIL_CARD_ltem::CARD_|tem

.
to = + MNSIL_CARD: NSIL_CARD_REF
+ Identifier: method CreateUUID

A Tran Sfo rmD ata + CrEEtEUUID[DbjEI:tItEm]: Identifier O
A Redact Data
A TagandLabelData e S

1

A An d m 0 e tTransactionalElemants . A4
‘Wrapper-Transactional Elements::Objectitam wTransactionalElements
NSIL_CARD_Item:NSIL_CARD_REF
+ Objectitemld: bigint . .
+ ObjectitemCategoryCode: object-item-category-code tidentifizrs + NCRD-ld: bigint
+ ObjectltemMameText: string + Publisher: string
+ UpdateSeqnr: bigint + SpurceDataTimeModified: string
+ Creatorld: bigint + Sourcelibrary:int
+ Objectitem: Objectltem + DateTimeModified: int
+ Identifier:int
+ MinimizeAttributeBoolean, WrapperElement): Dt}jecm
+reference-id 1
+object-item-id 1
1
oWrapperElement»
L Wrappers::ObjectitemReferencefssociation cnavigation®
anavigation?
+ object-item-id: bigint
+ reference-id: bigint
+ object-item-reference-association-index: bigint
+object-itam- + Db]:E{t—?tEITI—rEfEFEI'I{E—ES.SoD{?EtiDI‘I—EEtEgi.IFY—EDdE: DhjE{T.:—itEITI—rEfErEI'I{E—ESSD{iEtiDI‘I—EEtEgDFY—EDdE +MNCRD-Id
\, id + object-item-reference-association-specific-part-text: string I
1|+ creator-id: bigint 1
+ update-seqnr: bigint
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dvisors

.QM%M& Separating Policies and Rules from Enabling Techno

MANAGEMENT GROUP

User Application User Selected Middleware

T esase |

Reusable Policy and Library

Reusable Policy and Library Components

Components T~ - e
IEF Inf i
: nformation
Transforms that Align Data E?;E:f;?f;nd Exchange
Elements between the _ . 1 Service {IEPPS) Controller
ransformation
Exchange and Storage Library Information Exchange Spec
schemas Information Exchange Rqt
Information Exchange electronic Information Sharing
Specifications sements le
Rules governing the tagging Semantic Agreements (¢lSA)
and labeling, and filtering Processing

Business Rules / ;
Decision Logic | Palicies that Define How Data is
S— - Packaged
[Agzregated, Transformed, Marked.
Redacted and Formatted}
Component And Pracessed
Configuration [Parsed, Transformed and Marsnaled)

{Redaction) of Information

Packaging and
Processing Policy

Legend:

Il 'EPPS Defined Elements
[ | community Defined Elements
I uUser Defined Elements

User Data
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NASMG Operational Node KiM.aisors

MANAGEMENT GROUP

Coalition Domain

NCDF
NATO GUARD CSD Partners CSD Partners
UK MET CAF CSD ASMG C2 Viewer CAF CSNG

Common software for each ¢¢ _—
node with operational needs| =

being addressed by: ] _____ { ]
A Policies specific to their _ Fon
operations and data — ™
environment i
|

Processing Service
(IEPPS)
A Librariesconfiguredto their
specificneeds -
Packaging al - e Semantic Services

A Confutation and rules =
tailored to their needs '

PPS Command
Messages

_—————— L -

. Exchange Information
e Exchange Services

Information
Exchange
Specificatiol

Policy Administration
Point

1
1
R T ——

J

Configuration
Library

Data Semantic Supported for CWIX 20
A Partial JC3IEDM 3.1.4 and
A NSIL 4559 + 4774

User Data
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DAMS

CWIX Testing and Demonstration

Testing at CWIX is seeking to
verify that the proposed

Architecture drive approach car
be used to:

A Add DCS capability
A Taggin@ndlabeling(4777)
A Selectivedataredaction

A Balance thalata needs and
security considerations for
partners at different levels of
trust

A Mediate the flow of data two
operational domainsith
differing:

A Information semantics
A Messaging and network

—

protocols
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Partner 3
CSD

CORBA/
4559 DAG

Partner 5 Partner 6
@CSv) CSD

CORBA/

Partner 4
CSD

CORBA/
4559 DAG

CORBA/

4559 4559

Partner 2

Partner O
CSD

CSD 3+

REST /

Partner 0 4559 xml

CORBA/ CSD NG

4559 DAG
Partner 1
CsSD

IEF/DCS S

CORBA/
4559 DAG

CORBA/

REST /
4559 DAG

4559 JSON

DCS/IEF
HTTP /

45594774 XML DDS / MIM

Partner 0

CSD NG XML Guard

HTTP / REST/

KML WSMP- MIM DCS/IEF

T — C2 Viewer

Data
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N2MG Evolutionary approach to ISS Capability K¥Mchisors

MANAGEMENT GROUP

: - \
] N
DCS Architecture & Engineering DCS eXploration, eXperimentation, eXamination, eXercise \
A Standards Being Tested at CWIX 2019 DODAF P oo oo oo o—Oo oo —————o———o———o oo oo 1 . .
(2 R0 Gerimiics NATO AF & v o electronic Information Sharing Intelligence, Surveillance and Reconnaissance (ISR) Domain 1 il e W
A Exiting Standards Alignments e Agreements (eISA) | e G T s
M | . Semantic Policy
~ | I L Tagging and Labeling Policy - - Interoperability Standards:
|“ A STANAG 4559 v3 & v4
CSD

Data MIP Information =~ IEF Policy Exchange ROLUSLD
Exchange Generation
Semantics Models (MIM) 1 A STANAG 4778
— - A MIP Information Model (MIM)
. ¥ Partner2 3 A Keyhole Markup Language (KML)
UML for NATO AF | rne
Views and . oo .
NIEM Viewpoints e pcﬂé‘sﬂh'l‘j IEF will be providing DCS capability for all ISR partners wishin
- < to provision data to the NCDF. The IEF will use policy to:

Add 4774 Labels to selected messages.
Redact selected data elements to enable sharing

Route information to appropriate networks and domains

Bridge semantic and protocol differences between \
information domains

pUNPE

0

Model Driven
ing &

Architecture
/ Ontology & \
Domain Models

System
Models

Modeling

Data Storage.
Schema

__________ , Enabling
Interoperability
& Data Centric

Security (DCS)\

XML Guard

Information r
/ Models Governance v
Eilment tresdon Strategic Planning —
AR IEIESIE I Desktop Exercises Data
[EEHRE Machine Learning
Certification and Accreditation (C&A):
Statement of Sensitivity
Forensic Audits
Business Intelligence
Operational Assessments:

DCS Reference | g
Architecture

Powered by OMG
Open Standards

Capability

[ * Capability

OMG Standards: https:/Avww.omg.orglspec

. e . — g_ @ §; 9—.‘
Priorities and Guidance Standards 35 TS @os |
’ . > « A
) 7 ) ) 2.0 3 2 3
Architecture 4 y Architecture/ Policy @ = S D 3-2
Provisions Data / Driven Services o< §_ o Qo
used by Analytics to ’ enable agile = ‘g S S

/ol

N

inform key y development of
Management operational Standards

Decisions. gtz ] Delivering Enhanced

UN Coalition FIeX|b|e,
Adaptable,

Private Sector Ag | I e

col Solutions

Issues;
Requirements,
Needs

Knowledg

gmain

Guidance

DCS Assessment, Planning & Governance DCS Operations
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