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DIGITAL TRANSFORMATION
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DIGITAL TRANSFORMATION
VISION FOR THE GC

“We can’t be a Blockbuster government 
when we’re serving a Netflix citizenry” 

“Because in 2018, you’re either digital or 
you’re dead”

– The Honourable Scott Brison, President of the Treasury 
Board
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DIGITAL TRANSFORMATION
EXCITING TIMES
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DIGITAL TRANSFORMATION
IMPORTANCE OF TRUST
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ROLE OF CYBER SECURITY
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TRADITIONAL SECURITY MODEL
NEED FOR CHANGE
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UNINFORMED SECURITY
USERS WILL FIND A WAY
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A NEW CYBER SECURITY MODEL
WE’RE HERE TO ENABLE

NO

YES, AND HERE’S 

HOW

WE NEED TO START SAYING

WE NEED TO STOP SAYING
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A NEW CYBER SECURITY MODEL
FINDING THE RIGHT SIZE

TOO MUCHNOT ENOUGH JUST RIGHT
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A NEW CYBER SECURITY MODEL
NEED TO GET BETTER AT RISK MANAGEMENT
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INCIDENTS WILL HAPPEN
FRONT PAGE NEWS
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GC CYBER SECURITY PRIORITIES
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ID

GC CYBER SECURITY PRIORITIES
MOVING IDENTITY INTO THE DIGITAL AGE

TRUSTED ACCESS

SMARTER SERVICES

BETTER EXPERIENCE
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GC CYBER SECURITY PRIORITIES
#GCCLOUDFIRST

Baseline security 

controls for cloud

Access to Public Cloud 

Services

Standard for Protected B 

Cloud (SPIN 2017-01)
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GC CYBER SECURITY PRIORITIES
SECURITY IS BAKED IN

GOVERNANCE

ARCHITECTURE

STANDARDIZATION AND 

CONSISTENCY
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GC CYBER SECURITY PRIORITIES
BASIC SECURITY HYGIENE
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GC CYBER SECURITY PRIORITIES
INCIDENT RESPONSE AND MITIGATION

ASSUME BREACH AND PLAN ACCORDINGLY

Cyber Security Event Management Plan 

Preparation and Exercising

Post-mortems and Continuous 

Improvement
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GC CYBER SECURITY CHALLENGES
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CHALLENGES
LEGACY TECHNOLOGY
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CHALLENGES
CONSISTENCY
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CHALLENGES
KNOWLEDGE OF ASSETS
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CHALLENGES
TALENT SHORTAGE
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FUTURE OF CYBER SECURITY IN THE GC
WE’RE IN THIS TOGETHER
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THANK YOU

Imraan Bashir, Senior Director, Cyber Security 
Treasury Board of Canada Secretariat

imraan.bashir@tbs-sct.gc.ca
zztbscybers@tbs-sct.gc.ca


