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Today’s Threat Landscape:
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Who’s a Target
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Industry Americas APAC EMEA Global

Business and Professional 
Services

18% 10% 12% 16%

Energy 5% 2% 7% 5%

Entertainment and Media 11% 7% 5% 10%

Financial 17% 39% 24% 20%

Government 6% 7% 18% 8%

Healthcare 12% 2% 2% 9%

High Tech 9% 10% 7% 8%

Retail and Hospitality 10% 2% 4% 8%

Other 12% 20% 22% 15%
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By The Numbers, Americas
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Once a Target, Always a Target
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56% 
victims subsequently 
retargeted
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2018
and beyond... 

§ More destructive attacks
§ Attribution will become more important
§ Attacks will continue to align with global conflicts
§ More reliance on cloud infrastructure (both victims and attackers)
§ Cyber security will continue to be a national focus 
§ More and more sophisticated threat actors will emerge
§ More government involvement 
§ Intelligence and sharing are critical to stay ahead of the threats



Looking Ahead
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“More than 60 countries have or are developing tools for computer espionage and attacks.” –WSJ
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WHAT HAVE WE LEARNED?











T H E  G O A L  IS  N O T T O  E L IM IN A T E B R E A C H E S  B U T …
E L IM IN A T E  T H E  C O N S E Q U E N C E S  O F  A  C Y B E R  S E C U R IT Y  B R E A C H



TOOLS-
BASED
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WHAT’S WORKING?

Move sensitive data to its enclave 
network

Require two-factor authentication 
for remote access

Improve controls for privileged 
accounts

Only permit authorized programs 
to run on servers

Test the incident response plan

Use new technology to block 
advanced malwareFocus on phishing prevention

Promote a “Security First Culture”
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National Framework
§ Manage Assets 

– HardwareAsset Management
– SoftwareAsset Management 

– ConfigurationBaseline Management
– VulnerabilityManagement 

§ Manage Accounts
– Manage Trust in People Granted Access

– Mange Security Related Behavior
– Manage Credentialsand Authentication
– Manage Privileges

§ Manage Events 
– BoundaryProtection
– Prepare for Incidents and Contingencies

– Detect Suspicious Events  
– Respond to Incidents and Contingencies 
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Ron Bushar – ron.bushar@fireeye.com
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