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Welcome to Skeleton Labs, Inc. dba Dance Off App, a dance compe@@on plaAorm owned and operated 
by Skeleton Labs, Inc. dba Dance Off App, whose address is at 338 Main Street, San Francisco, CA 94105  
(“Company”, “we”, “us”, or “our”). Your privacy is very important to us, and in order to best protect your 
informa@on, we have adopted this privacy policy (“Privacy Policy”), which describes the types of 
informa@on we collect from registered or unregistered end users (each, a “User”, “you” or “your”) of the 
Skeleton Labs, Inc. website, hWps://skeletonlabs.ai (the “Site”), and/or the Dance Off mobile applica@on 
(the “App”, and collec@vely with the Site and all services provided therein, the “PlaHorm”), how such 
informa@on is used, processed and in certain cases disclosed by us, and your rights and choices 
regarding the informa@on you provide to us. Please read this Privacy Policy carefully prior to your use of, 
or crea@on of a registered User account (an “Account”) on, the PlaAorm. If you do not agree to abide by 
this Privacy Policy, please do not use our PlaAorm or create an Account.  
By accessing and using the PlaAorm and/or crea@ng an Account, you are deemed to have read, accepted, 
executed and be bound by this Privacy Policy, including, without limita@on, the informa@on collec@on, 
use and disclosure prac@ces described herein. This Privacy Policy is governed by the PlaAorm Terms of 
Service available at hWps://skeletonlabs.ai, which includes all disclaimers of warran@es and limita@ons of 
liabili@es. Capitalized terms that are used but not defined in this Privacy Policy have the respec@ve 
meanings assigned to such terms in the Terms of Service.  
1. InformaKon We Collect and Receive  
In order for us to (i) provide you with the services and func@onali@es offered via the PlaAorm, (ii) engage 
in troubleshoo@ng ac@vi@es, and (iii) improve upon the PlaAorm’s performance, safety and security, we 
may collect and process some or all of the following types of informa@on about you:  

• Personal InformaKon. Informa@on that could be directly associated with you, or used to contact 
or iden@fy you, without the aid of addi@onal informa@on, including, without limita@on, 
informa@on you provide us when you create an Account such as your name, age, date of birth, 
gender, address, email address, social media login details, telephone number, photograph, and 
username/password, as well as certain User Content you upload to, or post on, the PlaAorm, 
including, without limita@on, UGC (“Personal InformaKon”). As stated in our Terms of Service, 
while we do not ac@vely monitor the interac@ons between Users of the PlaAorm and are under 
no obliga@on to do so, we may in certain cases collect informa@on related to your interac@ons 
with other Users of the PlaAorm, including, without limita@on, comments you make, and other 
User Content that that you upload to, or post on, the PlaAorm that becomes publicly available to 
other Users.  

• Usage InformaKon. Informa@on that is not Personal Informa@on, but that relates to your usage 
of the PlaAorm or that is necessary for the proper func@oning or improvement of the PlaAorm, 
including: (i) @mes and dates and the extent of your usage of the PlaAorm; (ii) @me zone, 
language, screen resolu@on, and other usage preferences you select when using the PlaAorm; 
(iii) device keyboard sebngs; (iv) the User Accounts and/or User Content you view, like, 
comment on, share, follow, message, add memes to, and otherwise interact with, as well as the 
foregoing that other Users do with respect to your Account and/or User Content; (v) usage 



history such as areas and pages within the PlaAorm that you access or use and/or which buWons 
in the PlaAorm you click on; (vi) search terms you type in on the PlaAorm; (vii) the URL or 
adver@sement that may have referred you to the PlaAorm; (viii) the search terms you entered 
into a search engine or app store that may have led you to the PlaAorm; (viii) the mobile 
plaAorm or service provider you use, and (ix) other device and PlaAorm access informa@on such 
as your browser type, opera@ng system, IP address, referring/exit pages, and other unique 
device iden@fiers, as well as your push no@fica@on token.  

InformaKon via Facebook, Instagram or TwiOer Connect. You have the op@on to use your Facebook, 
Instagram, or TwiWer account, or your account with any other social media plaAorm with which we 
partner for cross-plaAorm account synchroniza@on from @me-to-@me (each, an “SM Login Channel”) to 
set up a PlaAorm Account, rather than signing up for an Account directly via the PlaAorm. Each SM Login 
Channel allows you to register for an Account and then login to the PlaAorm very easily and quickly by 
synchronizing the informa@on of your SM Login Channel user account profile and the informa@on 
required by Company when crea@ng your Account. If you click on the buWon and log in to your SM Login 
Channel user account, your SM Login Channel user account and the PlaAorm service are linked. Each SM 
Login Channel then transmits your public user account profile and your friends list to Company. For more 
informa@on on this data transmission, please see the Facebook, Instagram and TwiWer privacy policy, as 
applicable.  
Behavioral InformaKon. Your contact or subscriber informa@on, which we link with your ac@vity on the 
PlaAorm across all your devices using your email or social media log-in details, as well as engagement 
scores (“likes”, comments, repeated views), related Users based on your PlaAorm behavior, and opt-ins 
and communica@on preferences.  
LocaKon Data. Informa@on about your loca@on when accessing and/or using the PlaAorm, if you chose 
to opt-in. With your permission, we may collect Global Posi@oning System (GPS) data and mobile device 
loca@on informa@on. If you do not wish to share your precise loca@on with us, you can switch off 
loca@on services via the sebngs on your mobile device. You can also tag your loca@on in connec@on with 
certain UGC that you create via the PlaAorm. If you do not want to share your loca@on with others, do 
not tag your loca@on in any UGC.  
Metadata. When you upload User Content, you automa@cally upload certain metadata that is connected 
to the User Content. Metadata describes other data and provides informa@on about your User Content 
that will not always be evident to the applicable viewer. In connec@on with your User Content, the 
metadata can describe how, when and by whom the piece of User Content was collected and how that 
User Content is formaWed. It further includes certain Personal Informa@on, such as your account name, 
that enables other Users to trace back the User Content to your Account. Metadata will further consist 
of addi@onal Personal Informa@on that you chose to provide (e.g., any hashtags used to mark keywords 
to the User Content).  
Third Party InformaKon. Informa@on about you that we may receive from third par@es. For example, we 
may supplement certain informa@on that we collect from you with outside records, or third par@es may 
provide us with informa@on about you in connec@on with a co-marke@ng agreement.  
Device Address Book. To allow you to connect and communicate with friends, with your permission 
under Account sebngs, we may collect informa@on from your device’s address book.  
Messages. As stated in our Terms of Service, we outsource all messaging func@onality on the PlaAorm is 
managed by a third party service provider (e.g., Quickblocks). We may, but are not obligated to, collect 
and process (which includes scanning and analyzing) informa@on you provide, including any Personal 
Informa@on, in the context of composing, sending, or receiving messages to other Users (that means the 
content as well as informa@on about when the message has been sent, received and/or read and the 
par@cipants of the communica@on) through our Service's messaging func@onality. We do this to prevent 



poten@al crimes. Please be aware that messages sent to other users of our Service will be accessible by 
those other users and that we are not responsible for the manner in which those users use or disclose 
messages.  
• Customer Support. We collect informa@on that you provide to us, including any Personal Informa@on, 
when you contact us for customer-support purposes.  
While certain types of informa@on described above, such as Usage Informa@on and Third-Party 
Informa@on, are generally non-iden@fying on a standalone basis, we may in certain instances combine 
this informa@on with other informa@on collected on the PlaAorm, as described above. If we ever 
combine non-iden@fying informa@on with Personal Informa@on or other informa@on that enables you to 
be iden@fied, we will treat such combined informa@on as Personal Informa@on. We do not currently use 
your Personal Informa@on for automated decision making which produces legal effects concerning you 
or similarly significantly affects you.  
2. European Union Users  
European Union data protec@on law requires a “lawful basis” for collec@ng and retaining Personal 
Informa@on from ci@zens or residents of the European Economic Areas (“EEA”). Our lawful basis for 
collec@ng such informa@on about you is permiWed under Ar&cle 6, Sec&ons 1(a), 1(b), 1(c) and 1(f) of the 
EU general data protec@on regula@on 2016/679 (“GDPR”), which are summarized below.  

• Consent: In certain cases, you have affirma@vely provided us with your consent to collect your 
Personal Informa@on for a specific purpose, such as providing your email address when you 
create your Account, or making certain User Content publicly available on the PlaAorm.  

• Contract: We may need your Personal Informa@on to comply with our contractual obliga@on to 
deliver the PlaAorm, such as fulfilling any future subscrip@on based, or other transac@onal, 
services.  

• Legal ObligaKons: Some@mes the law requires us to collect and use your Personal Informa@on, 
such as applicable tax laws that may require us to retain records of payments made through the 
PlaAorms.  

• LegiKmate Interests: This is a technical term that means we have a good and fair reason to use 
your Personal Informa@on and we do so in ways which do not harm your interests and rights, 
such as to pursue our legi@mate interests in a way that might reasonably be expected as part of 
running our business and that does not materially impact your rights, freedom, or interests. For 
example, we (i) use iden@ty, device, and loca@on informa@on to prevent abuse of the PlaAorm 
by Users and to keep the PlaAorm secure, (ii) may also send you promo@onal communica@ons 
about our PlaAorm and services subject to your right to opt-out, and (iii) analyze how Users 
interact with our PlaAorm or other Users (although we are not obligated to do so) so we can 
understand beWer what elements do or do not work well, what services/func@onali@es may be 
necessary or desirable to provide you with the best User experience on the PlaAorm, and to 
ensure the safety and security of the PlaAorm, which allows us to improve and develop the 
quality of the online experience we offer all our Users.  

3. Privacy by Third-Party PlaHorm Feature  
Social Media Plug-ins  
We use the following social media plug-ins: Facebook, WhatsApp, Instagram, TwiWer, YouTube, and may 
in the future use others. This allows you to communicate with such service and “like” or “comment” on 
the PlaAorm. The social media plug-in enables a direct communica@on between your end user device 
and the servers of the social media provider, allowing the social media provider to communicate with 
you and collect informa@on about you browsing our PlaAorm. This processing is based on Ar&cle 6, 



Sec&on 1(f) of the GDPR and represents our legi@mate interest to improve your PlaAorm User 
experience and to op@mize those services and func@onali@es offered via the PlaAorm.  
When you use a social media plug-in, transfer of your Personal Informa@on may take place whether you 
have a registered user account with the applicable social media provider or not. Please note that we are 
not responsible for the content and the data collec@on on respec@ve third-party websites or apps and 
that we neither control the extent of Personal Informa@on collected by the respec@ve plug-in provider 
nor do we know the purpose for processing or the period your Personal Informa@on will be retained. For 
further informa@on as to how and for what purpose the social network provider processes your data, 
please see the relevant privacy policies of these social network providers, and their no@fica@on when 
you connect to the social network in ques@on. We recommend that you check and review the relevant 
privacy policies of any addi@onal social network provides that we may add plug-ins for in the future.  
Facebook Inc., 1601 S. California Ave, Palo Alto, CA 94304, USA  
hWps://www.facebook.com/policy.php  
Instagram, Inc., 1601 Willow Road, Menlo, CA 94025, USA  
hWps://help.instagram.com/155833707900388  
TwiWer Inc., 795 Folsom St., Suite 600, San Francisco, CA 94107, USA  
hWps://twiWer.com/privacy  
YouTube LLC, 901 Cherry Avenue, San Bruno, CA 94066, USA  
hWps://policies.google.com/privacy?hl=en  
Apple Music and Spo3fy Plug-ins  
We use the following sound recording API plug-ins: Apple Music, Spo@fy, and may in the future use 
others. This allows you to communicate with such services to access your music library while crea@ng 
User Content on the PlaAorm, provided that you have an ac@ve subscrip@on with such services. In 
connec@on with your use of this func@onality on the PlaAorm, upon establishing a link to your Apple 
Music or Spo@fy account, we may receive informa@on from such services, as applicable, including how 
you use such services. We recommend that you check and review the relevant privacy policies of Apple 
Music, Spo@fy, and any addi@onal music services that we may add plug-ins for in the future.  
Apple Inc., One Apple Park Way, Cuper@no, California, USA, 95014  
hWps://www.apple.com/legal/privacy/en-ww/  
Spo@fy USA Inc., 150 Greenwich Street, Floor 62, New York, NY 10007  
hWps://www.spo@fy.com/us/legal/privacy-policy/  
Augmented Reality Func3onality  
To provide our Users with augmented reality func@onality, which enable Users transform their 
appearance, or the appearance of certain objects, in User Content, we use object recogni@on sopware 
developed by Apple, Inc. known as “ARKit”. Object recogni@on is an algorithm designed to help a 
computer generally understand what objects are in an image. In this case, for example, it lets us know 
that a nose is a nose or an eye is an eye. Object recogni@on sopware, however, is different than facial 
recogni@on sopware, and while the underlying technology of ARKit can determine what is or isn’t a face, 
the technology does not recognize specific faces or the iden@ty of specific individuals.  
We may also use informa@on from a technology developed by Apple Inc. known as TrueDepth camera to 
enhance our User’s experience and improve the quality of these augmented reality func@onali@es.  
4. Use of InformaKon We Collect  



We may use the informa@on we collect about/from you to:  
• Iden@fy you and poten@ally improve and/or customize the PlaAorm  
• Send you administra@ve no@ces or Account no@fica@ons  
• Send you requested service and other PlaAorm informa@on  
• Address inquiries and respond to customer service requests, ques@ons and comments  
• Administer your Account and manage your Account profile informa@on  
• Send you newsleWers and mail (including email)  
• Contact you with offers, promo@ons and other product specials  
• Send you SMS messages (subject to certain opt-ins described herein)  
• Send you more relevant marke@ng communica@ons and general PlaAorm informa@on/updates  
• Create a more personalized User experience and customize certain content you see on the 

PlaAorm  
• Iden@fy trends, conduct data analysis and determine the effec@veness of our marke@ng and 

promo@ons and other service offerings  
• Improve your User experience and increase the efficiency and effec@veness of the PlaAorm 

service and func@onality offerings  
• Maintain security  
• Enforce our Terms of Service and applicable law  
• Analyze PlaAorm usage and other trend data  
• Solicit feedback, reviews, and other informa@on regarding your experience with the PlaAorm, 

including, without limita@on, with respect to certain features and func@onali@es that you would 
like to see on the PlaAorm, or that we have recently rolled out onto the PlaAorm  

• Test new features, service offerings and func@onali@es on the PlaAorm  
• To connect to certain SM Channels and other third-party services that integrate with the 

PlaAorm  
• Other purposes that we believe are necessary to protect our rights and the rights of others, or as 

otherwise described to you at the @me of collec@on  
We may also use certain collected informa@on on an aggregated and/or anonymized basis in 
order to conduct market research, engage in project planning, for troubleshoo@ng purposes, to 
help detect and protect against error, fraud or other criminal ac@vity.  

5. Email NoKficaKons and Opt-Out  
We maintain a strict “no-spam” policy. Unless you requested otherwise in your account sebngs at the 
@me of your ini@al registra@on or specifically opt-out as provided herein, by accep@ng the Terms of 
Service and this Privacy Policy, you expressly agree that we may use your informa@on to contact you by 
email in order to deliver you informa@on that is relevant to your use of the PlaAorm such as 
administra@ve no@ces, product/service enhancements or “newsleWers”, or that, in some cases, is 
targeted to your interests, such as informa@on about User Content or service/func@onali@es offerings 
that we believe you may be interested in learning more about. You may choose to stop receiving these 
email communica@ons from us by following the instruc@ons included in such communica@ons or by 
contac@ng us at info@skeletonlabs.ai. If a third party vendor provides such newsleWers, you may 
unsubscribe in accordance with the instruc@ons provided by such third party. If you are having problems 



unsubscribing please contact us at  info@skeletonlabs.ai (forwarding the newsleWer, if applicable, and 
including in the Subject line the word “Unsubscribe”), and you will be removed within seven (7) business 
days. Please note that we will not process any unsubscribe requests submiWed as direct replies to any 
newsleWer.  
6. Sharing Your InformaKon  
Informa3on that May be Publicly Accessible  
As described in more detail in Sec@ons 5 and 6 of the Terms of Service, certain Personal Informa@on that 
you upload to the PlaAorm (such as certain Account profile informa@on), certain User Content (such as 
UGC you upload to and make public on the PlaAorm, or comments that you post to the PlaAorm), and 
certain PlaAorm usage informa@on (such as User Content you “like”), will automa@cally, or upon your 
selec@on, be made publicly available to other Users on the PlaAorm. You acknowledge and agree that 
certain Account informa@on (such as your Account profile name, picture, and/or User Content, etc.) that 
you provide in connec@on with (i) the registra@on of your Account and (ii) your general use of the 
PlaAorm, such as uploading User Content, will be publicly viewable by all Users of the PlaAorm. We are 
not responsible for the privacy prac@ces of the other Users who will view and use this informa@on, so 
you should carefully consider whether to upload any User Content on the PlaAorm or how you iden@fy 
yourself on the PlaAorm. You should not disclose your home address or the address of your place of 
business, or other loca@ons you frequent on a regular basis in any User Content.  
Loca3on Informa3on  
You may share your loca@on informa@on with other Users by tagging your UGC with your loca@on 
informa@on. We do not share your loca@on with other Users, aside from the loca@on informa@on that 
you choose to tag.  
Informa3on We May Share with Third Par3es  
We may share aggregated usage informa@on and may otherwise disclose non-Personal Informa@on that 
we collect to third par@es. However, absent your prior consent, we will share your Personal Informa@on 
with third par@es only in the ways that are described in this Privacy Policy, including as set forth below, 
and we do not otherwise sell your Personal Informa@on to third par@es.  
• We may use third par@es to outsource one or more aspects of our business and/or PlaAorm opera@ons 
(including, but not limited to, email or customer service func@ons, data processing, web analy@cs, 
maintenance, online adver@sing, certain augmented reality func@onali@es, certain social media plug-in 
integra@ons, and security execu@on and clearing services), in which case, we may provide your Personal 
Informa@on to such third par@es in connec@on with the performance of such ac@vi@es. Such third 
par@es will only use your Personal Informa@on to the extent necessary to perform their func@ons and 
will be contractually bound to process your Personal Informa@on only on our behalf and in compliance 
with our requests.  

• We also work with (or may in the future work with) network adver@sers, ad agencies, analy@cs 
service providers, and other vendors to provide them with informa@on regarding traffic on the 
PlaAorm, including pages viewed, content interacted with, and ac@ons taken by Users when 
visi@ng the PlaAorm; to serve adver@sements on other web sites, within mobile apps and 
elsewhere online; and to provide us with informa@on regarding the use of the PlaAorm and the 
effec@veness of our adver@sements and other marke@ng campaigns. Our service providers may 
collect certain informa@on about your visits to, and ac@vity on, the PlaAorm as well as other 
websites or services, they may set and access their own tracking technologies on your device 
(including Cookies and Web Beacons), and they may use that informa@on to show you targeted 
adver@sements. Some of these par@es may collect Personal Informa@on when you visit the 



PlaAorm or other online websites and services. We may also share certain non-Personal 
Informa@on with these par@es, in connec@on with the services they provide to us.  

• In the event that we undergo re-organiza@on, are sold to or merged with a third party, or sell all 
or substan@ally all of our assets, any Personal Informa@on we hold about you may be transferred 
to that re-organized en@ty or third party in compliance with applicable law.  

• In the unlikely event of our bankruptcy, insolvency, reorganiza@on, receivership, or assignment 
for the benefit of creditors, or the applica@on of laws or equitable principles affec@ng creditors’ 
rights generally, we may not be able to control how your Personal Informa@on is treated, 
transferred, or used.  

• We will also share your informa@on with any member, subsidiary, parent or affiliate of our 
corporate group, only for the purposes set out above, to assist in the improvement and 
op@miza@on of the PlaAorm, in order to prevent illegal uses, increase user numbers, 
development, engineering and analysis of informa@on or for our internal business purposes.  

• In addi@on to the foregoing, we also reserve the right, and you hereby authorize us, to share or 
disclose (including, without limita@on, to law enforcement agencies, public authori@es, 
governmental departments, or other similar organiza@ons) informa@on we collect, including 
your Personal Informa@on, and any other informa@on, records or electronic communica@ons of 
any kind, when we determine (in our sole discre@on), that the disclosure of such informa@on is 
necessary to iden@fy, contact, or bring legal ac@on against you if:  

o you are or may be viola@ng the Terms of Service or this Privacy Policy, or if otherwise necessary to 
enforce our Terms of Service or other policies governing the PlaAorm;  
o you are interfering with our or any third party’s rights or property;  
o you are viola@ng any applicable law, rule or regula@on;  
o necessary or required by any applicable law, rule or regula@on, including a subpoena or similar legal 
process or request/order;  
o necessary or required for purposes of public importance, to protect our rights, protect your safety or 
the safety of others, inves@gate security, technical issues or fraud, or respond to a government request; 
and/or  
o requested by governmental authori@es in the event of any inves@ga@on, act of terrorism or instance 
of local, regional or na@onal emergency;  
o necessary to support any audit, or to comply with similar corporate governance func@ons; or o 
consented to by you.  
Social Networking  
As described above, the PlaAorm allows you to to create an Account via certain SM Login Channels. By 
using this func@onality, you give us permission to access all of the elements of your SM Login Channel 
account profile informa@on that you have made available to be shared and to use it in accordance with 
the applicable SM Login Channel’s terms of use and this Privacy Policy. Please refer to the privacy 
sebngs in your SM Login Channel for informa@on about what data is shared with us and other 
connected applica@ons and to manage the data that is shared through your SM Login Channel account, 
including informa@on about your ac@vi@es using our PlaAorm.  
Company does not retain your username or password for SM Login Channels for any longer than is 
necessary to complete an interac@on. If you would like to disconnect an SM Login Channel user account 
from the PlaAorm, refer to the sebngs of that social media account and its provider.  



Music Service Plug-ins  
As described above, the PlaAorm allows you to access certain of your music subscrip@on libraries via 
certain music services (e.g., Apple Music, Spo@fy). By using this func@onality, you give us permission to 
access all of the elements of your music service account profile informa@on that you have made 
available to be shared and to use it in accordance with the applicable music service terms of use and this 
Privacy Policy. Please refer to the privacy sebngs in your music service account for informa@on about 
what data is shared with us and other connected applica@ons and to manage the data that is shared 
through your music service account, including informa@on about your ac@vi@es using our PlaAorm.  
Company does not retain your username or password for your music services for any longer than is 
necessary to complete an interac@on. If you would like to disconnect a music service user account from 
the PlaAorm, refer to the sebngs of that music service account and its provider.  
7. Storage and Transfer of InformaKon  

• Informa@on collected by us may be stored and processed in the United States or any other 
country in which we or our agents maintain facili@es. By using the PlaAorm, you expressly 
consent to any such transfer and storage of informa@on outside of your country of residence, 
where data protec@on laws may be different and/or less stringent. However, we will endeavor to 
take reasonable measures to keep up an adequate level of data protec@on also when sharing 
your Personal Informa@on with such countries.  

• We make no representa@on or warranty with respect to any duty to permanently store any 
informa@on you may provide or that we otherwise collect about you. We strive to keep our 
processing ac@vi@es with respect to your Personal Informa@on as limited as possible. In the 
absence of specific reten@on periods set out in this Privacy Policy, we will retain the informa@on 
we collect from or about you only as long as necessary to provide you with the PlaAorm or our 
services, which includes for the dura@on of, but could extend beyond, your ac@ve par@cipa@on 
on the PlaAorm, or as otherwise set forth in this Privacy Policy, and to the extent set out in this 
Privacy Policy and as necessary to comply with our legal and/or statutory obliga@ons, resolve 
disputes, enforce our agreements, and protect our legal rights. Addi@onally, we may retain 
indefinitely any aggregated, anonymized, or pseudonymized informa@on which we may collect 
and maintain, and may from @me to @me transfer or merge your informa@on collected off-line to 
our online databases or store off-line informa@on in an electronic format. By using the PlaAorm 
and providing us with informa@on (including Personal Informa@on), you waive any claims that 
may arise under your own or any other local or na@onal laws, rules or regula@ons or 
interna@onal trea@es. We may from @me to @me transfer or merge your informa@on collected 
off-line to our online databases or store off-line informa@on in an electronic format. This Privacy 
Policy applies to your informa@on for as long as your informa@on is in our possession, even if you 
terminate or discon@nue your use of the PlaAorm.  

• With respect to any Personal Informa@on that may be originally collected and stored in the EEA, if and 
when we transfer your Personal Informa@on to countries outside the EEA, we will do so under the 
Commission’s model contracts for the transfer of Personal Informa@on to third countries (i.e., standard 
contractual clauses) pursuant to 2004/915/EC or 2010/87/EU (as appropriate). For a copy of these 
Standard Contractual Clauses, please contact us at info@skeletonlabs.ai.  
8. Cookies and Other Tracking Technologies  
We may use cookies, for example, to keep track of your preferences and Account profile informa@on, or 
to engage in certain retarge@ng ac@vi@es that we feel will beWer enhance your User experience and the 
efficiency and effec@veness of the PlaAorm and certain services and func@onali@es offered thereon. 
Cookies are also used to collect general usage and volume sta@s@cal informa@on that does not include 



Personal Informa@on. We may also use another company or third-party service to place cookies on your 
computer to collect non-personally iden@fiable informa@on to compile aggregated sta@s@cs for us about 
Users of the PlaAorm.  
Cookies are small pieces of informa@on that are stored as text files by your Internet browser on your 
computer's hard drive. Most Internet browsers are ini@ally set to accept cookies. You can set your 
browser to refuse cookies from websites or to remove cookies from your hard drive, but if you do so, you 
may not be able to access or use por@ons of the PlaAorm, or certain offerings on the PlaAorm may not 
func@on as intended or as well. Also, some browsers have “do not track” features that allow you to tell a 
website not to track you. These features are not all uniform. If you block cookies, certain features on the 
PlaAorm may not work. If you block or reject cookies, not all of the tracking described herein will stop. 
Please note that certain op@ons you select are browser- and device-specific.  
A more detailed list of the cookies we currently, or in the future may, use and how we use, or may use, 
them are as follows:  

• Security: We secure the PlaAorm with cookies that facilitate security features and allow us to 
detect ac@vity that might violate our rules and Terms of Service, such as unauthorized access or 
ac@vity.  

• LocalizaKon: We use some cookies to help us provide localized experiences, such as displaying 
the PlaAorm in the local language.  

• PlaHorm Features and Services: We use certain cookies to provide greater func@onality to the 
PlaAorm and help us deliver our products and services.  

• Performance: We use performance cookies to help us route traffic between servers and 
understand how the PlaAorm is performing so we can provide users with the best experience 
possible.  

• AnalyKcs and Research: We use certain cookies and other technologies also help us to 
understand, improve, and research features and content on the PlaAorm.  

• MarkeKng and Online Behavioral AdverKsing: We may use cookies to help us deliver targeted 
adver@sements through web browsers and on social media plaAorms based on your ac@vity on 
the PlaAorm and to track the performance of those ads. In some cases, our partners may also 
use cookies to provide us with informa@on about your interac@ons with their services, as 
applicable. Those third-party cookies would be subject to such third-party service’s privacy 
policies. The Self-Regulatory Program for Online Behavioral Adver@sing program provides 
consumers with the ability to opt-out of having their online behavior recorded and used for 
adver@sing purposes. Visit {hWp://optout.aboutads.info/} to opt-out of having your online 
behavior collected for adver@sing purposes.  

9. Web Beacons  
Our PlaAorm may contain electronic images known as Web beacons (some@mes called single-pixel gifs) 
and are used along with cookies to compile aggregated sta@s@cs to analyze how the PlaAorm is used.  
We use third par@es to gather informa@on about how you and others use the PlaAorm. For example, we 
will know how many Users access a specific page and which User Content they clicked on. We use this 
aggregated informa@on to understand and op@mize how the PlaAorm is used.  
10. Link to Third Party Websites  
The PlaAorm may include links to other websites, mobile applica@ons or services (“Third Party Sites”), 
whose privacy prac@ces may differ from those set forth herein. Such links are not an endorsement by 
Company of those Third Party Sites and/or the products or services they offer. If you visit Third Party 
Sites or submit Informa@on to any of those Third Party Sites, your visit and Informa@on is governed by 



their privacy statements. We encourage you to carefully read the privacy statement of any Third Party 
Site you visit, as it may differ substan@ally from that of this privacy statement. Company makes no 
representa@ons or warran@es with respect to, nor is Company responsible for the privacy policies of, any 
Third Party Sites. If you decide to click on any such links or access any Third Party Sites appearing on the 
PlaAorm, you do so at your own risk.  
11. Your Rights  
In certain circumstances you have the right to access the Personal Informa@on that we collect/hold 
about you and to correct, update, or request dele@on your Personal Informa@on. Prior to the fulfilment 
of your request concerning your Personal Informa@on, we will ask you to verify your iden@ty before we 
can act upon your request.  
You have the following rights:  

• The right to require free of charge (i) confirma@on of whether we process your Personal 
Informa@on and (ii) access to a copy of the Personal Informa@on retained;  

• The right to request proper rec@fica@on, removal or restric@on of your Personal Informa@on;  
• Where processing of your Personal Informa@on is either based on your consent or necessary for 

the performance of a contract with you and processing is carried out by automated means, the 
right to receive the Personal Informa@on concerning you in a structured, commonly used and 
machine-readable format or to have your Personal Informa@on transmiWed directly to another 
company, where technically feasible (data portability);  

• Where the processing of your Personal Informa@on is based on your consent, the right to 
withdraw your consent at any @me without impact to data processing ac@vi@es that have taken 
place before such withdrawal or to any other exis@ng legal jus@fica@on of the processing ac@vity 
in ques@on;  

• The right not to be subject to any automa@c individual decisions which produces legal effects on 
you or similarly significantly affects you; and  

• The right to take legal ac@ons in rela@on to any breach of your rights regarding the processing of 
the Personal Informa@on, as well as to lodge complaints before the competent data protec@on 
regulators.  
As far as we process your Personal Informa@on on the basis of our legi@mate interests, you can 
object to processing at any @me. You can find a detailed descrip@on of our processing ac@vi@es 
and the legal basis in the sec@ons above. If you object to such processing, we ask you to state 
the grounds of your objec@on in order for us to examine the processing of your Personal 
Informa@on and decide whether to adjust the processing accordingly.  

12. Do Not Track Requests  
Please note that your browser sebng may allow you to automa@cally transmit a “Do Not Track” signal to 
websites and online service you visit. There is no consensus among industry par@cipants as to what “Do 
Not Track” means in this context. Like many websites and online services, we do not alter our prac@ces 
when we receive a “Do Not Track” signal from a visitor’s browser. To find out more about “Do Not Track,” 
please visit hWp://www.allaboutdnt.com.  
13. Security  
The security of your informa@on is important to us, and we take steps to ensure that your informa@on is 
treated securely and in accordance with this Privacy Policy. Unfortunately, the transmission of 
informa@on via the internet is not completely secure. Although we will do our best to protect your 



Personal Informa@on, for example, by encryp@on, we cannot guarantee the security of your informa@on 
transmiWed through the PlaAorm; any transmission is at your own risk.  
We follow generally accepted industry standards to protect your informa@on, both during transmission 
and once we receive it, and to keep such Informa@on confiden@al (unless it is non-confiden@al by nature, 
for example, publicly-available informa@on) and free from any unauthorized altera@on. However, no 
method of transmission over the Internet, or method of electronic storage, is 100% secure, and the 
nature of security risks is constantly evolving, as are the technical and organiza@onal industry standards 
rela@ng to management of those risks. While we strive to keep current our security technology and will 
review, refine and upgrade our security technology as we deem appropriate based on new tools that 
may become available in the future, the complete and absolute security of any Informa@on collected, 
stored or used by us cannot therefore be guaranteed. In the unlikely event that an unauthorized third 
party compromises our security measures, we will not be responsible for any damages directly or 
indirectly caused by an unauthorized third party’s ability to view, use or disseminate such informa@on. If 
you ever discover inaccuracies in our data or if your Personal Informa@on changes, we urge you to no@fy 
us immediately.  

If you have any ques@ons about security on our PlaAorm, you can contact us at info@skeletonlabs.ai.  
14. InformaKon RelaKng to Children  
Our PlaAorm is not directed to children under the age of thirteen (13), and we do not knowingly collect, 
use, or disclose Personal Informa@on from (i) children under the age of thirteen (13) or (ii) children 
between the age of 13 and 18 (or any greater age required to be deemed to have reached the age of 
majority under the applicable law of the state or jurisdic@on of such child’s primary residence) that do 
not have parental or legal guardian consent to use the PlaAorm. If we ever discover that we have 
inadvertently collected Personal Informa@on from children under the age of thirteen (13) on or through 
the PlaAorm, we will delete it from our records as soon as possible.  
If you believe that we have Personal Informa@on about, or have collected Personal Informa@on from, (i) 
a child under 13, or (ii) between the age of 13 and 18 (or any greater age required to be deemed to have 
reached the age of majority under the applicable law of the state or jurisdic@on of such child’s primary 
residence) without parental/legal guardian consent, or that such a person is using the PlaAorm, please 
see Sec@on 13 of the Terms of Service for available remedies, including how to contact us to report this.  
15. Sweepstakes, Contests and PromoKons  
We may offer sweepstakes, contests, and other promo@ons through the PlaAorm (any, a “PromoKon”) 
that may require registra@on. By par@cipa@ng in a Promo@on, you are agreeing to the official rules that 
govern that Promo@on, which may contain specific requirements of you, including, except where 
prohibited by law, allowing the sponsor(s) of the Promo@on to use your name, voice, likeness or other 
indicia of persona in adver@sing or marke@ng associated with the Promo@on. If you choose to enter a 
Promo@on, your Personal Informa@on may be disclosed to third par@es or the public in connec@on with 
the administra@on of such Promo@on, including, without limita@on, in connec@on with winner selec@on, 
prize fulfillment, and as required by law or permiWed by the Promo@on’s official rules, such as on a 
winner’s list.  
16. ContacKng Us  
In the event that you wish to make a complaint or request concerning your Personal Informa@on or our 
privacy prac@ces, or have ques@ons, concerns or comments about this Privacy Policy, please contact us 
in the first instance at info@skeletonlabs.ai and we will endeavor to deal with your request as soon as 
possible. You can also write to us at Skeleton Labs, Inc. dba Dance Off App, Inc.; 338 Main Street, San 
Francisco, CA 94105; AWn: Privacy Policy. This is without prejudice to your right to launch a claim with 
your data protec@on authority or follow the dispute process set forth in the Terms of Service.  



17. Updates; NoKficaKon of Privacy Policy Changes  
We may update this Privacy Policy to reflect changes to our informa@on prac@ces from @me to @me in 
our sole discre@on. If we make any material changes to this Privacy Policy we will no@fy you by pos@ng 
such changes on the PlaAorm prior to the change becoming effec@ve. We will also update the “Last 
Updated” date at the top of this Privacy Policy, which reflects the effec@ve date of such Privacy Policy, 
and we encourage you to periodically review this Privacy Policy for the latest informa@on on our privacy 
prac@ces. Once a change becomes effec@ve, your con@nued use of the PlaAorm and/or crea@on of an 
Account shall automa@cally cons@tute your acceptance of such changes.  
18. Your California Privacy Rights  
This sec@on provides addi@onal details about the Personal Informa@on we may collect about California-
resident Users and the rights afforded to them under California Civil Code Sec@on 1798.83 and the 
California Consumer Privacy Act of 2018 (“CCPA”). California-resident Users are en@tled to addi@onal 
privacy rights which are further described below. California-resident Users who wish to request further 
informa@on about our compliance with the above referenced statutes or who have ques@ons more 
generally about our Privacy Policy or the CCPA and our privacy commitments to our Users should not 
hesitate to contact us in accordance with the procedures set forth below.  
What InformaKon We Collect  

As also detailed in the “Informa3on We Collect and Receive” sec@on above, through the PlaAorm we 
collect certain Personal Informa@on, including such informa@on that iden@fies, relates to, describes, 
references, is capable of being associated with, or could reasonably be linked, directly or indirectly, with 
a par@cular California-resident User or his or her device. In par@cular, the PlaAorm, has collected the 
following categories of Personal Informa@on within the last twelve (12) months: 

Category Examples Collected  

A. Iden@fiers. 

A real name, alias, postal address, unique personal iden@fier, online 
iden@fier, Internet Protocol address, email address, account name, Social 
Security number, driver’s license number, passport number, or other 
similar iden@fiers. 

Y
E
S 

B. Personal Informa@on 
categories listed in the 
California Customer 
Records 

A name, signature, Social Security number, physical characteris@cs or 
descrip@on, address, telephone number, passport number, driver’s 
license or state iden@fica@on card number, insurance policy number, 
educa@on, employment, 

Y
E
S 

statute (Cal. Civ. Code § 
1798.80(e)). 

employment history, bank account number, credit card number, debit 
card number, or any other financial informa@on, medical informa@on, or 
health insurance informa@on. 
Some Personal Informa@on included in this category may overlap with 
other categories. 

C. Protected 
classifica@on 
characteris@cs under 
California or federal 
law. 

Age (40 years or older), race, color, ancestry, na@onal origin, ci@zenship, 
religion or creed, marital status, medical condi@on, physical or mental 
disability, sex (including gender, gender iden@ty, gender expression, 
pregnancy or childbirth and related medical condi@ons), sexual 
orienta@on, veteran or military status, gene@c informa@on (including 
familial gene@c informa@on). 

Y
E
S 



F. Internet or other similar network ac@vity. 
G. Geoloca@on data. 
H. Sensory data.  
Browsing history, search history, informa@on on a consumer’s YES interac@on with a website, applica@on, 
or adver@sement.  

Physical loca@on or movements.  

Audio, electronic, visual, thermal, olfactory, informa@on.  
YES or similar NO  

Personal Informa@on does not include:  
• ●  Informa@on publicly available from government records;  
• ●  Deiden@fied or aggregated informa@on from California residents; or  

● Informa@on excluded from the CCPA’s scope, including (i) health or medical informa@on covered by 
the Health Insurance Portability and Accountability Act of 1996 (HIPAA) and the California Confiden@ality 
of Medical Informa@on Act (CMIA) or clinical trial data and (ii) informa@on covered by certain sector-
specific  
privacy laws, including the Fair Credit Repor@ng Act (FRCA), the Gramm-Leach-Bliley Act (GLBA) or 
California Financial Informa@on Privacy Act (FIPA), and the Driver’s Privacy Protec@on Act of 1994.  
How We Use Personal InformaKon  
We collect Personal Informa@on for the business and commercial purposes described in the “Use of 
Informa3on We Collect” sec@on above.  

D. Commercial 
informa@on. 

Records of personal property, products or services purchased, obtained, 
or considered, or other purchasing or consuming histories or tendencies. 

Y
E
S 

E. Biometric 
informa@on. 

Gene@c, physiological, behavioral, and biological characteris@cs, or 
ac@vity paWerns used to extract a template or other iden@fier or 
iden@fying informa@on, such as, fingerprints, faceprints, and voiceprints, 
iris or re@na scans, keystroke, gait, or other physical paWerns, and sleep, 
health, or exercise data. 

N
O 

I. Professional or employment-
related informa@on. Current or past job history or performance evalua@ons. 

N
O 

J. Non-public educa@on 
informa@on (per the Family 
Educa@onal Rights and Privacy Act 
(20 U.S.C. Sec@on 1232g, 34 C.F.R. 
Part 99)). 

Educa@on records directly related to a student maintained by 
an educa@onal ins@tu@on or party ac@ng on its behalf, such as 
grades, transcripts, class lists, student schedules, student 
iden@fica@on codes, student financial informa@on, or student 
disciplinary records. 

N
O 

K. Inferences drawn from other 
Personal Informa@on. 

Profile reflec@ng a person’s preferences, characteris@cs, 
psychological trends, predisposi@ons, behavior, abtudes, 
intelligence, abili@es, and ap@tudes. 

N
O 



We share Personal Informa@on with the categories of third par@es described in the “Sharing Your 
Informa3on” sec@on above. We do not sell (as such term is defined in the CCPA) Personal Informa@on 
we collect (and will not sell it without providing a right to opt out).  
Please note that we do use third-party cookies for certain purposes as further described in the “Cookies 
and Other Tracking Technologies” sec@on above.  
California Residents’ Rights and Choices with Respect to Personal InformaKon  
Subject to certain limita@ons, the CCPA provides California residents with specific rights regarding their 
Personal Informa@on. This sec@on describes your CCPA rights and explains how to exercise those rights, 
which specifically includes:  

• ●  Right to request to know more details about the categories or specific pieces of Personal 
Informa@on we collect (including how we use and disclose this informa@on);  

• ●  Right to delete their Personal Informa@on;  
• ●  Right to opt out of any “sales” that may be occurring; and  
• ●  Right to not be discriminated against for exercising the foregoing rights.  

Access to Specific Informa3on and Data Portability Rights  
You have the right to request that Company disclose certain informa@on to you about our 
collec@on and use of your Personal Informa@on over the past 12 months. Once we receive and 
confirm your verifiable consumer request (see Exercising Access, Data Portability, and Dele&on 
Rights subsec@on below), we will disclose to you:  

• ●  The categories of Personal Informa@on we collected about you.  
• ●  The categories of sources for the Personal Informa@on we collected about you.  
• ●  Our business or commercial purpose for collec@ng or selling that Personal Informa@on.  
• ●  The categories of third par@es with whom we share that Personal Informa@on.  
• ●  The specific pieces of Personal Informa@on we collected about you (also called a data 

portability request).  
• ●  If we sold or disclosed your Personal Informa@on for a business purpose, two separate lists 

disclosing the following: (i) sales, iden@fying the Personal Informa@on categories that each 
category of recipient purchased; and (ii) disclosures for a business purpose, iden@fying the 
Personal Informa@on categories that each category of recipient obtained.  
Dele3on Request Rights  
You have the right to request that Company delete any of your Personal Informa@on that we 
collected from you and retained, subject to certain excep@ons. Once we receive and confirm 
your verifiable consumer request (see Exercising Access, Data Portability, and Dele&on Rights 
subsec@on below), we will delete (and direct our service providers to delete) your Personal 
Informa@on from our records, unless an excep@on applies.  

We may deny your dele@on request if retaining the informa@on is necessary for us or our service 
provider(s) to:  

• ●  Complete the transac@on for which we collected the Personal Informa@on, provide a good or 
service that you requested, take ac@ons reasonably an@cipated within the context of our 
ongoing business rela@onship with you, or otherwise perform our contract with you.  



• ●  Detect security incidents, protect against malicious, decep@ve, fraudulent, or illegal ac@vity, 
or prosecute those responsible for such ac@vi@es.  

• ●  Debug products to iden@fy and repair errors that impair exis@ng intended func@onality.  
• ●  Exercise free speech, ensure the right of another consumer to exercise their free speech 

rights, or exercise another right provided for by law.  
• ●  Comply with the California Electronic Communica@ons Privacy Act (Cal. Penal Code § 1546 et. 

seq.).  
• ●  Engage in public or peer-reviewed scien@fic, historical, or sta@s@cal research in the public 

interest that adheres to all other applicable ethics and privacy laws, when the informa@on’s 
dele@on may likely render impossible or seriously impair the research’s achievement, if you 
previously provided informed consent.  

• ●  Enable solely internal uses that are reasonably aligned with consumer expecta@ons based on 
your rela@onship with us.  

• ●  Comply with a legal obliga@on.  
• ●  Make other internal and lawful uses of that informa@on that are compa@ble with the context 

in which you provided it.  
Exercising Access, Data Portability, and Dele3on Rights  
To exercise the access, data portability, and dele@on rights described above, please submit a 
verifiable consumer request to us by email at  info@skeletonlabs.ai.  
Only you, or a person registered with the California Secretary of State that you authorize to act 
on your behalf, may make a verifiable consumer request related to your Personal Informa@on. 
You may also make a verifiable consumer request on behalf of your minor child.  
You may only make a verifiable consumer request for access or data portability twice within a 
12-month period. The verifiable consumer request must:  

• ●  Provide sufficient informa@on that allows us to reasonably verify you are the person about 
whom we collected Personal Informa@on or an authorized representa@ve.  

• ●  Describe your request with sufficient detail that allows us to properly understand, evaluate, 
and respond to it.  
We cannot respond to your request or provide you with Personal Informa@on if we cannot verify 
your iden@ty or authority to make the request and confirm the Personal Informa@on relates to 
you.  

Making a verifiable consumer request does not require you to create an Account with us. However, we 
do consider requests made through your password protected Account sufficiently verified when the 
request relates to Personal Informa@on associated with that specific account.  
We will only use Personal Informa@on provided in a verifiable consumer request to verify the requestor’s 
iden@ty or authority to make the request.  
Response Timing and Format  
Company endeavors to respond to a verifiable California residents request within forty-five (45) days of 
its receipt. If Company requires more @me (up to 90 days), we will inform you of the reason and 
extension period in wri@ng. If you have an account with us, we will deliver our wriWen response to that 



account. If you do not have an account with us, we will deliver our wriWen response by mail or 
electronically, at your op@on.  
Any disclosures we provide will only cover the 12-month period preceding the verifiable consumer 
request’s receipt. The response we provide will also explain the reasons we cannot comply with a 
request, if applicable. For data portability requests, we will select a format to provide your Personal 
Informa@on that is readily useable and should allow you to transmit the informa@on from one en@ty to 
another en@ty without hindrance.  
Personal Informa3on Sales Opt-Out and Opt-In Rights  
We will not sell your Personal Informa@on to any party. If in the future, we an@cipate selling your 
Personal Informa@on to any party, we will provide you with the opt-out and opt-in rights required by the 
CCPA.  
Non-Discrimina3on  
Company will not discriminate against you for exercising any of your CCPA rights. Unless permiWed by the 
CCPA, Company will not:  

• ●  Deny you products or services on the PlaAorm.  
• ●  Charge you different prices or rates for products or services on the PlaAorm, including 

through gran@ng discounts or other benefits, or imposing penal@es.  
• ●  Provide you a different level or quality of products or services on the PlaAorm.  
• ●  Suggest that you may receive a different price or rate for goods or services or a different level 

or quality of products or services on the PlaAorm.  
ContacKng Company  
If you have any ques@ons or comments about this no@ce, the ways in which Company collects 
and uses your informa@on described above and in the Privacy Policy, generally, your choices and 
rights regarding such use, or wish to exercise your rights under California law, please do not 
hesitate to contact us by email at info@skeletonlabs.ai.  
Company will endeavor to deal with your request as soon as possible. This is without prejudice 
to your right to launch a claim with your data protec@on authority or follow the dispute process 
set forth in the Terms of Service.  


