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How to Use This Assessment
This comprehensive IT Readiness Assessment evaluates your organization's technology infrastructure, cybersecurity posture, and operational readiness. It is designed specifically for fire departments, EMS agencies, and public safety organizations operating in Washington State.
Assessment Process
1. Review each control item and mark Yes, No, or Partial based on your current implementation
1. Document evidence or notes in the provided column for reference and follow-up
1. Calculate your score for each section using the scoring guide below
1. Identify priority areas for improvement based on your results

Scoring Methodology
	Response
	Points
	Interpretation

	Yes
	2
	Control fully implemented and documented

	Partial
	1
	Control partially implemented or not fully documented

	No
	0
	Control not implemented - priority for remediation



Readiness Level Guide
	Score Range
	Readiness Level
	Recommended Action

	85-100%
	ADVANCED
	Maintain current practices; focus on continuous improvement

	70-84%
	INTERMEDIATE
	Address gaps; consider strategic planning engagement

	50-69%
	BASIC
	Foundational work needed; professional assessment recommended

	Below 50%
	AT RISK
	Critical gaps exist; immediate remediation required




	SECTION 1: GOVERNANCE & POLICY



	Framework Alignment: NIST CSF ID.GV • CIS Control 1 • CISA CPG 4.1 • WA State RCW 38.52



Effective IT governance establishes the foundation for all technology decisions and cybersecurity practices. This section evaluates your organization's policy framework and leadership structure.
	#
	Control / Requirement
	Yes
	No
	Partial
	Notes / Evidence

	1.1
	Organization has a documented IT/Cybersecurity policy approved by leadership
	☐
	☐
	☐
	

	1.2
	Acceptable Use Policy (AUP) exists and is acknowledged by all personnel
	☐
	☐
	☐
	

	1.3
	Incident Response Plan has been developed and approved
	☐
	☐
	☐
	

	1.4
	Business Continuity / Disaster Recovery Plan exists and is current
	☐
	☐
	☐
	

	1.5
	Data retention and destruction policies align with WA State requirements
	☐
	☐
	☐
	

	1.6
	IT policies are reviewed and updated at least annually
	☐
	☐
	☐
	

	1.7
	A designated IT/Security lead and backup have been assigned
	☐
	☐
	☐
	

	1.8
	Regular reporting to leadership on IT/security posture occurs
	☐
	☐
	☐
	

	1.9
	Third-party/vendor management policy exists for IT services
	☐
	☐
	☐
	

	1.10
	Change management procedures are documented and followed
	☐
	☐
	☐
	



	Section 1 Score: _____ / 20 possible points
	Percentage: _____% 




	SECTION 2: IDENTITY & ACCESS MANAGEMENT



	Framework Alignment: NIST CSF PR.AC • CIS Controls 5, 6 • CISA CPG 1.1-1.4 • Microsoft Entra ID



Identity and Access Management is the cornerstone of modern security. This section evaluates your authentication methods, privileged access controls, and Microsoft Entra ID (Azure AD) configuration.
Authentication & Passwords
	#
	Control / Requirement
	Yes
	No
	Partial
	Notes / Evidence

	2.1
	Strong password policy enforced (minimum 14 characters, complexity requirements)
	☐
	☐
	☐
	

	2.2
	Multi-Factor Authentication (MFA) enabled for ALL user accounts
	☐
	☐
	☐
	

	2.3
	MFA enforced for all administrative/privileged accounts
	☐
	☐
	☐
	

	2.4
	MFA required for remote access (VPN, cloud services, remote desktop)
	☐
	☐
	☐
	

	2.5
	Password manager is provided and encouraged for all personnel
	☐
	☐
	☐
	

	2.6
	Self-service password reset configured with proper verification
	☐
	☐
	☐
	



Privileged Access Management
	#
	Control / Requirement
	Yes
	No
	Partial
	Notes / Evidence

	2.7
	Administrative privileges restricted to dedicated admin accounts only
	☐
	☐
	☐
	

	2.8
	Admin accounts are separate from daily-use accounts (no dual-purpose)
	☐
	☐
	☐
	

	2.9
	Principle of least privilege enforced through policies and procedures
	☐
	☐
	☐
	

	2.10
	Privileged access is logged and reviewed regularly
	☐
	☐
	☐
	

	2.11
	Emergency/break-glass accounts exist with proper controls
	☐
	☐
	☐
	



Microsoft Entra ID (Azure AD) Configuration
	#
	Control / Requirement
	Yes
	No
	Partial
	Notes / Evidence

	2.12
	Conditional Access policies configured for risk-based authentication
	☐
	☐
	☐
	

	2.13
	Legacy authentication protocols disabled (Basic Auth, IMAP, POP3)
	☐
	☐
	☐
	

	2.14
	Security Defaults or equivalent Conditional Access enabled
	☐
	☐
	☐
	

	2.15
	Entra ID Identity Protection configured and monitored
	☐
	☐
	☐
	

	2.16
	Guest/external user access policies defined and enforced
	☐
	☐
	☐
	

	2.17
	Automated user provisioning/deprovisioning processes exist
	☐
	☐
	☐
	

	2.18
	Access reviews conducted regularly for privileged roles
	☐
	☐
	☐
	



	Section 2 Score: _____ / 36 possible points
	Percentage: _____% 




	SECTION 3: ENDPOINT MANAGEMENT & SECURITY



	Framework Alignment: NIST CSF PR.PT • CIS Controls 4, 7, 10 • CISA CPG 2.1-2.5 • Microsoft Intune



Endpoints represent the primary attack surface for most organizations. This section evaluates device management, patching, and security configurations across workstations, mobile devices, and specialized equipment.
Device Inventory & Management
	#
	Control / Requirement
	Yes
	No
	Partial
	Notes / Evidence

	3.1
	Complete hardware inventory maintained (workstations, servers, mobile, network)
	☐
	☐
	☐
	

	3.2
	Complete software inventory maintained with license tracking
	☐
	☐
	☐
	

	3.3
	Unsupported/end-of-life hardware and software identified and planned for replacement
	☐
	☐
	☐
	

	3.4
	Standard baseline images used for workstation deployment
	☐
	☐
	☐
	

	3.5
	Security hardening guidelines applied to all systems (CIS Benchmarks or equivalent)
	☐
	☐
	☐
	



Patch & Update Management
	#
	Control / Requirement
	Yes
	No
	Partial
	Notes / Evidence

	3.6
	Critical/High vulnerabilities patched within 15 days
	☐
	☐
	☐
	

	3.7
	All other patches applied within 30 days
	☐
	☐
	☐
	

	3.8
	Automated patch management solution deployed (WSUS, Intune, etc.)
	☐
	☐
	☐
	

	3.9
	Third-party application patching process exists
	☐
	☐
	☐
	

	3.10
	Firmware updates applied to network devices and IoT regularly
	☐
	☐
	☐
	





Endpoint Protection
	#
	Control / Requirement
	Yes
	No
	Partial
	Notes / Evidence

	3.11
	Anti-virus/anti-malware installed on ALL endpoints
	☐
	☐
	☐
	

	3.12
	Real-time protection and automatic updates enabled
	☐
	☐
	☐
	

	3.13
	Endpoint Detection and Response (EDR) deployed
	☐
	☐
	☐
	

	3.14
	Host-based firewall enabled on all endpoints
	☐
	☐
	☐
	

	3.15
	USB/removable media controls implemented
	☐
	☐
	☐
	

	3.16
	Application allowlisting/blocklisting enforced
	☐
	☐
	☐
	



Microsoft Intune / MDM Configuration
	#
	Control / Requirement
	Yes
	No
	Partial
	Notes / Evidence

	3.17
	All organization-owned devices enrolled in Intune/MDM
	☐
	☐
	☐
	

	3.18
	Compliance policies defined and enforced
	☐
	☐
	☐
	

	3.19
	Device encryption (BitLocker) enforced via policy
	☐
	☐
	☐
	

	3.20
	Screen lock/timeout policies enforced (15 min workstation, 2 min mobile)
	☐
	☐
	☐
	

	3.21
	Remote wipe capability enabled for lost/stolen devices
	☐
	☐
	☐
	

	3.22
	Windows Autopilot or equivalent zero-touch deployment configured
	☐
	☐
	☐
	



	Section 3 Score: _____ / 44 possible points
	Percentage: _____% 




	SECTION 4: NETWORK SECURITY



	Framework Alignment: NIST CSF PR.AC, DE.CM • CIS Controls 9, 12, 13 • CISA CPG 2.6-2.9



Network security provides critical defense-in-depth protection. This section evaluates perimeter defenses, internal segmentation, and monitoring capabilities essential for public safety operations.
Perimeter Security
	#
	Control / Requirement
	Yes
	No
	Partial
	Notes / Evidence

	4.1
	Next-generation firewall deployed at network perimeter
	☐
	☐
	☐
	

	4.2
	Firewall rules follow deny-by-default principle
	☐
	☐
	☐
	

	4.3
	Firewall rules reviewed and audited at least quarterly
	☐
	☐
	☐
	

	4.4
	Intrusion Detection/Prevention System (IDS/IPS) deployed
	☐
	☐
	☐
	

	4.5
	DNS filtering service active (blocking malicious domains)
	☐
	☐
	☐
	

	4.6
	Web content filtering implemented
	☐
	☐
	☐
	



Network Segmentation
	#
	Control / Requirement
	Yes
	No
	Partial
	Notes / Evidence

	4.7
	Critical systems isolated on separate network segments/VLANs
	☐
	☐
	☐
	

	4.8
	Guest WiFi isolated from production network
	☐
	☐
	☐
	

	4.9
	IoT/OT devices on separate network segments
	☐
	☐
	☐
	

	4.10
	Radio/CAD systems appropriately segmented
	☐
	☐
	☐
	

	4.11
	Inter-VLAN traffic filtered and monitored
	☐
	☐
	☐
	



Monitoring & Detection
	#
	Control / Requirement
	Yes
	No
	Partial
	Notes / Evidence

	4.12
	Network traffic monitoring/baseline established
	☐
	☐
	☐
	

	4.13
	Centralized logging (SIEM or equivalent) implemented
	☐
	☐
	☐
	

	4.14
	Security alerts configured and reviewed regularly
	☐
	☐
	☐
	

	4.15
	Anomaly detection capabilities in place
	☐
	☐
	☐
	

	4.16
	Network diagrams current and accurate
	☐
	☐
	☐
	



Remote Access Security
	#
	Control / Requirement
	Yes
	No
	Partial
	Notes / Evidence

	4.17
	VPN required for all remote access to internal resources
	☐
	☐
	☐
	

	4.18
	VPN uses strong encryption (AES-256 or equivalent)
	☐
	☐
	☐
	

	4.19
	Split tunneling disabled or carefully controlled
	☐
	☐
	☐
	

	4.20
	Remote Desktop Protocol (RDP) not directly exposed to internet
	☐
	☐
	☐
	



	Section 4 Score: _____ / 40 possible points
	Percentage: _____% 




	SECTION 5: DATA PROTECTION & BACKUP



	Framework Alignment: NIST CSF PR.DS, PR.IP • CIS Controls 3, 11 • CISA CPG 3.1-3.4 • WA State Data Breach Laws



Data protection ensures the confidentiality, integrity, and availability of critical information. Robust backup procedures are essential for ransomware resilience and disaster recovery.
Data Classification & Protection
	#
	Control / Requirement
	Yes
	No
	Partial
	Notes / Evidence

	5.1
	Data classification scheme defined (Public, Internal, Confidential, etc.)
	☐
	☐
	☐
	

	5.2
	Sensitive data locations identified and documented
	☐
	☐
	☐
	

	5.3
	HIPAA/PHI data handling procedures in place (if applicable)
	☐
	☐
	☐
	

	5.4
	CJIS compliance requirements addressed (if applicable)
	☐
	☐
	☐
	

	5.5
	Data Loss Prevention (DLP) policies configured
	☐
	☐
	☐
	



Encryption
	#
	Control / Requirement
	Yes
	No
	Partial
	Notes / Evidence

	5.6
	Full disk encryption enabled on all laptops and mobile devices
	☐
	☐
	☐
	

	5.7
	Data at rest encrypted on servers containing sensitive information
	☐
	☐
	☐
	

	5.8
	Data in transit encrypted (TLS 1.2+ for all communications)
	☐
	☐
	☐
	

	5.9
	Email encryption available for sensitive communications
	☐
	☐
	☐
	

	5.10
	Encryption keys properly managed and backed up
	☐
	☐
	☐
	





Backup & Recovery
	#
	Control / Requirement
	Yes
	No
	Partial
	Notes / Evidence

	5.11
	Critical data backed up daily to offsite/cloud location
	☐
	☐
	☐
	

	5.12
	Backups follow 3-2-1 rule (3 copies, 2 media types, 1 offsite)
	☐
	☐
	☐
	

	5.13
	At least one backup copy is immutable/air-gapped
	☐
	☐
	☐
	

	5.14
	Backup restoration tested at least annually
	☐
	☐
	☐
	

	5.15
	System configurations backed up (not just data)
	☐
	☐
	☐
	

	5.16
	Recovery Time Objective (RTO) defined and achievable
	☐
	☐
	☐
	

	5.17
	Recovery Point Objective (RPO) defined and met by backup schedule
	☐
	☐
	☐
	

	5.18
	Microsoft 365 data backed up (email, SharePoint, OneDrive, Teams)
	☐
	☐
	☐
	



Email Security
	#
	Control / Requirement
	Yes
	No
	Partial
	Notes / Evidence

	5.19
	Email filtering/anti-spam solution deployed
	☐
	☐
	☐
	

	5.20
	Dangerous attachment types blocked (exe, js, vbs, etc.)
	☐
	☐
	☐
	

	5.21
	External email warning banners implemented
	☐
	☐
	☐
	

	5.22
	DMARC, DKIM, and SPF records configured
	☐
	☐
	☐
	



	Section 5 Score: _____ / 44 possible points
	Percentage: _____% 




	SECTION 6: INCIDENT RESPONSE & RECOVERY



	Framework Alignment: NIST CSF RS, RC • CIS Controls 17 • CISA CPG 5.1-5.4 • WA State Breach Notification



Effective incident response minimizes damage and recovery time during a cyber event. This section evaluates your organization's preparedness to detect, respond to, and recover from security incidents.
Incident Response Planning
	#
	Control / Requirement
	Yes
	No
	Partial
	Notes / Evidence

	6.1
	Written Incident Response Plan exists and is approved
	☐
	☐
	☐
	

	6.2
	Incident response roles and responsibilities clearly defined
	☐
	☐
	☐
	

	6.3
	Lead and backup incident response coordinators designated
	☐
	☐
	☐
	

	6.4
	Emergency contact list maintained (internal, vendors, law enforcement)
	☐
	☐
	☐
	

	6.5
	Printed copies of incident response plan and contacts available
	☐
	☐
	☐
	

	6.6
	Incident classification/severity levels defined
	☐
	☐
	☐
	



Incident Response Procedures
	#
	Control / Requirement
	Yes
	No
	Partial
	Notes / Evidence

	6.7
	Clear process for employees to report security incidents
	☐
	☐
	☐
	

	6.8
	Escalation procedures documented
	☐
	☐
	☐
	

	6.9
	Communication templates prepared (internal, external, media)
	☐
	☐
	☐
	

	6.10
	Evidence preservation procedures documented
	☐
	☐
	☐
	

	6.11
	Relationship established with law enforcement/FBI cyber division
	☐
	☐
	☐
	

	6.12
	Cyber insurance policy in place with known claim process
	☐
	☐
	☐
	



Testing & Improvement
	#
	Control / Requirement
	Yes
	No
	Partial
	Notes / Evidence

	6.13
	Tabletop exercises conducted at least annually
	☐
	☐
	☐
	

	6.14
	Tabletop includes ransomware/cyber attack scenarios
	☐
	☐
	☐
	

	6.15
	Lessons learned documented and incorporated after exercises/incidents
	☐
	☐
	☐
	

	6.16
	Disaster recovery procedures tested annually
	☐
	☐
	☐
	

	6.17
	Post-incident reviews conducted for all significant events
	☐
	☐
	☐
	



Reporting Requirements
	#
	Control / Requirement
	Yes
	No
	Partial
	Notes / Evidence

	6.18
	WA State breach notification requirements understood (RCW 19.255.010)
	☐
	☐
	☐
	

	6.19
	SAO reporting requirements understood for cyber incidents
	☐
	☐
	☐
	

	6.20
	CISA reporting guidelines known for critical infrastructure
	☐
	☐
	☐
	



	Section 6 Score: _____ / 40 possible points
	Percentage: _____% 




	SECTION 7: MICROSOFT 365 & CLOUD READINESS



	Framework Alignment: NIST CSF • CIS Microsoft 365 Benchmarks • Microsoft Secure Score • GCC/GCC High



Cloud services provide scalability and resilience critical for emergency services. This section evaluates your Microsoft 365 configuration and cloud adoption readiness.
Microsoft 365 Security Configuration
	#
	Control / Requirement
	Yes
	No
	Partial
	Notes / Evidence

	7.1
	Microsoft 365 Security Score reviewed and tracked regularly
	☐
	☐
	☐
	

	7.2
	Unified Audit Logging enabled
	☐
	☐
	☐
	

	7.3
	Mailbox auditing enabled for all users
	☐
	☐
	☐
	

	7.4
	Safe Attachments and Safe Links policies configured
	☐
	☐
	☐
	

	7.5
	Anti-phishing policies configured in Exchange Online Protection
	☐
	☐
	☐
	

	7.6
	Information barriers configured (if required for operations)
	☐
	☐
	☐
	



Collaboration Security
	#
	Control / Requirement
	Yes
	No
	Partial
	Notes / Evidence

	7.7
	SharePoint/OneDrive external sharing policies defined
	☐
	☐
	☐
	

	7.8
	Teams external access and guest policies configured
	☐
	☐
	☐
	

	7.9
	Sensitivity labels configured for document classification
	☐
	☐
	☐
	

	7.10
	Retention policies aligned with records management requirements
	☐
	☐
	☐
	





Cloud Architecture
	#
	Control / Requirement
	Yes
	No
	Partial
	Notes / Evidence

	7.11
	GCC or GCC High tenant used for CJIS/sensitive data (if applicable)
	☐
	☐
	☐
	

	7.12
	Hybrid identity properly configured (if applicable)
	☐
	☐
	☐
	

	7.13
	Cloud-only fallback capability exists if on-premises fails
	☐
	☐
	☐
	

	7.14
	Azure/cloud resources properly segmented and secured
	☐
	☐
	☐
	

	7.15
	Cloud service level agreements (SLAs) understood and acceptable
	☐
	☐
	☐
	



Licensing & Optimization
	#
	Control / Requirement
	Yes
	No
	Partial
	Notes / Evidence

	7.16
	Appropriate license tier deployed (E3/E5, Business Premium, etc.)
	☐
	☐
	☐
	

	7.17
	Security features included in licensing are actually enabled
	☐
	☐
	☐
	

	7.18
	License utilization reviewed regularly for optimization
	☐
	☐
	☐
	



	Section 7 Score: _____ / 36 possible points
	Percentage: _____% 




	SECTION 8: MOBILE & FIELD OPERATIONS



	Framework Alignment: NIST CSF • FirstNet Standards • Apple Business Manager • CIS Mobile Benchmarks



Public safety agencies rely heavily on mobile technology for field operations. This section evaluates mobile device security, FirstNet connectivity, and specialized public safety technology integration.
Mobile Device Management
	#
	Control / Requirement
	Yes
	No
	Partial
	Notes / Evidence

	8.1
	All agency mobile devices enrolled in MDM (Intune, JAMF, etc.)
	☐
	☐
	☐
	

	8.2
	Personal devices (BYOD) have appropriate controls if allowed
	☐
	☐
	☐
	

	8.3
	Mobile Application Management (MAM) policies configured
	☐
	☐
	☐
	

	8.4
	Jailbroken/rooted device detection enabled
	☐
	☐
	☐
	

	8.5
	App installation restricted to approved applications
	☐
	☐
	☐
	



Apple Business Manager Integration
	#
	Control / Requirement
	Yes
	No
	Partial
	Notes / Evidence

	8.6
	Apple Business Manager (ABM) account configured
	☐
	☐
	☐
	

	8.7
	Automated Device Enrollment (ADE) configured for iOS devices
	☐
	☐
	☐
	

	8.8
	Volume Purchase Program (VPP) used for app deployment
	☐
	☐
	☐
	

	8.9
	Managed Apple IDs deployed (if applicable)
	☐
	☐
	☐
	



FirstNet / Public Safety Connectivity
	#
	Control / Requirement
	Yes
	No
	Partial
	Notes / Evidence

	8.10
	FirstNet service evaluated or deployed for first responder devices
	☐
	☐
	☐
	

	8.11
	Network priority and preemption understood and configured
	☐
	☐
	☐
	

	8.12
	Deployable/portable connectivity solutions available for incidents
	☐
	☐
	☐
	

	8.13
	Backup connectivity options exist (satellite, secondary carrier)
	☐
	☐
	☐
	



Field Technology Security
	#
	Control / Requirement
	Yes
	No
	Partial
	Notes / Evidence

	8.14
	Mobile Data Computers (MDCs) in vehicles properly secured
	☐
	☐
	☐
	

	8.15
	Vehicle-mounted equipment has appropriate access controls
	☐
	☐
	☐
	

	8.16
	Body cameras/recording devices have secure data handling
	☐
	☐
	☐
	

	8.17
	CAD/RMS mobile access secured with MFA
	☐
	☐
	☐
	

	8.18
	Offline/degraded mode capabilities tested
	☐
	☐
	☐
	



	Section 8 Score: _____ / 36 possible points
	Percentage: _____% 




	SECTION 9: SECURITY AWARENESS & TRAINING



	Framework Alignment: NIST CSF PR.AT • CIS Control 14 • CISA CPG 4.2 • NIST NICE Framework



Human factors remain the primary vulnerability in most organizations. Effective security awareness training transforms personnel from a vulnerability into a defense layer.
Security Awareness Program
	#
	Control / Requirement
	Yes
	No
	Partial
	Notes / Evidence

	9.1
	Formal cybersecurity awareness training program exists
	☐
	☐
	☐
	

	9.2
	All personnel complete security awareness training upon hire
	☐
	☐
	☐
	

	9.3
	Annual refresher training required for all personnel
	☐
	☐
	☐
	

	9.4
	Training completion tracked and documented
	☐
	☐
	☐
	

	9.5
	Training content updated to address current threats
	☐
	☐
	☐
	



Phishing & Social Engineering
	#
	Control / Requirement
	Yes
	No
	Partial
	Notes / Evidence

	9.6
	Phishing simulation exercises conducted regularly
	☐
	☐
	☐
	

	9.7
	Click rates tracked and used to target additional training
	☐
	☐
	☐
	

	9.8
	Easy method exists for users to report suspicious emails
	☐
	☐
	☐
	

	9.9
	Social engineering awareness included in training
	☐
	☐
	☐
	



Role-Based Training
	#
	Control / Requirement
	Yes
	No
	Partial
	Notes / Evidence

	9.10
	IT staff receive specialized security training
	☐
	☐
	☐
	

	9.11
	Leadership receives cyber risk awareness briefings
	☐
	☐
	☐
	

	9.12
	Finance/accounting staff trained on BEC and wire fraud
	☐
	☐
	☐
	

	9.13
	New threat briefings shared with staff as needed
	☐
	☐
	☐
	



	Section 9 Score: _____ / 26 possible points
	Percentage: _____% 




	SECTION 10: COMPLIANCE & RISK MANAGEMENT



	Framework Alignment: NIST CSF ID.RM • CIS Control 1 • HIPAA • CJIS • WA State Requirements



Public safety agencies face unique compliance requirements including HIPAA for EMS, CJIS for law enforcement data, and various Washington State regulations. This section evaluates compliance posture and risk management.
Risk Assessment
	#
	Control / Requirement
	Yes
	No
	Partial
	Notes / Evidence

	10.1
	Formal risk assessment conducted within the past 2 years
	☐
	☐
	☐
	

	10.2
	Risk register maintained with identified threats and vulnerabilities
	☐
	☐
	☐
	

	10.3
	Risk tolerance levels defined by leadership
	☐
	☐
	☐
	

	10.4
	Third-party/vendor risks assessed and documented
	☐
	☐
	☐
	

	10.5
	Risk mitigation plans exist for high-priority risks
	☐
	☐
	☐
	



Regulatory Compliance
	#
	Control / Requirement
	Yes
	No
	Partial
	Notes / Evidence

	10.6
	HIPAA compliance requirements met for PHI handling (EMS)
	☐
	☐
	☐
	

	10.7
	CJIS Security Policy requirements met (if accessing criminal justice data)
	☐
	☐
	☐
	

	10.8
	PCI DSS compliance maintained (if processing payment cards)
	☐
	☐
	☐
	

	10.9
	WA State public records retention requirements met
	☐
	☐
	☐
	

	10.10
	ADA/Section 508 accessibility requirements addressed
	☐
	☐
	☐
	






Audit & Assessment
	#
	Control / Requirement
	Yes
	No
	Partial
	Notes / Evidence

	10.11
	Internal IT/security assessments conducted regularly
	☐
	☐
	☐
	

	10.12
	External penetration testing conducted within past 2 years
	☐
	☐
	☐
	

	10.13
	Vulnerability scanning performed regularly
	☐
	☐
	☐
	

	10.14
	Audit findings tracked to remediation
	☐
	☐
	☐
	

	10.15
	SAO cyber checkup recommendations addressed
	☐
	☐
	☐
	



	Section 10 Score: _____ / 30 possible points
	Percentage: _____% 




Assessment Summary & Scoring

	Section
	Your Score
	Max Points
	Percentage

	1. Governance & Policy
	
	20
	

	2. Identity & Access Management
	
	36
	

	3. Endpoint Management & Security
	
	44
	

	4. Network Security
	
	40
	

	5. Data Protection & Backup
	
	44
	

	6. Incident Response & Recovery
	
	40
	

	7. Microsoft 365 & Cloud Readiness
	
	36
	

	8. Mobile & Field Operations
	
	36
	

	9. Security Awareness & Training
	
	26
	

	10. Compliance & Risk Management
	
	30
	

	TOTAL SCORE
	
	352
	



Priority Improvement Areas
List the top 5 areas requiring immediate attention based on your assessment:
1. ________________________________________________________________________________
2. ________________________________________________________________________________
3. ________________________________________________________________________________
4. ________________________________________________________________________________
5. ________________________________________________________________________________


Next Steps & Professional Support

	Based on your assessment results, here are recommended next steps:
1. 85-100%: Schedule annual review to maintain excellence
1. 70-84%: Consider targeted remediation with professional guidance
1. 50-69%: Recommend comprehensive assessment and strategic roadmap
1. Below 50%: Urgent professional intervention recommended



	SCHEDULE YOUR FREE CONSULTATION
ITMedic offers complimentary 30-minute consultations to review your assessment results and discuss potential improvement strategies.



ITMedic - Where First Response Meets IT Excellence

	📧 assessments@itmedic.ai
📞 (206) 666-3885
	🌐 www.itmedic.ai
💬 Submit a case online



Our Services Include:
	🔧 Managed IT Support
🔐 Cybersecurity & Compliance
☁️ Microsoft 365 Services
🚒 Infrastructure & Mobile
	🧠 Strategic Planning & Consulting
🛠️ CAD/RMS & Dispatch Systems
📲 Custom Apps & Dashboards
💰 Grant Funding Alignment



	40+ Years Microsoft Technology Expertise • 35+ Years Emergency Services Experience
Microsoft Certified • NIST CSF • CISA CPG • Emergency Services Operations



Submit via Email
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