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PCI Security September 2020 

1. PCI Compliance Training 5.10.17 

1.1 PCI DSS Compliance 
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1.2 Objectives 

 

1.3 Objectives 
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1.4 What is PCI DSS Compliance? 

 

1.5 Common Terms 
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1.7 Who is Responsible for PCI DSS Compliance? 
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1.8 Best Practices for Payment Card Processing 

 

1.9 Best Practices for Credit Card Processing 
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1.10 Best Practices for Credit Card Processing 

 

1.11 Exceptions 
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1.12 Grid Layout 

 

1.13 Payment Card Identification Features 
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1.14 American Express Card Identification Features 

 

1.15 Visa Card Identification Features 
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1.16 MasterCard Card Identification Features 

 

1.17 Discover Network Card Identification Features 
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1.18 Detecting POS Terminal Tampering 

 

1.19 Detecting POS Terminal Tampering 
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1.20 Detecting POS Terminal Tampering 

 

1.21 Detecting POS Terminal Tampering 
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1.22 Detecting POS Terminal Tampering 

 

1.23 Handling Suspected POS Tampering 
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1.24 MAIN MENU LAYOUT 

 

1.25 Physical Security Best Practices 
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1.26 Summary of PCI DSS Compliance 

 

1.27 Summary of PCI DSS Compliance 
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1.28 Questions about PCI DSS Compliance 

 

1.29 PCI Security Awareness Training Acknowledgement 

Read the statement below and click each box to acknowledge your PCI 

understanding.  

 

I have been provided with 

information, and after reviewing, I understand the following information 

and directives:  

 (Multiple Response, 10 points, 1 attempt permitted) 
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Correct Choice 

X Cardholder data consists of all of the following components:    

Primary Account Number (PAN), Card Verification Code (CVC), and Expiration Date  

X I should never share my login information with a co-worker. 

X The primary goal of PCI DSS is to protect cardholder data. 

X PCI Security Awareness training is mandatory. 

X A primary benefit of PCI compliancy is protection against fraud. 

X Under specific situations/conditions, employees can write down customer credit 

card information. 

 

1.30 Results 

 (Results Slide, 0 points, 1 attempt permitted) 


