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Vision
Every interaction is an intervention: safe relationships create successful learners.




Ethos
"Do all the good you can, by all the means you can, in all the ways you can, in all the places you can, at all the times you can, to all the people you can, as long as ever you can."– John Wesley




At Mount School, we believe that positive relationships, high expectations and therapeutic support create the conditions for successful learning. Through a trauma-informed and restorative approach, we support pupils to become safe, connected and ready to learn, preparing them for successful futures and positive participation in their communities.







1. Policy Statement
At Mount School, we recognise that technology plays an important role in learning, communication and preparation for adulthood.
We are committed to ensuring that all pupils can access technology safely, responsibly and confidently within a supportive and secure environment.
Our approach reflects our vision that every interaction is an intervention and our commitment to ensuring that all pupils are safe, connected and ready to learn.
Technology should enhance learning, increase independence and prepare pupils for life beyond school whilst promoting wellbeing, safety and responsible digital citizenship.

2. Aims
This policy aims to:
· Promote safe and responsible use of technology. 
· Protect pupils from online harm. 
· Develop digital literacy and digital citizenship. 
· Support positive online relationships. 
· Encourage safe use of social media and communication platforms. 
· Prepare pupils for life in an increasingly digital world. 
· Ensure technology is used to support learning and preparation for adulthood. 
· Promote equality of access to technology. 
· Support pupils to understand online risks and how to seek help. 
	
3. Digital Learning at Mount School
Technology is integrated throughout the curriculum and supports pupils to develop the knowledge, skills and confidence needed for learning, employment and everyday life.
Digital learning supports:
· Curriculum for Wales 
· The Four Purposes 
· Communication and literacy 
· Creativity and problem solving 
· Research and independent learning 
· Employability skills 
· Preparation for adulthood 
Pupils are encouraged to use technology positively, responsibly and respectfully.

4. Online Safety and Safeguarding
Online safety is an integral part of safeguarding at Mount School.
Pupils are taught how to:
· Stay safe online. 
· Protect personal information. 
· Manage online relationships. 
· Identify misinformation. 
· Recognise harmful content. 
· Report concerns. 
· Seek support when needed. 
Online safety concerns may include:
· Cyberbullying 
· Online exploitation 
· Grooming 
· Sextortion 
· Harmful sexual behaviour online 
· Radicalisation 
· Exposure to inappropriate content 
· Online scams and fraud 
All online safety concerns will be managed in accordance with the Safeguarding and Child Protection Policy.

5. Expectations for Pupils
Pupils are expected to:
· Use devices for learning and approved activities. 
· Follow staff instructions. 
· Respect others online. 
· Use appropriate language and communication. 
· Protect passwords and personal information. 
· Report concerns or worries to staff. 
· Take care of school equipment. 
Pupils must not:
· Access inappropriate or harmful content. 
· Attempt to bypass filtering or monitoring systems. 
· Use technology to bully, threaten or intimidate others. 
· Share inappropriate images or videos. 
· Access another person's account. 
· Download unauthorised software or applications. 
· Deliberately damage equipment. 

6. Artificial Intelligence (AI)
Mount School recognises that Artificial Intelligence (AI) is becoming an increasingly important part of education, employment and daily life.
AI may be used where authorised by staff to support:
· Research 
· Creativity 
· Accessibility 
· Learning support 
· Independent study 
Pupils must not:
· Present AI-generated work as entirely their own. 
· Use AI to gain an unfair advantage in assessments. 
· Create harmful, offensive or inappropriate content. 
· Use AI in a way that breaches safeguarding expectations. 
Staff will support pupils to use AI safely, ethically and responsibly.

7. Monitoring and Device Checks
School devices remain the property of Mount School.
To support safeguarding, welfare and online safety, Mount School reserves the right to monitor and review activity on school devices and networks.
This may include:
· Internet usage 
· Browsing history 
· Downloads 
· Emails 
· Files stored on devices 
· Application usage 
Monitoring will only be carried out by authorised staff and will be proportionate to identified concerns.
Pupils should not expect privacy when using school devices or school networks.

8. Personal Devices and Mobile Phones
Arrangements relating to personal devices and mobile phones will be communicated to pupils and families and may vary according to individual needs and risk assessments.
Where personal devices are brought into school, pupils are expected to use them responsibly and in accordance with staff instructions.
The school reserves the right to restrict or prohibit the use of personal devices where their use presents a safeguarding, wellbeing or learning concern.

9. Responding to Inappropriate Use
Mount School adopts a restorative and educational approach to online safety concerns.
Responses may include:
Stage 1 – Reminder and Redirection
· Reminder of expectations. 
· Opportunity to self-correct. 
Stage 2 – Online Safety Discussion
· Discussion with staff. 
· Online safety education. 
· Reflection on choices and consequences. 
Stage 3 – Increased Supervision
· Supervised use of devices. 
· Restricted access to applications or websites. 

Stage 4 – Temporary Removal of Device Access
· Temporary restriction of device access. 
· Alternative learning arrangements where required. 
Stage 5 – Safeguarding or Senior Leader Involvement
· Parent or carer contact. 
· Safeguarding referral. 
· External agency involvement where appropriate. 
Access to devices may be temporarily removed where their use is negatively affecting learning, wellbeing, safety, relationships or emotional regulation.
Device removal is used as a supportive and protective measure rather than a punishment.

10. Cyberbullying
Cyberbullying is not tolerated at Mount School.
Cyberbullying may include:
· Abusive messages 
· Threatening behaviour 
· Sharing images without consent 
· Social exclusion 
· Fake accounts 
· Online harassment 
All incidents will be investigated and managed in accordance with the Anti-Bullying Policy and Safeguarding and Child Protection Policy.












11. Serious Online Safety Concerns
Some online behaviours may require immediate safeguarding action.
Examples include:
· Sharing indecent images. 
· Online exploitation. 
· Sextortion. 
· Threats of violence. 
· Radicalisation concerns. 
· Serious cyberbullying. 
· Criminal activity. 
Such concerns may require involvement from parents, social services, police or other agencies.

12. Roles and Responsibilities
Principal
The Principal has overall responsibility for ensuring that effective online safety systems are in place across the school.
Head of Provision
The Head of Provision is responsible for the day-to-day implementation of this policy, oversight of online safety concerns and supporting staff in responding appropriately.
Staff
Staff are responsible for promoting safe technology use, teaching online safety, monitoring concerns and reporting safeguarding issues.
Pupils
Pupils are responsible for using technology safely, responsibly and respectfully.
Parents and Carers
Parents and carers are encouraged to work in partnership with the school to promote safe and responsible use of technology both in and out of school.


13. Monitoring and Review
The school will monitor online safety incidents, safeguarding concerns and technology use to identify trends and inform future practice.
This policy will be reviewed annually.




Appendices
Appendix 1 – Online Safety Expectations
All pupils are expected to use technology safely, responsibly and respectfully.
Pupils Will:
✓ Use devices for learning and approved activities.
✓ Follow staff instructions.
✓ Use appropriate language online.
✓ Respect the privacy and rights of others.
✓ Protect passwords and personal information.
✓ Report any concerns, inappropriate content or online safety issues to a member of staff.
✓ Take care of school equipment.
✓ Use technology in a way that supports learning and wellbeing.
Pupils Will Not:
✗ Access inappropriate, offensive, violent or sexually explicit material.
✗ Attempt to bypass school filtering or monitoring systems.
✗ Use technology to bully, threaten, harass or intimidate others.
✗ Share passwords or access another person's account.
✗ Download unauthorised software, games or applications.
✗ Take photographs, videos or recordings of others without permission.
✗ Deliberately damage school equipment.
✗ Use AI, social media or online platforms in a way that causes harm to themselves or others.
Remember
When using school devices:
· Internet activity may be monitored. 
· Devices may be checked by authorised staff. 
· School equipment remains the property of Mount School. 
· Concerns may be managed through restorative discussions, support and safeguarding procedures




Appendix 2 – Responding to Online Safety Concerns
	Stage
	Response
	Examples

	Stage 1
	Reminder and Redirection
	Minor misuse, off-task activity, accidental access to inappropriate content

	Stage 2
	Online Safety Discussion
	Repeated concerns, poor judgement, inappropriate communication

	Stage 3
	Increased Supervision
	Restricted websites, supervised device use, targeted support

	Stage 4
	Temporary Restriction of Device Access
	Continued misuse, unsafe behaviour, safeguarding concerns

	Stage 5
	Safeguarding / Senior Leader Involvement
	Cyberbullying, exploitation concerns, serious breaches, criminal activity


Restorative Questions
Where appropriate, staff may ask:
· What happened? 
· What were you thinking at the time? 
· How were you feeling? 
· Who may have been affected? 
· What could you do differently next time? 
· What needs to happen to put things right?
Important Principle
Access to devices may be temporarily removed where their use is negatively affecting:
· Learning 
· Wellbeing 
· Safety 
· Relationships 
· Emotional regulation 
Device removal is used as a supportive and protective measure rather than a punishment.




Appendix 3 – Linked Policies
· Positive Behaviour, Relationships and Regulation Policy 
· Anti-Bullying Policy 
· Safeguarding and Child Protection Policy 
· Positive Handling and Restrictive Physical Intervention Policy 
· Attendance Policy 
· Additional Learning Needs (ALN) Policy 
· Equality, Diversity and Inclusion Policy 
· Staff Code of Conduct 
· GDPR policy
· Pupil ICT User Agreement



Appendix 4 – Supporting Pupils with SEMH Needs in Digital Environments
Many pupils at Mount School may experience challenges relating to emotional regulation, impulsivity, social communication, anxiety, trauma and mental health. These factors can influence how pupils engage with technology and online environments.
Staff will:
· Recognise that online behaviour may be influenced by emotional regulation difficulties. 
· Support pupils to understand and manage online interactions. 
· Use restorative approaches when concerns arise. 
· Provide additional supervision where required. 
· Promote positive digital citizenship. 
· Support pupils to develop safe and healthy online habits. 
· Work with families and professionals where concerns persist. 
Areas of Additional Support May Include:
· Managing screen time. 
· Online friendships and relationships. 
· Social media use. 
· Gaming and online communities. 
· Emotional regulation when using devices. 
· Understanding online risk. 
· Managing impulsive online behaviour. 
· Safe use of Artificial Intelligence (AI). 
Our Approach
As with all aspects of school life, Mount School seeks to educate, support and restore rather than simply punish.
Where concerns arise, staff will work with pupils to understand what has happened, address risks and develop safer online behaviours.
Every interaction is an intervention. Through safe relationships, therapeutic support and consistent expectations, we help pupils become safe, connected and ready to learn both online and offline.
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