CyberSec Weekly

Top Threats of 2023

In mid 2022 75% of cyber security professionals suggested that social

engineering is the largest risk to organisations. Since then the trend of

large companies getting caught out with this threat has continued with
organisations such as Dropbox and Uber getting caught out.

Smart Devices to Become a Major Target?

As smart devices become more commonly used in homes it is no surprise
that they have been outed as a major risk in 2023. A prediction of 75
billion smart devices being connect by 2025 backs up this prediction.

To read the full story...

Click Here


https://www.cshub.com/attacks/articles/the-most-dangerous-cyber-security-threats-of-2023

Most Popular Cyber Security Stories of
2022

1. Android phone owner accidently bypasses phone lockscreen.

2. Dev of popular open source libraries intentionally destroys
thousands of projects.

3. Okta had it's source code stolen after it's GitHub was hacked.

4. Microsoft Teams stores auth tokens as cleartext.

5. Linux system service bug gives root access on all major distros.

To read the rest of the top 10 and to view these stories...

Why was the computer late for
work?

It had a hard drive.



https://www.bleepingcomputer.com/news/security/bleepingcomputers-most-popular-cybersecurity-stories-of-2022/

Piers Morgan Twitter Account Hacked

After a bunch of tweets, some being directed at the past Queen and
Ed Sheeran, Piers Morgan has claimed his Twitter account was
hacked.

It comes after the account of the UK education secretary, Gillian
Keegan, appeared to be hacked on Christmas Day. Her account
replied to several tweets with links to websites advertising

cryptocurrencies such as bitcoin.

To read the full story...

Sandworm: A New Era
of Cyberwar

From Wired senior writer Andy
Greenberg comes the true story
of the most devastating
cyberattack in history and the
desperate hunt to identify and
track the elite Russian agents
behind it. In 2014, the world
witnessed the start of a
mysterious series of
cyberattacks.


https://www.theguardian.com/media/2022/dec/27/piers-morgan-twitter-account-hacked-say-reports
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K ew €ra ot Cybecwar and
the Hunt for the Kremlin’s

Host ﬁangerous Ffackers.

“Like the best true-crime writing, [Gr eenberq 5]
narrative is both perversely e g &
terrifyl The New York R
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