
Happy	Monday!
Welcome	to	the	56th	issue	of	CSW.

In	this	issue:
	

UK	Warns	of	AI	Prompt	Injection	Attacks
	

The	Secret	Habits	of	Top	CISOs
	

New	Exploit	for	VMware	SSH	Auth	Bypass
	

And	much	more...
	

UK	Warns	of	AI	Prompt	Injection	Attacks
Chatbots	such	as	Chat-GPT	or	Bard	are	facing	a	massive	challenge,	which
is	to	prevent	prompt	injection	attacks.	Such	attacks	have	been	able	to
gain	access	to	API	keys	allowing	DDoS	attacks.	
	
To	read	the	full	story...

Click	Here

Yesterday	I	got	a	computer	for

https://www.bankinfosecurity.com/uk-cyber-agency-warns-prompt-injection-attacks-in-ai-a-22997?&web_view=true


my	sister
It	was	my	best	trade	ever!

The	Secret	Habits	of	Top	CISOs
1.	 Initiating	conversations	within	your	organisation.
2.	 Keeping	up-to-date	with	emerging	technologies.
3.	 Reach	out	to	non-IT	leaders	and	meet	regularly

	
To	read	the	full	story...

Click	Here

Video:	Hacking	my	friend's	email

https://www.helpnetsecurity.com/2023/08/31/top-performing-cisos/?web_view=true
https://youtu.be/w2ELPdNpg4o?si=KKUyPTy8yGuKoUdg


New	Exploit	for	VMware	SSH	Auth	Bypass
Proof-of-concept	exploit	code	has	been	released	for	a	critical	SSH
authentication	bypass	vulnerability	in	VMware's	Aria	Operations	for
Networks	analysis	tool.	The	flaw	was	found	by	security	analysts	at
ProjectDiscovery	Research	and	patched	by	VMware	on	Wednesday
with	the	release	of	version	6.11.
	
To	read	the	full	story...

Click	Here

Quick	Links

Uni	of	Sydney	Data	Breach

Click	Here

IP	Address	Leak	Using	Skype

Click	Here

Hackers	Can	Exploit	Windows	Container

Click	Here
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