
Happy	Monday!
Welcome	to	the	39th	Issue.
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The	Untold	Story	of	the	Boldest	Supply-Chain	Hack	Ever
	

FTC	accuses	Facebook	of	violating	privacy	agreement,	proposes	ban	on
profiting	off	children’s	data

	
Payment	software	giant	AvidXchange	suffers	its	second	ransomware

attack	of	2023
	

Imperva	Red	Team	Discovers	Vulnerability	in	TikTok
	

Sourcepass	Raises	Additional	$65M	in	Funding
	

New	Fleckpe	Android	malware	installed	600K	times	on	Google	Play
	

Ex-Uber	CSO	gets	probation	for	covering	up	theft	of	data
	

New	Cactus	ransomware	encrypts	itself	to	evade	antivirus

Twitter	admits	to	‘security	incident’	involving	Circles	tweets

The	Untold	Story	of	the	Boldest	Supply-Chain	Hack
Ever

It	was	late	2019,	and	Adair,	the	president	of	the	security	firm	Volexity,
was	investigating	a	digital	security	breach	at	an	American	think	tank.	The
intrusion	was	nothing	special.	Adair	figured	he	and	his	team	would	rout
the	attackers	quickly	and	be	done	with	the	case—until	they	noticed
something	strange.
	
To	read	the	full	story…



Click	Here

What's	a	Jedi's	favourite
programming	language?

JabbaScript.

Ex-Uber	CSO	gets	probation	for	covering	up	theft
of	data

Joe	Sullivan	was	sentenced	to	three	years	of	probation	plus	200	hours
of	community	service	for	his	role	in	covering	up	Uber's	2016	computer
security	breach	and	trying	to	pass	off	a	ransom	payment	as	a	bug
bounty.	He	was	found	guilty	of	two	felonies	related	to	covering	up	the
theft	of	data	from	Uber's	IT	systems.

Click	Here

Hacking	My	Dad's	Android	(video)

https://www.wired.com/story/the-untold-story-of-solarwinds-the-boldest-supply-chain-hack-ever/?&web_view=true
https://www.theregister.com/2023/05/04/uber_cso_joe_sullivan_sentenced/?&web_view=true


Watch	Here

New	Fleckpe	Android	malware
installed	600K	times	on	Google	Play

Fleckpe	is	a	malicious	Android	subscription	malware	that	generates
unauthorized	charges	by	subscribing	users	to	premium	services,	and
has	been	active	since	last	year.	Fleckpe	is	a	malicious	app	that
decodes	a	hidden	payload	and	executes	it	to	contact	the	C2	server
and	subscribe	the	victim	to	a	premium	service.
	
To	read	the	full	story…

Click	Here

https://youtu.be/tisT-jOZ0Rw
https://www.bleepingcomputer.com/news/security/new-fleckpe-android-malware-installed-600k-times-on-google-play/?&web_view=true
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