
Tech	Joke	of	The	Week
What	do	you	say	to	a	hacker	who's	recently	gone	through	a	break

up?
There's	plenty	of	phish	in	the	sea.

	

Ransomware	attack	at
Semikron

A	statement	by	the	semiconductor	manufacturer	detailed	the	ransomware
attack	which	led	to	partial	encryption	of	the	system	after	hackers
attempted	to	steal	data.	The	hackers	are	allegedly	blackmailing	the

company	and	threatening	to	leak	data	that	the	company	had	allegedly
stolen.	The	attack	is	thought	to	be	an	LV	Ransomware	attack.

	

What	is	an	LV	Ransomware	Attack?
LV	ransomware	is	timestamped	as	being	compiled	on	15th	of	June	2020,
it's	suggested	that	it's	a	modified	version	of	REvil,	this	means	that	the
code	has	likely	been	stolen	or	sold.	REvil	is	a	RaaS	(ransomware-as-a-
service)	operation	which	is	used	to	gain	large	amounts	of	money	from
organisations.	The	ransomware	is	spread	by	affiliates	who	gain	access	to



the	targets	network	and	deploy	the	ransomware.
	
To	read	the	full	story…

Click	Here

This	could	be	your	ad!
	
To	find	out	how	CyberSec	Weekly	could	help	your	business…

Click	Here

Cisco	Invest	$10	million
Into	Secure	Browser
Start-up	Island
Island	a	secure	enterprise
browser	has	recently	received
backing	from	cybersecurity

https://www.bleepingcomputer.com/news/security/semiconductor-manufacturer-semikron-hit-by-lv-ransomware-attack/
https://cybersecweekly.com/sponsor-us


heavyweight	Cisco.	It's	total
investment	now	accumulates	to
over	$200	million
	
To	read	the	full	story…

Click	Here

NHS	Cyber	Attack
The	NHS	has	recently	come
under	attack	as	hackers	targeted
the	111	system.	Many	staff	have
had	to	revert	to	using	pen	and
paper	causing	major	disruptions.
	
To	read	the	full	story…

Click	Here

Course	of	the	week
DevOps	Foundations:	DevSecOps	(linkedin	learning)

Click	Here
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