
Happy	Monday
Welcome	to	the	57th	issue	of	CSW.

	
In	this	issue:

	
5	Regrets	of	a	Black	Hat	Hacker

	
Microsoft	Teams	Phishing	Attack

	
Apple	Patches	Zero	Day	Flaw

	
And	much	more...

	

5	Regrets	of	a	Black	Hat	Hacker
1.	 Lack	of	Trust
2.	 Financial	Instability
3.	 Almost	Being	Caught
4.	 Manipulating	the	Vulnerable
5.	 Not	Being	Ethical

	
To	read	the	full	story...

Click	Here

Why	did	the	PowerPoint	cross
the	road?

To	get	to	the	other	slide.

https://cybersecweekly.com/blog/f/5-regrets-of-being-a-black-hat-hacker


Microsoft	Teams	Phishing	Attack

A	new	phishing	campaign	is	abusing	Microsoft	Teams	messages	to
send	malicious	attachments	that	install	the	DarkGate	Loader	malware.

The	campaign	started	in	late	August	2023,	when	Microsoft	Teams
phishing	messages	were	seen	being	sent	by	two	compromised
external	Office	365	accounts	to	other	organizations.

To	read	the	full	story...

Click	Here

Apple	Patches	Zero	Day	Flaw

https://www.bleepingcomputer.com/news/security/microsoft-teams-phishing-attack-pushes-darkgate-malware/?&web_view=true


Apple	on	Thursday	released	emergency	security	updates	for	iOS,
iPadOS,	macOS,	and	watchOS	to	address	two	zero-day	flaws	that	have
been	exploited	in	the	wild	to	deliver	NSO	Group's	Pegasus	mercenary
spyware.

The	issues	are	described	as	below	-

CVE-2023-41061	-	A	validation	issue	in	Wallet	that	could	result
in	arbitrary	code	execution	when	handling	a	maliciously	crafted
attachment.
CVE-2023-41064	-	A	buffer	overflow	issue	in	the	Image	I/O
component	that	could	result	in	arbitrary	code	execution	when
processing	a	maliciously	crafted	image.

To	read	the	full	story...

Click	Here

Quick	Links

Hawaii	State	Department	of	Health	Website
Defacement

Click	Here

DDoS	Attack	Thwarted	by	Cyber	Firm

Click	Here

Stake.com	Back	Online	After	$40m	Heist

Click	Here
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