
Cisco	Hit	by	Cyberattack
A	Cyberattack	hit	Cisco	back	on	May	24th	and	they	have	recently	released
details	regarding	the	attack.	The	hacker	group	Lapsus$	is	said	to	be

responsible	after	it	released	a	list	of	files	onto	the	dark	web	gained	from
the	attack	using	a	Yanluowang	ransomware.	Cisco	claims	none	of	the	files

contain	sensitive	data.
	

What	is	Yanluowang	Ransomware?
Powershell	is	used	to	download	tools	onto	compromised	systems,	this
allows	them	to	undergo	a	more	in	depth	reconnaissance	of	the	system.
Hackers	then	gain	access	usually	with	ConnectWise	which	allows	them	to
use	tools	to	gain	credentials,	such	as:	GrabFF,	GrabChrome	and
BrowserPassView.	
	
To	read	the	full	story…

Click	Here

https://www.bloomberg.com/news/articles/2022-08-10/cisco-hit-by-cyberattack-from-hacker-linked-to-lapsus-gang


This	could	be	your	ad!
CyberSec	Weekly	has	just	achieved	the	milestone	of	100	subscribers
after	only	a	month	since	starting,	this	allows	your	business	to	be
promoted	to	a	niche	audience	of	cybersecurity	professionals.
	
To	learn	more…	

Click	Here

Tech	Joke	of	The	Week

Why	did	the	boy	get	fired	from	his	keyboard	factory	job?	
Because	he	wasn't	doing	enough	shifts.

https://cybersecweekly.com/sponsor-us


Microsoft	Blocks	UEFI	Bootloaders	Enabling
Windows	Secure	Boot	Bypass
This	would	allow	some	third-party	bootloaders	to	execute
unauthorised	code	before	the	operating	system	loads.	The	status	of
many	bootloaders	is	unknown	if	they	are	vulnerable	or	not.
	
To	read	the	full	story…

Click	Here

Cybersecurity	leaders	launch	OCSF
Open	Cybersecurity	Schema	Framework	(OCSF)	was	unveiled	at	Black
Hat	2022	and	aims	to	the	complexity	surrounding	tools	due	to	the
increase	in	cyber	attacks.	The	project	was	started	between	AWS	and
Splunk,	but	now	contains	15	additional	members	including:	Salesforce
and	IBM	Security.

https://www.bleepingcomputer.com/news/security/microsoft-blocks-uefi-bootloaders-enabling-windows-secure-boot-bypass/


	
To	read	the	full	story…

Click	Here

Course	of	the	Week
Nail	your	DevOps	Interview	-
perfect	for	anybody	who	works	in
the	cloud	industry	and	helps	you
prepare	for	the	most	common
questions.

Click	Here
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