
Happy	Monday!
Welcome	to	the	22nd	issue	of	CyberSec	Weekly.	This	week's	quick

summary	is:
	

Hack	The	Box	raises	$55	million
	

Quantum	safe	cryptography
	

NortonLifeLock	reveals	hackers	breached	password	manager	accounts
	

Hack	The	Box	Raises	$55	Million
Hack	The	Box,	one	of	the	startups	that’s	built	a	platform	to	help	cultivate
more	of	the	latter	group	with	a	gamified	approach,	is	announcing	$55
million	in	funding	to	expand	its	business	after	racking	up	1.7	million	users.
	
The	funding	is	being	led	by	Carlyle,	with	Paladin	Capital	Group,	Osage
University	Partners,	Marathon	Venture	Capital,	Brighteye	Ventures	and
Endeavor	Catalyst	Fund	also	participating.
	
To	read	the	full	story…

Click	Here

https://techcrunch.com/2023/01/11/hack-the-box-a-gamified-cybersecurity-training-platform-with-1-7m-users-raises-55m/?guccounter=1&guce_referrer=aHR0cHM6Ly93d3cuZ29vZ2xlLmNvbS8&guce_referrer_sig=AQAAALl7kJCv3Y-N2M2y98L45Z8bg9PO7oKzSJMCrXFIfnvPXrtK5qmykXyH9dA_TQ0uFjRTYOBQB997lkfMjoWJG7alvBbRNRadnP4PswndRPtLbDUiKXtvEwM1DRG3OGhgImH-b27a9RPtMTUWcI3Wn1HiqhdEofTMGdkyBlnSck-m


Chinese	researchers	claim	quantum
technology	is	reaching	a	point	where	a
quantum	device	will	soon	be	able	to	crack
RSA	2048	public	key	encryption
Just	weeks	after	US	president	Joe	Biden	signed	into	law	the	Quantum
Computing	Cybersecurity	Preparedness	Act,	there	are	reports	that
Chinese	researchers	have	cracked	RSA	2048	bit	encryption.

Given	that	quantum	computers	offer	the	ability	to	push	computational
boundaries,	such	as	solving	intractable	problems	such	as	integer
factorisation,	which	is	used	for	public	key	encryption,	the	US
government	aims	to	encourage	the	migration	of	Federal	Government
IT	systems	to	quantum-resistant	cryptography.
	
To	read	the	full	story…

Click	Here

Joke	of	the	Week
A	SEO	couple	had	twins…
	
For	the	first	time	they	were	happy	with	duplicate	content.

https://www.computerweekly.com/news/252529003/Whats-happening-with-quantum-safe-cryptography


NortonLifeLock	warns	that	hackers
breached	Password	Manager	accounts
Gen	Digital,	formerly	Symantec	Corporation	and	NortonLifeLock,	is
sending	data	breach	notifications	to	customers,	informing	them	that
hackers	have	successfully	breached	Norton	Password	Manager
accounts	in	credential-stuffing	attacks.
	
According	to	a	letter	sample	shared	with	the	Office	of	the	Vermont
Attorney	General,	the	attacks	did	not	result	from	a	breach	on	the
company	but	from	account	compromise	on	other	platforms.

"Our	own	systems	were	not	compromised.	However,	we	strongly
believe	that	an	unauthorized	third	party	knows	and	has	utilized	your
username	and	password	for	your	account,"	NortonLifeLock	said.
	
To	read	the	full	story…

Click	Here
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